CYBERSECURITY AND IDENTITY THEFT INSURANCE COVERAGE SUPPLEMENT

GENERAL INSTRUCTIONS

This supplement should be completed by those reporting entities including surplus line insurers and Risk Retention Groups that provide cybersecurity insurance and identity theft insurance in a stand-alone policy or as part of a package policy. If the reporting entity’s answer to Questions 1, 2, 4 and 5 of Part 1 would be “no,” the reporting entity should not complete the supplement. If the reporting entity answers “yes” to any of those questions, the supplement should be completed. The supplement should be reported on a direct basis (before assumed and ceded reinsurance).

The supplement is to be reported on a calendar year basis.

Cybersecurity Insurance

For the purposes of this reporting form, cybersecurity insurance applies to commercial insurance through a single policy or multi-peril coverage part solely intended to assist in helping manage risks associated with exposures arising out of network intrusions and improper handling of electronic data, including data such as personally identifiable information and other sensitive information in electronic form. The risks covered may include one or more of the following:

· Identity theft as a result of privacy violations and security breaches where sensitive information is stolen by an unauthorized person or inadvertently disclosed and includes identity restoration costs.
· Business interruption and extra expense from an unauthorized person preventing access to the Internet, the policyholder’s website or other parts of the policyholder’s network.
· Costs associated with restoring data from electronic or paper records that have been damaged by an unauthorized person.
· Costs related to a data breach such as forensic investigations, legal advice, public relations, notification and regulatory expenses.
· Exposure arising out of theft or loss of client’s or customer’s digital assets.
· Introduction of malware, worms and other malicious computer code to third parties.
· Cyber extortion against the policyholder.
· Liability and damages resulting from network failures.

Identity Theft Insurance

For the purposes of this reporting form, identity theft insurance applies to personal lines insurance through a single policy or as part of another personal lines coverage that covers only identity theft and identity theft restoration.
CYBERSECURITY AND IDENTITY THEFT INSURANCE COVERAGE SUPPLEMENT

PART 2 – STAND-ALONE POLICIES

POLICY AND CLAIMS DATA

If the reporting entity answers “yes” to either Question 1 or Question 4 of Part 1, then Part 2 should be completed. Part 2 should be reported on a direct basis (before assumed and ceded reinsurance).

Column 1
–
Cybersecurity Insurance

This column only applies to commercial lines.

Column 2
–
Identity Theft Insurance

This column only applies to personal lines.

Line 7
–
Number of Policies in Force – Claims-Made

For Column 1, Cybersecurity Insurance, provide the number of claims-made policies in force.

Line 8
–
Number of Policies in Force – Occurrence

For Column 1, Cybersecurity Insurance, provide the number of occurrence policies in force.

Line 9
–
Number of Policies in Force – Total

Line 9 should equal Line 7 plus Line 8 for Column 1, Cybersecurity Insurance.

Provide the total number of policies in force for Column 2, Identity Theft Insurance.

Line 10
–
Number of Claims Reported – First-Party

For Column 1, Cybersecurity Insurance, provide the number of first-party claims reported by incident.

Line 11
–
Number of Claims Reported – Third-Party

For Column 1, Cybersecurity Insurance, provide the number of third-party claims reported by incident.

Line 12
–
Number of Claims Reported – Total

Line 12 should equal Line 10 plus Line 11 for Column 1, Cybersecurity Insurance.

Provide the total number of claims reported for Column 2, Identity Theft Insurance.

Line 13
–
Number of Claims Open – First-Party

For Column 1, Cybersecurity Insurance, provide the number of first-party claims open by incident.

Line 14
–
Number of Claims Open – Third-Party

For Column 1, Cybersecurity Insurance, provide the number of third-party claims open by incident.

Line 15
–
Number of Claims Open – Total

Line 15 should equal Line 13 plus Line 14 for Column 1, Cybersecurity Insurance.

Provide the total number of claims open for Column 2, Identity Theft Insurance.

Line 16
–
Number of Claims Closed with Payment – First-Party

For Column 1, Cybersecurity Insurance, provide the number of first-party claims closed with payment by incident.

Line 17
–
Number of Claims Closed with Payment – Third-Party

For Column 1, Cybersecurity Insurance, provide the number of third-party claims closed with payment by incident.

Line 18
–
Number of Claims Closed with Payment – Total

Line 18 should equal Line 16 plus Line 17 for Column 1, Cybersecurity Insurance.

Provide the total number of claims closed with payment for Column 2, Identity Theft Insurance.

Line 19
–
Number of Claims Closed Without Payment – First-Party

For Column 1, Cybersecurity Insurance, provide the number of first-party claims closed without payment by incident.

Line 20
–
Number of Claims Closed Without Payment – Third-Party

For Column 1, Cybersecurity Insurance, provide the number of third-party claims closed without payment by incident.

Line 21
–
Number of Claims Closed Without Payment – Total

Line 21 should equal Line 19 plus Line 20 for Column 1, Cybersecurity Insurance.

Provide the total number of claims closed without payment for Column 2, Identity Theft Insurance.

CYBERSECURITY AND IDENTITY THEFT INSURANCE COVERAGE SUPPLEMENT

PART 3 – PART OF A PACKAGE POLICY

POLICY AND CLAIMS DATA

If the reporting entity answers “yes” to either Question 2 or Question 5 of Part 1, then Part 3 should be completed. Part 3 should be reported on a direct basis (before assumed and ceded reinsurance), including quantified and estimated premiums.

Column 1
–
Cybersecurity Insurance

This column only applies to commercial lines.

Column 2
–
Identity Theft Insurance

This column only applies to personal lines.

Line 9
–
Number of Policies in Force – Claims-Made

For Column 1, Cybersecurity Insurance, provide the number of claims-made policies in force.

Line 10
–
Number of Policies in Force – Occurrence

For Column 1, Cybersecurity Insurance, provide the number occurrence policies in force.

Line 11
–
Number of Policies in Force – Total

Line 11 should equal Line 9 plus Line 10 for Column 1, Cybersecurity Insurance.

Provide the total number of policies in force for Column 2, Identity Theft Insurance.

Line 12
–
Number of Claims Reported – First-Party

For Column 1, Cybersecurity Insurance, provide the number of first-party claims reported by incident.

Line 13
–
Number of Claims Reported – Third-Party

For Column 1, Cybersecurity Insurance, provide the number of third-party claims reported by incident.

Line 14
–
Number of Claims Reported – Total

Line 14 should equal Line 12 plus Line 13 for Column 1, Cybersecurity Insurance.

Provide the total number of claims reported for Column 2, Identity Theft Insurance.

Line 15
–
Number of Claims Open – First-Party

For Column 1, Cybersecurity Insurance, provide the number of first-party claims open by incident.

Line 16
–
Number of Claims Open – Third-Party

For Column 1, Cybersecurity Insurance, provide the number of third-party claims open by incident.

Line 17
–
Number of Claims Open – Total

Line 17 should equal Line 15 plus Line 16 for Column 1, Cybersecurity Insurance.

Provide the total number of claims open for Column 2, Identity Theft Insurance.

Line 18
–
Number of Claims Closed with Payment – First-Party

For Column 1, Cybersecurity Insurance, provide the number of first-party claims closed with payment by incident.

Line 19
–
Number of Claims Closed with Payment – Third-Party

For Column 1, Cybersecurity Insurance, provide the number of third-party claims closed with payment by incident.

Line 20
–
Number of Claims Closed with Payment – Total

Line 20 should equal Line 18 plus Line 19 for Column 1, Cybersecurity Insurance.

Provide the total number of claims closed with payment for Column 2, Identity Theft Insurance.

Line 21
–
Number of Claims Closed Without Payment – First-Party

For Column 1, Cybersecurity Insurance, provide the number of first-party claims closed without payment by incident.

Line 22
–
Number of Claims Closed Without Payment – Third-Party

For Column 1, Cybersecurity Insurance, provide the number of third-party claims closed without payment by incident.

Line 23
–
Number of Claims Closed Without Payment – Total

Line 23 should equal Line 21 plus Line 22 for Column 1, Cybersecurity Insurance.

Provide the total number of claims closed without payment for Column 2, Identity Theft Insurance.
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