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1. Consider Adoption of the May 14 Draft of a New Chapter 21B—Conducting

the Pet Insurance Examination for Inclusion in the Market Regulation Handbook
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2. Discuss the May 14 Draft New Cybersecurity Event Response Coordination
Framework—Miguel Romero (NAIC)
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Attachment 1
Conducting the Pet Insurance Exam 5-14-26
Revisions made to the 5-22-25 Exposure Draft are shown in blue highlight

Chapter 21B—Conducting the Pet Insurance Examination

IMPORTANT NOTE:

The standards set forth in this chapter are based on established procedures and/or NAIC models, not on the
laws and regulations of any specific jurisdiction. This handbook is a guide to assist examiners in the
examination process. Since it is based on NAIC models, use of the handbook should be adapted to reflect
each state’s own laws and regulations with appropriate consideration for any bulletins, audit procedures,
examination scope and the priorities of examination. Further important information on this and how to use
this handbook is included in the Foreword section of the handbook.

This chapter provides a format for conducting pet insurance company examinations. Procedures for conducting
property/casualty (P/C) insurance company examinations and other types of specialized examinations, such as third-
party administrators (TPAs) and surplus lines brokers—may be found in separate chapters.

The examination of pet insurance operations may involve any review of one or a combination of the following
business areas:

Operations/Management
Complaint Handling
Marketing and Sales
Producer Licensing
Policyholder Service
Underwriting and Rating
Claims

a@mmounw»

When conducting an examination that reviews these areas, there are essential tests that should be completed. The
tests are applied to determine if the regulated entity is meeting standards. Some standards may not be applicable to
all jurisdictions. The standards may suggest other areas of review that may be appropriate on an individual state
basis.

A. Operations/Management

Use the standards for this business area that are listed in Chapter 20—General Examination Standards.
B. Complaint Handling

Use the standards for this business area that are listed in Chapter 20—General Examination Standards.

C. Marketing and Sales

1. Purpose
The marketing and sales portion of the examination is designed to evaluate the representations made by the
pet insurer about its product(s). It is not typically based on sampling techniques, but it can be. The areas to
be considered in this kind of review include all written and verbal advertising and sales materials.

2. Techniques
This area of review should include all advertising and sales material and all producer sales training materials
to determine compliance with statutes, rules and regulations. Information from other jurisdictions may be

reviewed, if appropriate. The examiner may contact policyholders, producers and others to verify the
accuracy of information provided or to obtain additional information.
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As with all of its advertising, regardless of the medium, every pet insurer is required to have procedures in

place to establish and at all times maintain a system of control over the content, form and method of

dissemination of all of its advertisements. All of these advertisements maintained by or for and authorized
by the pet insurer are the responsibility of the pet insurer.

The exact same regulations and statutes (such as the Unfair Trade Practices Act (#880)) that apply to
conventional advertising also apply to Internet advertising. Bearing in mind, when the examiner is
reviewing a pet insurer’s Internet advertisements, it is important to also review the safeguards implemented
by the pet insurer.

All advertisements are required to be truthful and not misleading in fact or by implication. The form and
content of an advertisement of a policy shall be sufficiently clear so as to avoid deception. The
advertisement shall not have the capacity or tendency to mislead or deceive. Whether an advertisement has
the capacity or tendency to mislead or deceive shall be determined upon reviewing the overall impression
that the advertisement reasonably may be expected to create upon a person of average education or
intelligence within the segment of the public to which the advertisement is directed.

The Pet Insurance Model Act (#633) was adopted by the Property and Casualty Insurance (C) Committee
on August 1, 2022. Model #633 addresses required disclosures, definitions, policy conditions, sales
practices for wellness programs and producer training requirements.

3. Tests and Standards

Use the standards for this business area that are listed in Chapter 20—General Examination Standards and
the standards set forth below.
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STANDARDS
MARKETING AND SALES

Standard 1
The pet insurer’s disclosures are in compliance with applicable statutes, rules and regulations.

Apply to: All pet insurance products
Priority: Essential

Documents to be Reviewed

Applicable statutes, rules and regulations

Pet insurer policy forms and endorsements, policy certificates, policy riders, fulfillment materials,
advertising/marketing and sales materials and disclosures

Pet insurer’s website and pet insurance program administrator’s website
Policy/Underwriting file

Pet insurer correspondence file/Agency bulletins

Pet insurer procedural manual

Pet insurer sales/lapse records

Pet insurer systems manual

Pet insurer producer training materials

Pet insurer contracts with third-party vendors with compliance responsibilities
Pet insurer complaint register/logs/files

Others Reviewed

NAIC Model References

Pet Insurance Model Act (#633)
Unfair Trade Practices Model Act (#880)

Review Procedures and Criteria

Review pet insurance policies to verify that the following information has been disclosed:
e If the policy excludes coverage due to any of the following:
e A preexisting condition;
e A hereditary disorder;
e A congenital anomaly or disorder; or
e A chronic condition
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e If the policy includes any other exclusions, the following statement “Other exclusions may apply. Please
refer to the exclusions section of the policy for more information.”;
e Any policy provision that limits coverage through a waiting or affiliation period, a deductible, coinsurance,
or an annual or lifetime policy limit;
e Whether the pet insurer reduces coverage or increases premiums based on the insured’s claim history, the
age of the covered pet or a change in the geographic location of the insured; and
e If the underwriting company differs from the brand name used to market and sell the product.

Verify that unless the insured has filed a claim under the pet insurance policy, pet insurance applicants have the
right to:
e Examine and return the policy, certificate or rider to the pet insurer or an agent/insurance producer of the
pet insurer within 15 days of policy receipt; and
e Have the premium refunded if, after examination of the policy, certificate or rider, the applicant is not
satisfied for any reason.

Review pet insurance policies, certificates and riders to verify they have a notice prominently printed on the first
page or attached thereto including specific instructions to accomplish a return. Verify the following free look
statement or language substantially similar is included:
“You have 15 days from the day you receive this policy, certificate or rider to review it and return
it to the company if you decide not to keep it. You do not have to tell the company why you are
returning it. If you decide not to keep it, simply return it to the company at its administrative office
or you may return it to the agent/insurance producer that you bought it from as long as you have
not filed a claim. You must return it within 15 days of the day you first received it. The company
will refund the full amount of any premium paid within 30 days after it receives the returned policy,
certificate, or rider. The premium refund will be sent directly to the person who paid it. The policy,
certificate or rider will be void as if it had never been issued.”

Review the pet insurer’s policy and the program administrator’s website to verify the pet insurer clearly discloses
a summary description of the basis or formula on which the pet insurer determines claim payments under a pet
insurance policy within the policy, prior to policy issuance and through a clear and conspicuous link on the main
page of the pet insurer or the pet insurer’s program administrator’s website.

For pet insurers that use a benefit schedule to determine claim payment under a pet insurance policy, review the pet
insurer’s policy and the program administrator’s website to verify that the benefit schedule:
e C(Clearly discloses the applicable benefit schedule in the policy; and
e Discloses all benefit schedules used by the pet insurer under its pet insurance policies through a clear and
conspicuous link on the main page of the pet insurer or the pet insurer’s program administrator’s website.

Review the pet insurer’s policy and the program administrator’s website to verify that a pet insurer that determines
claim payments under a pet insurance policy based on usual and customary fees, or any other reimbursement
limitation based on prevailing veterinary service provider charges, performs both of the following:

o Includes a usual and customary fee limitation provision in the policy that clearly describes the pet insurer’s
basis for determining usual and customary fees and how that basis is applied in calculating claim payments;
and

o Discloses the pet insurer’s basis for determining usual and customary fees through a clear and conspicuous
link on the main page of the pet insurer or the pet insurer’s program administrator’s website.

If any medical examination by a licensed veterinarian is required to effectuate coverage, review
advertising/marketing and sales materials and the disclosures to verify:
e The pet insurer clearly and conspicuously discloses the required aspects of the examination prior to policy
purchase; and
e The pet insurer discloses that examination documentation may result in a preexisting condition exclusion.
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Review advertising/marketing and sales materials and the disclosures to verify the pet insurer clearly and

prominently discloses to consumers, waiting periods and the requirements applicable to them, prior to policy
purchase.

Review the pet insurer’s “Insurer Disclosure of Important Policy Provisions” document and the program
administrator’s website to ensure the pet insurer includes a summary of all policy provisions required in applicable
state statutes, rules and regulations relating to Subsections (A) through (G) of Model #633, inclusive, in a separate
document titled “Insurer Disclosure of Important Policy Provisions.”

Verify the pet insurer posts the “Insurer Disclosure of Important Policy Provisions” document required by
applicable state statutes, rules and regulations relating to Subsection H of Model #633, through a clear and
conspicuous link on the main page of the pet insurer or the pet insurer’s program administrator’s website.

Verify the pet insurer, in connection with the issuance of a new pet insurance policy, provides the consumer with a
copy of the “Insurer Disclosure of Important Policy Provisions” document required pursuant to applicable state
statutes, rules and regulations relating to Subsection H of Model #633 in at least 12-point type when the policy is
delivered.

Verify the pet insurer, at the time a pet insurance policy is issued or delivered to a policyholder, includes a written
disclosure with the following information, printed in 12-point boldface type:
o The [insert applicable state insurance department]’s mailing address, toll-free telephone number and
website address;
o The address and customer service telephone number of the pet insurer or the agent or broker of record; and
If the policy was issued or delivered by an agent or broker, a statement advising the policyholder to contact
the broker or agent for assistance.

Verify the pet insurer complies with any other disclosure requirements required by applicable state statutes, rules
and regulations.

Review pet insurer complaint register/logs/files for any complaints relating to disclosures.
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STANDARDS
MARKETING AND SALES

Standard 2
The pet insurer’s marketing of pet insurance is in compliance with applicable statutes, rules and regulations.

Apply to: All pet insurance products
Priority: Essential

Documents to be Reviewed

Applicable statutes, rules and regulations

Pet insurer advertising/marketing and sales materials including radio and audiovisual items, such as
television commercials, telemarketing scripts and pictorial materials

Pet insurer policy forms and endorsements, policy certificates, policy riders, as they coincide with
advertising/marketing and sales materials

Pet insurer producers’ own advertising/marketing and sales materials
Pet insurer complaint register/logs/files
Pet insurer underwriting guidelines

Others Reviewed

NAIC Model References

Pet Insurance Model Act (#633)
Unfair Trade Practices Model Act (#880)

Review Procedures and Criteria

Evaluate the pet insurer’s system for controlling advertisements. Every pet insurer should have and maintain a
system of control over the content, form and method of dissemination of all advertisements of its policies. All
advertisements—regardless of by whom written, created, designed or presented—are the responsibility of the pet
insurer.

Ensure the pet insurer maintains, at its home or principal office, a complete file containing a specimen copy of every
printed, published or prepared advertisement of its individual policies and specimen copies of typical printed,
published or prepared advertisements of its policies. There should be a notation indicating the manner and extent
of distribution and the form number of every policy advertised. All advertisements should be maintained in the file
for a period of time as set forth by applicable state statutes, rules and regulations.

Review pet insurer advertising materials in conjunction with the appropriate policy forms and endorsements.

Review pet insurer marketing procedures for noncompliance with applicable state-specific rates, rules, regulations
and procedures regarding rebating. Determine if the pet insurer approves producer sales materials and advertising.

© 2026 National Association of Insurance Commissioners Page 6 of 19




Attachment 1
Conducting the Pet Insurance Exam 5-14-26

Revisions made to the 5-22-25 Exposure Draft are shown in blue highlight
Review pet insurer complaint register/logs/files for any complaints relating to marketing of pet insurance.

Review underwriting guidelines, new business policy files, advertising materials, disclosure materials and
complaints to verify that disclosures are provided, as required.

© 2026 National Association of Insurance Commissioners
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Conducting the Pet Insurance Exam 5-14-26
Revisions made to the 5-22-25 Exposure Draft are shown in
Marketing and Sales Standard 3 was moved from this location to the Underwriting and Rating Section of the chapter,
see pages 17-18

ik
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STANDARDS
MARKETING AND SALES

Standard 34
The pet insurer’s wellness program sales practices are in compliance with applicable statutes, rules and
regulations.

Apply to: All pet insurance products
Priority: Essential

Documents to be Reviewed

Applicable statutes, rules and regulations
Pet insurer procedural manual

Pet insurer producer training materials

Pet insurer policy forms and endorsements, policy certificates, policy riders, fulfillment materials,
advertising/marketing and sales materials and disclosures

Pet insurer’s website and pet insurance program administrator’s website

Pet insurer advertising/marketing and sales materials including radio and audiovisual items, such as
television commercials, telemarketing scripts and pictorial materials

Pet insurer policy forms and endorsements, policy certificates, policy riders, as they coincide with
advertising/marketing and sales materials

Pet insurer producers’ own advertising/marketing and sales materials

Others Reviewed

NAIC Model References

Pet Insurance Model Act (#633)
Unfair Trade Practices Model Act (#880)

Review Procedures and Criteria
Review the pet insurer’s wellness program sales practices to verify that the pet insurer and/or producer does not do
the following:

e Market a wellness program as pet insurance; and
e Market a wellness program during the sale, solicitation or negotiation of pet insurance.
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If a wellness program is sold by a pet insurer and/or producer, review the pet insurer’s wellness program sales
practices to verify that:

The purchase of the wellness program is not a requirement for the purchase of pet insurance.
The cost of the wellness program is separate and identifiable from any pet insurance policy sold by a pet
insurer and/or producer;
The terms and conditions for the wellness program are separate from any pet insurance policy sold by a pet
insurer and/or producer;
The products or coverages available through the wellness program do not duplicate products or coverages
available through the pet insurance policy;
The advertising of the wellness program is not misleading and is in accordance with applicable state
statutes, rules and regulations relating to Subsection 6B of Model #633; and
The pet insurer and/or producer clearly discloses the following to consumers, printed in 12-point boldface
type:
e That wellness programs are not insurance;
o The address and customer service telephone number of the pet insurer or producer or broker of
record; and
e The [insert applicable state insurance department]’s mailing address, toll-free telephone number
and website address.

Note: Coverages included in a pet insurance policy described as “wellness” benefits are insurance.
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D. Producer Licensing

Use the standards for this business area that are listed in Chapter 20—General Examination Standards and the
standard set forth below.
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STANDARDS
PRODUCER LICENSING

Standard 1
The pet insurer’s producer training is in compliance with applicable statutes, rules and regulations.

Apply to: All pet insurance products
Priority: Essential

Documents to be Reviewed

Applicable statutes, rules and regulations
Pet insurer producer training materials

Insurance department listing of producers and, if applicable, adjusters or the SPLD (State Producer
Licensing Database)

Pet insurer listing of currently licensed and/or appointed producers and, if applicable, adjusters
Pet insurer listing of commissions

New business application

Pet insurer procedures for appointing a producer

MGA licensure, where applicable

Others Reviewed

NAIC Model References

Pet Insurance Model Act (#633)

Unfair Trade Practices Model Act (#880)
Producer Licensing Model Act (#218)
Managing General Agents Act (#225)

Review Procedures and Criteria

Review the producer’s license and appointment records to verify that insurance producers do not sell, solicit or
negotiate a pet insurance product until after the producer is appropriately licensed and has completed the required
training set forth in applicable state statutes, rules and regulations relating to Subsection 7C of Model #633.

Review the pet insurer’s producer training materials to verify that pet insurers ensure that its producers are trained
under the requirements set forth in applicable state statutes, rules and regulations relating to Subsection 7C of Model
#633 and that its producers have been appropriately trained on the coverages and conditions of its pet insurance
products.
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Review the pet insurer’s producer training materials to verify that the aforementioned training includes information
on the following topics:
e Preexisting conditions and waiting periods;
e The differences between pet insurance and noninsurance wellness programs;
e Hereditary disorders, congenital anomalies or disorders and chronic conditions and how pet insurance
policies interact with those conditions or disorders; and
e Rating, underwriting, renewal and other related administrative topics.

Note: The satisfaction of the training requirements of another jurisdiction that are substantially similar to the

provisions of applicable state statutes, rules and regulations relating to Subsection 7C of Model #633 shall be
deemed to satisfy the training requirements in [insert applicable jurisdiction].
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E. Policyholder Service

Use the standards for this business area that are listed in Chapter 20—General Examination Standards.
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F. Underwriting and Rating
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Marketing and Sales Standard 3 was moved from pages 8-9 of this chapter to the Underwriting and Rating section

on pages 17-18 of the chapter to address Virginia’s June 23, 2025 written comments presented at the July 23, 2025

Working Group meeting. Also, the typo Virginia noted in the next to last paragraph of this standard was corrected
from “statues” to “statutes”.

STANDARDS
MARKETFINGANDSALES UNDERWRITING AND RATING

Standard 3Standard 1
The pet insurer’s insurance policy conditions are in compliance with applicable statutes, rules and
regulations.

Apply to: All pet insurance products

Priority: Essential

Documents to be Reviewed

Applicable statutes, rules and regulations

Pet insurer policy forms and endorsements

Pet insurer complaint register/logs/files concerning waiting periods (supporting documentation, including,
but not limited to: written and phone records of inquiries, complaints, complaints, complainant

correspondence and pet insurer response)

Others Reviewed

NAIC Model References

Pet Insurance Model Act (#633)
Unfair Trade Practices Model Act (#880)

Review Procedures and Criteria

Note: A pet insurer may issue policies that exclude coverage on the basis of one or more preexisting conditions with
appropriate disclosure to the consumer. The pet insurer has the burden of proving that any preexisting condition
exclusion applies to the condition for which a claim is being made.

Review pet insurance policies to verify that the pet insurer issues policies that impose waiting periods upon
effectuation of the policy that do not exceed 30 days for illnesses or orthopedic conditions not resulting from an
accident. Review pet insurance policies to verify that the pet insurer does not impose waiting periods for accidents.
e Review pet insurance policies to verify that a pet insurer utilizing a waiting period permitted in the above
bulleted item by applicable state statutes, rules and regulations includes a provision in the insurance policy
that allows waiting periods to be waived upon completion of a medical examination. A pet insurer may

require the examination to be conducted by a licensed veterinarian after the purchase of the policy.
e Review pet insurance policies to verify that the pet insurer includes a provision where the
policyholder pays for the aforementioned medical examination conducted by a licensed
veterinarian, unless the policy otherwise specifies that the pet insurer will pay for the examination.
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e Review pet insurance policies to verify that while a pet insurer can specify elements to be included
as part of the medical examination and require documentation thereof, these specifications set forth
by the pet insurer do not unreasonably restrict a policyholder’s ability to waive any applicable
waiting periods set forth in the policy.

e Review pet insurance policies to verify that the pet insurer clearly and prominently discloses waiting periods
and all requirements applicable to waiting periods prior to policy purchase.

Review pet insurance policies to verify that the pet insurer does not require a veterinary examination of the covered
pet for the purpose of policy renewal.

Review pet insurance policies to verify that a pet insurer which includes any prescriptive, wellness, or non-insurance
benefits in the policy form makes these benefits part of the policy. Verify that these benefits comply with all

applicable state-statues statutes, rules and regulations.

Review pet insurance policies to verify that an applicant’s eligibility to purchase a pet insurance policy is not
contingent upon the covered pet’s participation or lack of participation in a separate wellness program.
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G. Claims

Use the standards for this business area that are listed in Chapter 20—General Examination Standards.
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Attachment la
VA 6/23/25 Comments

From: Andrea Baytop <Andrea.Baytop@scc.virginia.gov>

Sent: Monday, June 23, 2025 8:15 AM

To: Wallace, Petra <PWallace@naic.org>

Subject: RE: NAIC Notice: Market Conduct Examination Guidelines (D) Working Group New
Exposure Draft

Hi Petra,

I know I am submitting past the deadline. I only had a question about the Marketing and Sales Standard 3
that I hope we can discuss at the next meeting. [ hope we can talk about the purpose of Standard 3 when
these items should have been determined during the policy form approval process. Should this be a part
of the Marketing and Sales review or a policy forms review? There is also a typo on page 9 where “statues”
should be “statutes” in the second to last paragraph in Standard 3.

Thank you,
Andrea Baytop, AMCM

Chief P&C Insurance Market Examiner

Market Conduct & Consumer Services Sections
Virginia Bureau of Insurance

804.371.9547

andrea.baytop@scc.virginia.gov

Commonwealth of Virginia
STATE CORPORATION COMMISSION

© 2025 National Association of Insurance Commissioners Page 1 of 1


mailto:andrea.baytop@scc.virginia.gov

Attachment 2
Cybersecurity Event Response Coordination Framework 5-14-26

Cybersecurity Event Response
Coordination Framework

1. Purpose, Scope, and Use of This Framework

Continuing cybersecurity events have directed a national spotlight on the need for a
regulatory framework to enhance coordination efforts in response to cybersecurity events of
national significance in the insurance sector.

The Market Regulation and Consumer Affairs (D) Committee, the Innovation, Cybersecurity
and Technology (H) Committee, and the Financial Conditions (E) Committee have
responsibility for developing standards and guidance on cybersecurity preparedness and
post-incident actions of regulated entities.

This document recommends establishing a structured response framework built around a
coordinating lead-state concept with support to be provided by several groups as suggested
below. The document also concludes with several discussions aimed at driving regulator
input on key design choices should a framework receive further consideration.

This framework includes detailed responsibilities for each committee, coordination
mechanisms for complex events that cross jurisdictional boundaries, and specific
implementation recommendations to formalize these procedures.

By establishing a structured approach, the NAIC can ensure consistent, effective responses
to cybersecurity events while protecting both consumers and the stability of the insurance
market.

2. Evaluation and Response Process

As cybersecurity events take place, the Cybersecurity (H) Working Group will evaluate
events and will engage with domestic regulators to see if the events would benefit from a
coordinated response. The evaluation will include consideration of the following criteria:

e Direct Premium Written for company impacted
e Nature of the event and type of data involved
e # of Policyholders affected
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e # of States involved
e # of companies affected (in case where a singular event affects multiple entities)
e Operational impact to company affected

e Whether the company operates internationally and if so, how international
regulators are responding

The criteria above are not intended to restrict state use of this Framework and its
processes. Any situation in which regulators deem that this Framework would benefit the
work of state insurance regulators or aid in supporting the protection of insurance
policyholders could be within the scope of this framework.

Over the course of the year, NAIC staff will work with the Cybersecurity (H) Working Group
(CWG) and other regulators to determine if any cybersecurity event could benefit from a
coordinated response through the Framework, based on consideration of the criteria listed
above.

After initial and preliminary information gathering, NAIC staff will provide an event
summary to CWG.

NAIC staff, domestic regulators (as appropriate), and the CWG will work to:

1. Document arecommendation as to whether the Framework should apply for a given
incident.

a. The recommendation will summarize the event, explain the impact and
reasoning to apply the framework, and will reach a preliminary assessment
as to whether the event is one that should be treated primarily as a market
conduct inquiry, financial inquiry, or as an industry event.

2. Communicate the recommendation to the leadership of the:

a. Market Regulation and Consumer Affairs (D) Committee

b. Financial Condition (E) Committee

c. Innovation, Cybersecurity, and Technology (H) Committee

d. Other Committee leadership as appropriate

3. Based onresponses received, NAIC staff and CWG leadership will identify a
coordinating lead state and work together to facilitate information sharing on the
following:

a. Market Conduct

i. Examining consumer data exposure and notification requirements
ii. Assessing market conductimplications
iii. Reviewing compliance with privacy regulations
iv. Coordinating multi-state market conduct examinations
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v. Monitoring consumer complaint patterns
vi. Evaluating producer licensing impacts
vii. Developing consumer protection measures
b. Financial/ Solvency Event — Assessment of financial impact
i. Evaluating financial impact of the breach
ii. Assessing capital adequacy implications
iii. Reviewing business continuity capabilities
iv. Assessing risk management systems
v. Determining potential rating implications
c. Operational (Both) -
i. Status of resolution for any remediation of operational impacts
including monitoring claims-paying ability

The coordinating lead state will work with NAIC staff and CWG leadership to provide
communication via:

e All state calls / calls among affected states

e Regulator only communications, and/or

e Summary response documentation providing with talking points in case of external
inquiries as to how regulators are responding to the event

Communication and updates may consist of information explaining the cybersecurity
event, impact to the insurer, impact to consumers, and may later provide insights on
lessons learned as a result of responding to the cybersecurity event.

3. Coordinating Lead State Selection

Every insurance holding company system has individual characteristics that make it unique.
Therefore, an evaluation of traits is required to determine how examinations responding to a
cybersecurity event should be coordinated and which individual state, known as the
Coordinating Lead State (Lead State), should assume the leadership role in a cybersecurity
event response. The Lead State is leading the state insurance regulatory response primarily
consisting of information gathering and dissemination of such information.

In most situations to date, a Lead State may have already been identified pursuant to the
protocols overseen by either the Market Regulation and Consumer Affairs (D) Committee or
the Financial Condition (E) Committee and any of their supporting groups. While deference
should be given to previously selected Lead States, there may be circumstances driven by
capacity or other circumstances where a different Lead State may need to be selected.
Factors that may be considered when determining the Lead State are:
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State with the largest number of domestic insurance companies in the group.
State of large or largest premium volume or exposure.

Domiciliary state of top-tiered insurance company in an insurance holding company
system.

Physical location of the main corporate offices or largest operational offices of the
group.

Authority to take action and respond to the event including adoption of the
Insurance Data Security Model Law (#668)

Expertise in the area of concern and specialized experience of a state’s staff
members

Ability to perform duties and responsibilities of a lead state

Because each company or group has its own unique characteristics and similar each
cybersecurity event is unique, it may be appropriate to select a Lead State that differs from
the Lead State otherwise selected for market or financial supervision purposes.

4. Coordinating Lead State Responsibilities

The Coordinating Lead State (Lead State) has the overall responsibility of facilitating
communication and coordinating activities in an efficient manner. The Lead State is the key
contact with the regulated entity under review. In coordination with the Cybersecurity (H)
Working Group and other groups as appropriate, Lead State duties include:

Convening the States for initial strategy planning to determine the appropriate
course of action and scope of issues to be addressed.

Prior to each NAIC national meeting and following any material event, providing
status updates on the coordinated state response and on the cybersecurity event.
Scheduling regular meetings and conference calls with the regulated entity to
ensure that the process continues to be efficient and effective, and notifying the
participating states as appropriate.

As requested by any participating state the Lead State will work with NAIC staff to
schedule conference calls. Calls will be open to all participating states where the
current status of the cybersecurity event and coordinated response will be
described, and any documents shared. All participating states will have an
opportunity to ask questions.

Determining if violations occurred and the extent of any violations found.
Determining an appropriate corrective action by the regulated entity to ensure that
further similar violations are prevented.
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e Determiningif a plan of remediation is necessary and its scope.
e Determining whether any post-action reporting by the regulated entity is needed.
e Determining the scope of post-action monitoring necessary by the Lead State.

5. Cybersecurity Coordination Framework — lllustrative

Cybersecurity Coordination Framework (lllustrative)
Initial Assessment: Does the framework apply?

{no} End Process Regulator Assessment Group: Recommend Initial Regulatory
: Assess Primary Impact Responss
Identify Lead State: Based on
Market
Regulation (D)

Event Specifics, Consult with
SMEs to

Evaluate Assess

Market

Financial
Conditions (E}

Aszzess Risk
Management
Systems

Recommeand
Consumer Evaluate Financial
Protection Impact
Measuras

Azsess Market

Monitor Claims-

Data Exposurs Paying Ability

6. Relationship to other documents and projects

This Framework operates within a larger context that includes other NAIC documents,
laws, and regulations. However, there are three documents/projects which play a more
central role relative to responding to cybersecurity events. These are:

e The Cybersecurity Event Response Plan which is a resource that assists states
responding to cybersecurity events happening within their domestic insurers.

e The Cybersecurity Event Response Coordination Framework described throughout
this document.

e The Cybersecurity Event Notification Portal which is a tool that supports all
regulatory responses whether for larger, national events, or for events where
coordination is not as pivotal.
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Event Response Tools and Guidance

Tool to Support
Information Gathering

Local « CERP
Events Portal
National
* Framework
Events
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Attachment 3

Market Conduct Examination Guidelines (D) Working Group 2026 Charges
Posted on the Working Group’s web page at
hitps://content.naic.org/cmte_d_market_conduct _exam_guidelines.htm

The Market Conduct Examination Guidelines (D) Working Group will:

1.

2.

Develop market conduct examination standards, as necessary, for inclusion in the Market
Regulation Handbook.

Monitor the adoption and revision of NAIC models and develop market conduct examination
standards to correspond with adopted NAIC models.

Develop updated standardized data requests (SDRs), as necessary, for inclusion in the Market
Regulation Handbook.

Discuss the development of uniform market conduct procedural guidance (e.g., a library,
repository, or shared collaborative space with market conduct examination templates, such as an
exam call letter, exam exit agenda, etc.) for inclusion in, or for use in conjunction with, the Market
Regulation Handbook.

Coordinate with the Innovation, Cybersecurity, and Technology (H) Committee to develop market
conduct examiner guidance for the oversight of regulated entities’ use of insurance and non-
insurance consumer data and models using algorithms and artificial intelligence (AI).
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