NATIONAL ASSOCIATION OF
v/ INSURANCE COMMISSIONERS

Draft Date: 10/2/2024
Virtual Meeting

INFORMATION TECHNOLOGY (IT) EXAMINATION (E) WORKING GROUP
Thursday, October 10, 2024
2:00-3:00 p.m. ET / 1:00-2:00 p.m. CT / 12:00-1:00 p.m. MT / 11:00 a.m.-12:00 p.m. PT

ROLL CALL
Ber Vang, Chair California Kim Dobbs/Cynthia Amann Missouri
Shane Mead, Vice-Chair Kansas Andrea Johnson Nebraska
Blase Abreo Alabama Eileen Fox New York
Mel Anderson Arkansas Colton Schulz North Dakota
Ken Roulier/Michael Shanahan Connecticut Metty Nyangoro Ohio
Ginny Godek lllinois Eli Snowbarger Oklahoma
Jerry Ehlers Indiana Diana Sherman Pennsylvania
Dmitriy Valekha Maryland

NAIC Support Staff: Topher Hughes
AGENDA

1. Discuss Current and Future Plans for Updating IT Review Guidance Based on Attachment A
Cybersecurity (H) Working Group Referral—Ber Vang (CA)

2. Provide an Overview of Proposed Edits to Exhibit C—Ber Vang (CA) and Shane Attachment B
Mead (KS)

3. Discuss Any Other Matters—Ber Vang (CA)

4. Adjournment
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Attachment A

\ NATIONAL ASSOCIATION OF
y/ INSURANCE COMMISSIONERS

MEMORANDUM

TO: Jerry Ehlers, Chair, Information Technology (IT) Examination (E) Working Group
Ber Vang, Vice-Chair, Information Technology (IT) Examination (E) Working Group

FROM: Cindy Amann, Co-Chair, Cybersecurity (H) Working Group
Wendy Erldy, Co-Chair, Cybersecurity (H) Working Group
CJ Metcalf, Co-Vice-Chair, Cybersecurity (H) Working Group
Michael Peterson, Co-Vice-Chair, Cybersecurity (H) Working Group

DATE: March 7, 2023

RE: Cybersecurity Procedures

The Cybersecurity (H) Working Group has several charges that call on the working group to monitor
industry trends and to coordinate our work with the IT Examination (E) Working Group. Those include:

A. Monitor cybersecurity trends such as vulnerabilities, risk management, governance practices, and
breaches with the potential to affect the insurance industry.

E. Monitor federal and international activities on cybersecurity engaging on efforts to manage and
evaluate cybersecurity risk.

F. Coordinate NAIC committee cybersecurity work, including cybersecurity guidance developed by
the Market Conduct Examination Guidelines (D) Working Group and the Information Technology
(IT) Examination (E) Working Group.

In keeping with those charges, the Cybersecurity (H) Working Group met with the Executive Director from
the Cybersecurity and Infrastructure Security Agency (CISA), Brandon Wales, who provided an update on
his agency’s work. As part of the update, Mr. Wales mentioned his agency’s work to develop and publish
a “Cross-Sector Baseline Cybersecurity Performance Goals (CPGs)”. Per CISA’s website, “the CPGs are a
prioritized subset of IT and operational technology (OT) cybersecurity practices that critical infrastructure
owners and operators can implement to meaningfully reduce the likelihood and impact of known risks
and adversary techniques.”

More importantly, these CPG’s the Cybersecurity (H) Working Group is suggesting this publication to the
IT Examination (E) Working Group as it may represent an opportunity to update the cybersecurity related
guidance contained within the Financial Condition Examiners Handbook (Handbook). While the guidance
in the Handbook has long served regulators as an effective tool to investigate a myriad of risks,
cybersecurity included, this tool or other resources may represent an opportunity to ensure the work
program appropriately prioritizes cybersecurity related considerations.
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Attachment A

Therefore, the Cybersecurity (H) Working Group asks the IT Examination (E) Working Group to consider
the following:

e Whether the existing guidance would benefit from an update to better prioritize cybersecurity
risks.

e Ifso, whetherthe CPGs or a different resource (i.e., NIST, CIS, etc.) would aid in a project to update
cybersecurity guidance.

o For instance, the CIS listing of security controls includes a tiering that may make that a
useful tool that allows regulators to distinguish relevant controls from key controls.

e Whether any international developments could prove beneficial as a resource towards this

project (i.e., Issues Paper under development by the Operational Resilience Task Force).

This is potentially a substantial project, but one that could enhance the regulatory ability to investigate
cybersecurity risks. An update may also identify specific procedures that are less relevant as the focus of
investigations prioritizes cybersecurity over the review of IT general controls. Upon a quick review by one
of our Working Group volunteers, we found substantial overlap between the CPGs and the existing
Handbook work program. However, the IT Examination (E) Working Group may find that the CPGs more
clearly or simply articulate the controls that are needed to directly address cybersecurity risks. There may
also be procedures that while still relevant could be de-emphasized or investigated via inquiry to better
allow for cybersecurity to remain a core focus.

The Cybersecurity (H) Working Group acknowledges less ambitious ideas may also be appropriate but
stands ready to support the work of the IT Examination (E) Working Group in whatever approach to this

project and study is chosen.

Please work with our NAIC support staff, Miguel Romero and Sara Robben to keep our group updated on
your progress and decisions.
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PART TWO — EVALUATION OF CONTROLS IN INFORMATION TECHNOLOGY (IT)

WORK PROGRAM — ALIGN, PLAN AND ORGANIZE (APQO)

Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
APO 01 | IT organizational | APO 01.01 — | The company’s IT Provide the IT Review and assess adequacy of IT governance
structure is APO 01.02 management organization chart model.
inadequate to organizational structure, | showing job title and
support business with clearly defined names of IT executives Review and assess adequacy of cybersecurity
objectives. roles and and managers and staffing and/or resources.
responsibilities, supports | reporting lines to CEO
business objectives and | and the BOD. Consider segregation of duties and clearly
IT priorities (including defined roles and responsibilities.
cybersecurity) and Provide
enables efficient resume/biographical Review IT governance committees to determine
decision-making. information from key IT | whether business is adequately represented to
positions, including facilitate IT priorities in supporting business
cybersecurityexeeutives. | objectives.
Provide a list of IT
governance committees
(e.g., IT strategy, steering
committees, etc.)
APO 01.03- | The company has Provide IT policies and Assess policies and procedures to ensure
APO 01.04 established and procedures, including currency and completeness.
communicated IT security, HR policies and
standards to ensure IT training program Determine whether IT security is embedded in
consistency and to drive | documentation, including | HR policies for all employees.
compliance across the for specialized roles such
organization. as cybersecurity Review training programs and schedules to
professionals. confirm that management and employees, as
well as specialized roles, are provided with
sufficient training to understand the importance
of compliance with IT and cybersecurity
policies, including awareness of concepts of
1

© 2024 National Association of Insurance Commissioners

Attachment B



Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures

Stmt # Information Request
phishing, malware, and data loss prevention, as
appropriate.
Assess the level of security awareness
throughout the organization, including the
awareness of the board of directors and senior
management, as appropriate to their distinct
roles.

APO 02 | Enterprise APO 02.01- | The IT strategic Provide copies of IT Verify that strategic plans are developed by an
business APO 02.05 planning processes strategic plans and IT steering committee (or its equivalent) with
objectives cannot considers the current evidence of strategic adequate input and involvement of IT
be attained due to enterprise environment | planning meetings, management and key executive personnel from
the development and business processes, | including membership, all significant business units.
of an IT strategy as well as the enterprise | attendance, agendas and
that is inadequate, strategy and future minutes. Interview senior IT personnel and review the IT
ineffective and objectives. Additionally, strategic plan development process to
not in alignment consideration is given to understand how the IT strategic plan is
with business the external environment developed and updated in alignment with the
objectives, of the enterprise (e.g., business.
including industry drivers, relevant
inadequate regulations, basis for Interview IT steering committee members to
management competition). verify the following:
oversight over the 1) The strategic IT plan is consistent with
achievement of business objectives.
the IT strategy. 2) Contributing committee members are aware

of corporate short-term and long-term goals.

3) The IT strategic plan is based on a current
understanding of systems, including input from
stakeholders.

4) Risk and cost/resource implications of the
required IT capabilities were considered.

APO 03 | Enterprise goals APO 03.01 — | The company has an Provide documentation to | Review the information architecture model and
may not be met APO 03.03, | information architecture | support the company’s verify that the model considers all significant
because the data | APO 03.05 model that addresses the | information architecture business processes, including user-developed

2
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures

Stmt # Information Request
and systems creation, use and sharing | model and the associated | applications such as spreadsheets and Access
architecture is of data between standards. databases.
poorly defined applications that
and/or maintain data integrity,
fragmented. flexibility, functionality, Compare the information architecture model to

cost-effectiveness, the system summary grid to verify that all
timeliness, security and significant areas are addressed. Review the
availability. information architecture model to verify that the
company has created standards that address data
integrity, flexibility, functionality, timeliness,
cost-effectiveness, availability, and security
between applications.
Provide a copy of the Review membership, agendas and minutes of
membership, agendas, the Information Architecture Board to verify
and minutes of the that they are involved in the oversight of
meetings of the technology.
information architecture
board.

APO 04 | Company APO 04.02 The company has an IT | Provide a copy of the Review membership, agendas and minutes of
operations may steering committee (or membership, agendas, the IT steering committee to verify that they are
lack efficiency equivalent) that provides | and minutes of the exercising the appropriate oversight of IT,
and competitive direction and input to IT | meetings of the IT including prioritization of IT investments and
advantage for system and steering committee. consideration of innovation.
because system application solutions.
technology is APO 04.04 — | The company has a Provide a copy of the Review membership, agendas and minutes of
obsolete and APO 04.05 technology advisory membership, agendas and | the technology advisory board to verify that
poorly aligned board (or equivalent) minutes of the meetings they are providing information on emerging
with business that identifies emerging | of the technology technologies and other IT innovations, as well
objectives. technologies and/or advisory board. as evaluating and monitoring the results of

other IT innovations. proof of concept initiatives.

APO 06 | The IT budgetis | APO 06.01 - | The IT budget is Provide evidence that the | Review budget documentation to verify
not representative | APO 06.05 developed based on IT budget is based on consistency with the IT strategic plan.
of the strategic plan initiatives. | supporting the strategic
organization’s plan. Interview senior IT management to verify that

3
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures

Stmt # Information Request
goals and the IT budget is created based on the IT
business needs, strategic plan.
and IT expenses
are not properly
allocated. Determine if a chargeback system exists and

verify that the IT costs appropriately transfer to
business units for IT services rendered.
The company has a Provide evidence of the Review company documentation to verify that
formal budget budget monitoring the company is adequately monitoring IT costs,
monitoring process to process. service levels, and service improvements.
identify and address Provide a copy of the Review the company’s budget and variance
budget variations. budget variance report, or | explanations for reasonableness. Identify
similar document. whether the variances were the result of control
deficiencies that need to be addressed.

APO 09 | IT-enabled APO 09.01- | The company has a Provide a copy of policies | Verify that the performance standards are being
services and APO 09.05 defined framework that | and procedures relating to | achieved. For performance standards that are
internal service provides a formalized support provided for IT not met, ensure that there is a proper resolution
levels are not service level services. process.
managed to management process Provide a listing of Select a sample of SLAs from the listing
ensure that IT between the customer internal SLAs, supporting | obtained. Inspect and verify SLA policies and
services align and service provider. IT services provided to procedures to ensure that agreements:
with enterprise The framework should: | business customers. 1) Are approved by responsible company
needs and 1) Provide for the personnel.
expectations. creation internal service 2) Contain measurable performance standards.

level agreements (SLAs) 3) Align SLA objectives and performance
that formalize IT measures within business objectives and IT
services provided, strategy.
including performance
measures. Ensure that SLAs are reviewed and revised
2) Provide for when needed.
continuous alignment
with business
requirements.
3) Include processes and
4
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures

Stmt # Information Request

procedures such as
monitoring of
availability, reliability,
performance, capacity
for growth, levels of
support, continuity
planning, security and
demand restraints.

4) Ensure that regular
reviews of SLAs and
supporting contracts are
performed to ensure that
formalized IT services
are being provided.

APO 10 | Third-party APO 10.01 - | The company has a Provide a copy of the Inspect a sample of third-party provider
service provider APO 10.05 formal process in place | company’s vendor- contracts (agreements), including those who are
risks are not to manage service management policies considered significant to the company, SLAs
properly assessed, providers. and/or procedures. and other documentation to ensure that the
addressed, and contracts: 1) are current; 2) have been properly
mitigated. The company creates approved and correspond with the company’s

formal agreements with policies and procedures; and 3) conform to

the service provider to Provide a list of third- business, legal and regulatory requirements.

identify roles and party service providers

responsibilities, (suppliers), including the | Through review of company policies and

expected deliverables, type of services provided, | procedures, along with interviews of staff,

performance standards their significance and verify that the company adequately addresses

and credentials. criticality. ownership or relationship management
responsibilities for ensuring that the outside

Contracts conform to service provider continues to be viable, and that

business standards in contracts are maintained, monitored and

accordance with legal renegotiated as required to continuously meet

and regulatory and/or business requirements.

statutory requirements.

Nondisclosure

5
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request

agreements, €SCrow

accounts and

conformance with

security requirements

are included as

considered necessary.

Reviews are performed | Provide details of vendor | Review available reports to help verify that the

on outside service risk reviews performed company reviews the effectiveness of service

providers during the during the vendor provider controls. Consider the impact of any
contracting process to selection or contracting exceptions identified.

evaluate the process.

appropriateness and

effectiveness of their

control environment

(including

cybersecurity).

The company has a Verify an inventory of Review the company’s third-party vendor and

formal process in place | service providers is service provider management process including

whereby: created and maintained consideration of:

1) An inventory is and includes sufficient 1) Whether the listing of third-party service
completed and information to rank providers is comprehensive and complete;
maintained of the providers based on both 2) Whether the listing considers both risk and
company’s vendors risk and supply chain supply chain criticality in ranking
and service criticality. 32) Whether the company, service, or program
providers, including has appropriately determined access rights
information Provide a summary of the | based on its risk assessment and supply chain
concerning their risk | company’s third-party criticality; and
and their supply service provider 43) Whether the company has designed
chain criticality. management process. appropriate controls that are consistent with the

2) BHRiskis assessed company’s risk-assessment-ranking.
based on the
company’s
understanding of the
third-party service

6
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Risk
Stmt #

Risk Statement

Ctrl #

Common Controls

Preliminary
Information Request

Possible Test Procedures

providers
information security
program as well as
by the company’s
ability to verify
elements of the
third-party service
provider’s security
program and the data

exposed to the third
party, such as PII;
H—Supply chain
criticality is assessed
based on mission
function, and

uletioll, 4a1d

availability of
alternatives.

3

2)—2) Based on the
company’s risk and
supply chain
criticality, the
company ranks
vendors and uses a
vendor’s ranking to
determine depth and
frequency of review
procedures
performed related to
ongoing vendor
relationships;

4

3)—3)-The company

determines
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
appropriate access
rights, based on the
risk assessment and
company needs;
5
6) 4-The company
designs specific
mitigation strategies
,including network
monitoring specific
to third-party service
providers and access
controls, where
appropriate.
APO 12 | IT-related APO 12.02 — | The company maintains | Obtain copies of the ERM | Review the ERM program to determine IT
enterprise risks APO 12.05 a documented and program. integration.
have not been functioning ERM
integrated into the program that identifies Interview IT senior management to verify that
overall enterprise IT-related enterprise an IT risk and control framework has been
risk management risks. adopted throughout the organization and to
(ERM) program. verify that appropriate reports relating to
adoption of the framework have been provided
to the board of directors or a committee of the
board, as appropriate.
An IT risk profile is Provide the company’s IT | Review risk profile and assessments for timely
actively maintained risk profiles. and relevant information on the organization’s
describing known risks most significant IT risks, including
and risk attributes and of | Obtain a copy of the most | cybersecurity and third party risk, and
related resources, recent risk assessment. subsequent mitigating controls. Determine
capabilities and current whether threats and vulnerabilities identified
control activites. through information sharing forums are
incorporated into the risk profile.
Continual Obtain risk analysis and Review evidence that the company is providing
communication on risk profile reports risk analysis information to stakeholders to
8
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
current state of IT- provided to all communicate the current state of significant IT
related exposures and stakeholders. risks and the adequacy of risk response.
opportunities.
Assess management awareness of risk analysis
and risk profile reports and, if applicable,
review and/or verify initiatives as a result of IT-
related exposures and opportunities.
APO 14 | The company APO 14.01 The company defines Provide a copy of the Review the policies and procedures for
does not and communicates their | data management completeness.
effectively data management strategy. policy, and
manage their strategy, and roles and procedures. Obtain organizational charts and job
data across the responsibilities. descriptions for personnel with
data life-cycle. Identify personnel responsibilities for data management.
filling identified roles
and responsibilities.
APO 14.08 — | The company has Provide a copy of the Review the procedures for production data
14.09 established data company’s policies or encryption, access controls, or data masking
protection policies and procedures to protect techniques in use.
procedures in place to data in use from
M ) . unauthorized access,
confidentiality, integrity, - - .
and availability. modification, or denial
of availability.
The company has Provide a copy of the Review company documentation to verify
established and adheres | company’s data that there are data archival and retention
to data archival and archival and retention | policies in place.
retention policies and policies and
procedures. procedures. Review company documentation to verify
that the company follows their data archival
and retention policies.
9
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PART TWO — EVALUATION OF CONTROLS IN INFORMATION TECHNOLOGY (IT)

WORK PROGRAM - BUILD, ACQUIRE AND IMPLEMENT (BAI)

Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request

BAI 01 | IT projects may BAI01.01- | A methodology exists to | Provide a copy of the Review the project life cycle and SDLC
fail to meet BAI01.05, maintain the portfolio of | existing IT project- methodologies and verify that it addresses the
business BAI 01.07— | projects that includes management and System | key aspects of projects, including
objectivessERM | BAI 01.10, identifying, defining, Development Life Cycle | responsibilities, project plans, project resources,
goals or run over | BAI01.12, evaluating, prioritizing, | (SDLC) methodologies. timeliness, deliverables, approval requirements,
budget in the BAIO1.14 selecting, initiating, benchmarking based on key indicators
absence of an managing and (including risk management and project quality
effective program controlling projects. plans) and post-implementation reviews.
and project-
management Review a sample existing project to verify
methodology. adherence to the project-management standards

and methodology.

BAI 02 | Projects are BAI 02.01- | The company has a Provide evidence that Evaluate the documentation received from the
initiated without | BAI 02.03 defined process to business functional and company for existence, approval, timeliness and
proper identify and approve technical requirements, appropriateness.
authorization automated solutions, risk analysis reports and
and/or analysis. which include business | feasibility studies are

functional and technical | appropriately considered
requirements, risk in the project approval
analysis reports and process.
feasibility studies. Provide evidence of IT Review the company’s IT procurement policies
procurement policies and | and procedures to verify that management
procedures. approval, cost justification, business suitability
needs, legal review of contractual issues and
viability of the vendor are addressed.
Provide a listing of Select a significant project(s) to verify that
recently completed documentation supports the process defined by
projects that have been the company.
created or acquired within
the past 18 months. Gain an understanding of the process and verify
10
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures

Stmt # Information Request
whether it appears reasonable.
Verify that the company’s process requires
cost/benefit analyses be adequately reviewed by
project stakeholders and senior management.
For a selected significant development
project(s), verify the completeness, timeliness
and reasonableness of the cost justification and
related project approval.

BAI 02.04 Senior management and | Provide evidence of From the project(s) selected above, verify that
other stakeholders management approval for | senior management and other stakeholders
approve project plans project plans. approved work prior to commencement of each
before work commences significant phase of the development process.
on each significant phase
of the development
process used for all
automated solutions.

BAI 03 | Project BAI 03.01 Design specifications For significant programs | Review the significant programs and projects
deliverables fail translate proposed and projects selected by selected by the examiner and determine whether
to meet business solutions into business the examiner, provide the design specifications are approved by
objectives due to processes, supporting copies of design management and whether business and
inadequate design services, applications, specifications. enterprise architecture requirements are
and/or ineffective infrastructure and addressed.
oversight of information repositories
implementation. capable of meeting Review the quality assurance support for

business and enterprise appropriate approval, based on agreed-upon
architecture criteria.
requirements. Quality
assurance, project Verify that the system design includes
stakeholders and the specification of transaction types and business
sponsor/business process processing rules, automated controls, data
owner approve final definitions/business objects, use cases, external
designs, based on interfaces, design constraints and other

11
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
agreed-on criteria. requirements.
Verify that the tools used to monitor costs are
effective and properly used.
Verify that the cost-monitoring process is
adequately comparing actual hours and
expenses to budgeted amounts.

BAI 03.02 Programs and projects Provide documentation to | Determine if the company has adequate
are designed to address | evidence the existence of | business continuity, recovery and backup plans.
system redundancy, adequate business
recovery and backup, continuity, recovery and | Select a sample of significant programs and
and provide for the backup plans. projects and verify that the ability to audit
ability to audit transactions and identify the root cause of
transactions and identify processing errors exists.
root causes of processing
erTors.

BAI 03.05 Business and IT solution | Provide a listing of Determine if programs and system are
components and automated controls that configured to allow for accurate, complete,
information repositories | provide for accurate, timely, authorized and auditable processing.
are integrated and complete, timely,
configured in line with authorized and auditable
detailed specifications processing.
and quality Provide the company’s Review the company’s data classification,
requirements. The role data classification, information architecture, information security
of users, business information architecture, | architecture and risk tolerance guidelines.
stakeholders and process | information security Assess if system configuration provides for
owners are considered in | architecture and risk availability and integrity.
the configuration of tolerance guidelines.
business processes. Provide the company’s Validate that IT procurement procedures

development procedures | address the services needed by the business,
Audit trails are and standards guidelines | while also meeting security requirements.
implemented during that address items such as
configuration and procurement process and
12
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures

Stmt # Information Request
integration of hardware | acquisition strategy,
and infrastructural hardware, software and
software to protect services, etc.
resources and ensure
availability and integrity.
Acquired application
software is configured to
meet business
processing requirements.

BAI 03.06 The company has a For a sample of Review the software QA practices relative to
quality assurance (QA) significant programs and | program and system development to ensure
process to review projects selected by the related processes align with the organization's
software to ensure that examiner, provide QA practices.
business requirements evidence and
are met. documentation of the QA | Review documentation of the software QA

function. process for appropriateness.
Review the detail QA testing for adherence with
company standards.

BAI 03.07— | Integrated test plans and | Provide evidence that Validate that integration test plans and practices

BAI 03.08 practices are would support the use of | enable the creation of suitable testing and
commensurate with the | integrated testing and simulation environments.
enterprise environment strategic technology
and strategic technology | plans. Validate that the test-pre-production
plans. environments adequately supports the

Provide a copy of the application requirements and mirrors real-world
Fxthe‘»eempaﬂyuhas company’s policies and conditions, including the business processes and-
established-a-test procedures, including procedures, range of users, transaction types
b e e security, sarreundingthe | and deployment conditions.
representative ol the usage-offor the-test-pre-
production-environment | production environments. | Review completed test work to determine if
and-takes-nto security test plans were followed in accordance
consideration-seeurity; with standards.

13
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
seesldondinmddan
euatity:
The company has secure
pre-production
development
environments to
maintain security
throughout the software
development life-cycle.

BAI 03.08 The company performs | For a sample of the Review the completed test documentation to
testing in accordance significant programs and | ensure that plans were followed and that
with its defined plan, project selected by the business process owners and end users
prior to migration to the | examiner, provide participated in the testing.
production environment. | evidence that supports the

completed test plans and
Testing outcomes are related stakeholder
recorded and the results | communications.
communicated to
stakeholders in
accordance with the test
plan.

BAI 04 | Systems fail to BAI 04.01 The company has Provide a copy of the Review policies and procedures and interview
meet current and established a planning policies and procedures key staff members involved in the development
future business and review process for regarding performance of the performance and capacity plan to verify
needs due to continuous performance | and capacity that the appropriate elements (e.g., customer
inadequate and capacity monitoring | management. requirements, business requirements, cost,
planning for of IT resources. application performance requirements and
capacity, scalability requirements) were considered
cybersecurity Management ensures during the development of the plan.
events, that contingency plan
performance and procedures are in place Inquire of key staff members as to whether
availability. to properly address emergency problems have occurred in the

availability, recent past and, for those instances (if any),
14
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
eapaeitcapacity, verify compliance with the contingency plan
cybersecurity events, ¥ procedures and verify that they were effective.
and performance of
individual IT resources.

BAI 04.02 Solutions and services Provide evidence to Verify that business impact analysis procedures
that are critical in the support the completion of | for critical systems have been recently
availability and capacity | business impact analysis | performed. Assess the results of these
management process are | procedures for key procedures to determine if business needs
evaluated as part of business units. (performance and capacity) are being
business impact analysis adequately addressed.
procedures. Provide copies of the Review the company’s business continuity and

company’s business disaster recovery plans. Verify that the IT
Scenarios are defined continuity plan, disaster continuity framework provides for:
and evaluated to address | recovery and IT 1) Continuity management.
the likelihood that the contingency plans. 2) Defined roles, tasks and responsibilities of
systems’ availability management, and internal and external service
performance objective providers.
will not be achieved. 3) The ability to document, test and execute the

disaster recovery and IT contingency plans.

The business line, 4) Identification of critical resources, noting key
function and regional dependencies.
leaders evaluate the 5) Monitoring and reporting of the availability
impact of recovery of critical resources, alternative processing.
scenarios on the business 6) The principles of backup and recovery.
performance measures
(e.g., revenue, profit,
customer services).

BAI 04.03 Capacity and Obtain capacity and Determine if a review of capacity and
performance plans are performance plans, performance plans is performed. Assess if the
updated and reviewed by | including modeling review considers cost-justifiable capacity and
management techniques that define performance based upon agreed-upon
periodically, and define | current and forecasted workloads, as determined by the SLAs.
current and forecasted performance, capacity
performance, and are and throughput of the IT

15
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
used for service trend resources.
analysis.
Obtain evidence of
periodic update and
review by management.

BAI 04.04 The IT operations team | Provide trend analysis Validate the effectiveness of continuous
performs trend analysis | reports that identify any monitoring efforts through the review of IT
reporting and provides significant issues and management’s use of trend analysis reports.
management with variances.
monitoring and reporting
information for
availability, performance
and capacity workload
of all information-
related resources.

BAI 04.05 The company maintains | Provide capacity and Review and assess items obtained for definition
vendor product manuals | performance reports and | of corrective actions, appropriate level of
that define: 1) an vendor manuals that take | performance availability and adequacy of
appropriate level of into account aspects such | escalation procedures.
performance availability | as normal workloads,
for peak processing and | contingencies, storage
workloads; 2) corrective | requirements and IT
actions (e.g., shifting resource life cycles.
workload, prioritizing
tasks or adding
resources, when
performance and
capacity issues are
identified); and 3)
escalation procedures for
swift resolution in case
of emergency capacity
and performance
problems.

16
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Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
BAI 06 | A lack of proper | BAI06.01, The company has a Provide documentation Verify that the company’s procedures require a
& 07 change BAI 06.03— | process in place to regarding the company’s | change request to be evaluated, authorized and
management BAI 06.04 record, authorize, change-management tested.
threatens system manage, monitor and process, including copies
stability and/or implement requests for of any forms used in this | Review evidence of management’s monitoring
integrity. changes. process. of open change requests.
Procedures exist to Provide documentation of | Select a sample of completed changes to verify
ensure documentation is | how management that documentation of such items as requests,
appropriately updated monitors open change authorizations, business objectives, areas
and distributed to requests. impacted, prioritizations, deliverable dates,
affected users and IT change descriptions, deliverables, testing, back-
staff upon completion of | Provide a current list of out plans, closures and documentation are
change. completed change properly included in accordance with company
requests, during the standards.
period under review.

BAI 06.02 The company has a Provide documentation Verify that access to make emergency changes
separate process in place | regarding the company’s | is revoked in a timely manner.
to handle emergency process to handle
changes. emergency change Verify that the company completes a post-

requests. Provide a copy | implementation review on all emergency
of any forms used in this | changes.
process.

BAI07.01 The company has Provide procedures and Select a sample of completed projects and
established standards for | guidelines for verify that the company has documented
an implementation and implementation. implementation and backout procedures that
backout plan. meet company standards.

Provide procedures in the
event of implementation
failure.

BAI 07.02 The company has a Provide procedures Verify that the conversion procedures ensure
defined process to detailing system and data | that data is converted accurately and completely
ensure data is converted | conversion. and can be recovered.
accurately and
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completely. Provide a listing of data Select a sample of conversion projects and
conversion projects. confirm that data was validated and converted
accurately.

BAI 07.04 The company has Provide a description of Verify that production, test and development
established a test the development, test and | environments are appropriately segregated.
environment that is production environments.
representative of the Verify that the test environment has appropriate
production environment physical and logical access controls.
and takes into
consideration security, Verify that changes cannot be made to the code
workloads and data in the test environment.
quality.

Verify that the data used in the testing
environment meets the company’s security
requirements.

Verify that there are required approvals to move
objects from the development environment to
the test environment.

BAI 07.05 The company performs | Provide evidence of Select a sample of completed projects and
testing in accordance standard testing verify that test plans and other testing evidence
with its defined plan, documentation, including | complied with testing standards and guidelines
prior to migration to the | copies of any forms used. | and were appropriately approved and review
production environment.

Verify that all relevant stakeholders are
involved in the testing process and that changes
were not implemented until the relevant
stakeholders approved the testing results.
Verify that testing performed considers security
and performance (stress testing).

BAI 07.06 The company has Provide evidence of Review the company’s implementation process.
controls in place to controls that ensure
ensure that changes are | production release in Select a sample of completed projects and
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threatens system
stability, integrity
and recovery.

management, which
includes establishing and
monitoring baselines for
every system and
service, in addition to

configuration
management.

Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
released into production | accordance with the verify that changes were released into
in accordance with the implementation plan production in accordance with the
implementation plan. implementation plan.

BAI 07.08 The company conducts a | Provide evidence of post- | Review procedures to verify that a review is
post-implementation implementation review performed to address positives, negatives and
review as outlined in its | procedures, including lessons learned.
standards and as detailed | copies of any forms
in an individual utilized in the process. Select a sample of completed projects and
implementation plan. verify that the post-implementation review

process is performed in accordance with
company standards and the individual
implementation plan.

BAI 08 | Systems cannot BAI 08.01-— | The company has Provide evidence that For a sample of new or changed significant
be properly BAI 08.04 policies and procedures | appropriate technical, systems, verify that a training plan is
managed and in place that require operational and user incorporated into the project plan and that
optimized due to technical, operational documentation and technical, operation and user documentation
inadequate and user documentation | training is available for and training is provided by appropriate
documentation and training to be new system personnel.
and training. available for all implementations or

significant systems changes to existing
systems.

The company provides

training as part of

system development,

implementation or

modification projects.

BAI10 | A lack of BAI 10.01- | The company has Provide a copy of Verify that senior management sets scope and
configuration BAI 10.05 procedures in place over | policies, procedures and measures for configuration management
management configuration guidelines for functions and assesses performance.

Verify that a tool is in place to enable the
effective logging and monitoring of
configuration management information.
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the logging of any Verify that configuration baselines for

changes. components are up-to-date, as defined and
documented.
Verify that configuration management data
match the procurement records.
Verify that a policy is in place to ensure that all
configuration items are identified, maintained
and in accordance with policy.

Installed software is Provide information Verify that periodic reviews are performed

periodically compared to | regarding the policies and | comparing software used to the company’s

the policy for software procedures for, and policy for software usage to detect exceptions

usage to determine results of, periodic and the resolution of any discrepancies.

compliance with reviews of software usage

software licensing to the company’s

agreements or to identify | software policy and actual

unauthorized software. software licensing

agreements.
20
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PART TWO — EVALUATION OF CONTROLS IN INFORMATION TECHNOLOGY (IT)

WORK PROGRAM - DELIVER, SERVICE AND SUPPORT (DSS)

Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
DSS 01 | The quality, DSS 01.01 All data expected for Provide evidence of the Interview company personnel to verify the
timeliness and processing is received controls that ensure all process controls over data management to
availability of and processed data expected for determine whether there is responsibility over
business data is completely, accurately processing is available the availability and completeness of data and
reduced due to an and in a timely manner, | and processed completely | the timeliness and accuracy of data processing.
ineffective data- and all output is and in a timely manner.
management delivered in accordance
process. with business
requirements.
Procedures are defined, | Provide a copy of the Review the standard IT operational procedures
implemented and policy and procedures for | and verify the propriety and effectiveness of the
maintained for IT IT operations. procedures for abnormal operating system
operations. termination, the inclusion of a callout list in the
case of emergency, etc.
Verify that batch job duties and responsibilities
for each computer operator exist along with
shift schedules.
Claims and policy admin | Provide documentation Review the claims and policy admin data and
data is stored in a format | regarding the accessibility | determine if there would be any accessibility or
that allows it to be and transferability of transferability issues if the company needed to
transferred and utilized, | company claims and move its data.
if necessary (e.g., in the | policy admin data.
event of a receivership,
audit or changing
vendors, etc.)
The scheduling and Provide a copy of the job | Verify that the log is reviewed on a routine
completion of jobs is run log showing batch job | basis and on a timely manner.
organized into a execution.
sequence, maximizing Provide a copy of Verify that procedures include points of contact
21
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Stmt # Information Request
throughput and documentation showing in the case of job failures, along with a running
utilization to meet contact information and list of job failure codes.
business requirements. codes for job failures.
The operation of | DSS 01.02 The company has a well- | Provide a copy or Review the company’s vendor-management
outsourced IT defined vendor- description of the process and verify that it adheres to best
services is not management process to | company’s vendor- practices_and company policies for information.
managed to ensure adherence to management process.
maintain the policies for security of Provide copies of SLA Review the SLA for key or critical outsourced
protection of information, operational | and SSAE 18 SOC 2 services and verify that the contracts include a
enterprise business and IT reports for each key or right-to-audit provision.
information and processing requirements | critical outsourced service
reliability of and integration of provider. Interview personnel and verify that the
service delivery. critical processes. company monitors SSAE 18 SOC 2 reports for
its critical outsourced processes and services.
Review a sample of SOC 2 reports and verify
that the effectiveness of controls was attested to
by the auditor. If key control failures were
identified by the auditor in the SOC 2 report,
discuss with personnel how the control failure is
being compensated at the company.
Lack of DSS 01.03 IT infrastructure activity | Provide a copy of reports | Verify that the infrastructure assets that need to
infrastructure is logged with sufficient | used to monitor the IT be monitored are identified based on service
monitoring may detail to reconstruct, infrastructure. criticality and the relationship between
result in the review and examine configuration items and services that depend on
inability to detect operational activities; them.
and/or recognize this activity is monitored
security incidents. on a regular basis. Verify that automated tools are used to monitor
IT infrastructure and whether alerts, reports and
logs are generated for significant events.
Inadequate DSS 01.04- | The data center contains | Provide information Tour the data center, inspect documents and
physical and DSS 01.05 proper physical and regarding the physical interview the appropriate personnel to verify
environmental environmental controls and environmental that physical security and environmental
controls may to protect the equipment, | controls in place at the controls are in place and monitored.
result in data and personnel company’s data center
22
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unauthorized
access and
inadequate
protection of data.

located within.

and other sensitive IT

sites.

Verification may include the following:
Physical sites for IT equipment have been
selected through consideration of such issues as
geographic position, neighbors, infrastructure
and risks (e.g., theft, temperature, fire, smoke,
water, vibration, terrorism, vandalism,
chemicals and explosives).

A process is defined and implemented that
identifies and monitors the potential risks and
threats to the organization’s IT sites and
assesses the potential business impact on an
ongoing basis, taking into account the risks
associated with natural and man-made disasters.

A policy is defined and implemented for the
physical security and access control measures to
be followed for IT sites and that the policy is
regularly reviewed to ensure that it remains
relevant and up-to-date.

Access to information about sensitive IT sites
and their design plans are restricted to essential
personnel.

External signs and other identification of
sensitive IT sites are discreet and do not
obviously identify the site from outside.

Organizational directories/site maps do not
identify the location of sensitive IT sites.

A process supported by the appropriate
authorization is defined and implemented for
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Risk Statement

Ctrl #

Common Controls

Preliminary
Information Request

Possible Test Procedures

the secure removal of IT equipment.

IT facilities are situated and constructed in a
way to minimize and mitigate susceptibility to
environmental threats.

Suitable devices are in place to detect
environmental threats. Evaluate the
effectiveness of continuous monitoring
performed through these devices.

Alarms or other notifications are raised in case
of an environmental exposure, procedures in
response to such occurrences are documented
and tested, and personnel are adequately
trained.

A process exists that examines the IT facilities’
needs for protection against environmental
conditions and power fluctuations and outages,
in conjunction with other business continuity
planning procedures.

Verify that a policy and procedure exists for
recording, monitoring, managing, reporting and
resolving physical security incidents, in line
with the overall IT incident management
process.

Uninterruptible power supplies (UPS) are
available, regularly tested and meet business

continuity requirements.

In facilities housing sensitive IT systems, more
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Stmt # Information Request
than one power supply entry is available and the
physical entrance of power is separated.
A process is in place to ensure that IT sites and
equipment are maintained per the supplier’s
recommended service intervals and
specifications.
IT sites and server rooms are kept clean and in
safe condition.

DSS 02 | Inadequate or DSS 02.01 The company has a Provide a copy of the Verify the existence and completeness of a
ineffective defined security incident | company’s security cybersecurity incident response plan, including
response and response plan process incident response plan whether it addresses third party service
resolution to user that clearly including escalation providers (backup vendors and other
requests and communicates procedures. contingency plans).
incidents could characteristics of
result in potential security Verify that a-computeremergeney-response
interruption of incidents, so they can be team-(CERT)-existsan appropriate level of
services or properly classified, resources is in place to recognize and
inefficient usage treated, and addressed. effectively manage security emergencies. The
of technology The incident response following areas should exist as part of an
solutions. plan outlines resources effective €CERT-incident response process:

available and 1) Incident handling — General and specific
responsibilities for procedures and other requirements to ensure
addressing security effective handling of incidents, including
incidents. The incident prioritization, and reported vulnerabilities.
response plan also Determine if there are procedures related to
considers and addresses handling of cyber-security incidents.
third parties, including 2) Communications — Requirements detailing
vendors and service the implementation and operation of emergency
providers. and routine communications channels amongst
key members of management.
Provide a list of security | Select a sample of incidents to verify that the
incidents during the security incident management process includes:
25
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period under review. 1) Event detection and containment.
2) Correlation of events and evaluation of
threat/incident.
3) Resolution of threat, or creation and
escalation of an appropriate work order.
4) Criteria for initiating the organization’s
CERF-incident response process.
5) Verification and required levels of
documentation of the resolution.
6) Post-remediation analysis.
7) Work order/incident closure.
Provide evidence of the Verify that the security incident management
company’s security process appropriately interfaces with key
incident tracking process. | organizational functions, including the help
desk, external service providers and network
management.
Response and recovery | Provide a copy of the Review the company’s incident response plan
activities are coordinated | company’s incident and procedures and verify whether:
with -internal and response plan and
external stakeholders, procedures. e Personnel know their roles and order of
including affected operations when a response is needed.
external parties or e Events are reported consistent with
business associates (e.g., established criteria.
vendors or service e Information is shared consistent with
providers), and law response plans.
enforcement agencies, as e Coordination with stakeholders occurs
appropriate. consistent with response plans.
Voluntary information sharing occurs with
external stakeholders in accordance with the
organization’s data classification criteria to
achieve broader cybersecurity situational
awareness.
The company has Provide a copy of the Review and confirm whether the company’s
26
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established procedures company’s computer procedures follow a process of identifying,
for performing a forensic | forensic investigation preserving, analyzing and presenting digital
investigation of the procedures. evidence in a manner that is acceptable in any
security incident or legal proceedings (i.e., a court of law).
crime (if deemed
necessary).
Investigations are
performed by a qualified
professional trained in
incident detection and
management (e.g.,
certified forensic
computer examiner,
certified ethical hacker,
etc.).
The company Provide information Verify that lessons learned are incorporated into
incorporates lessons regarding lessons learned | the security incident response plan and verify,
learned from ongoing from current and previous | where appropriate.
incident handling incident response
activities into incident activities and how they Verify the communication of the results of post-
response procedures, are incorporated into the | remediation analysis to management and the
training and testing organization’s response board of directors or board committee, thereof,
(including sharing with | activities. as appropriate.
affected external
parties), and implements
the resulting changes
into the risk
management controls
(APO 12).
DSS 02.02— | The company has a Provide a copy of the Verify that the processes and tools are in place
DSS 02.03 service function to policy and procedures for | to register incidents, status and actions for
record, classify and the service function. resolution.
prioritize requests and
incidents (e.g., service Review the standards for communication of
27
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desks). incidents and verify that they were complied
with.
Provide a listing of open | Review a sample of open and closed customer
and closed user reported | incidents to verify compliance with the process
incident records. and service commitments.
For the sample selected, verify that all resolved
incidents are described in detail, including a
detailed log of all steps taken to resolve the
incident.
Provide documentation Review procedures for reporting significant
on the workflow used to incidents to management. Verify with
handle incidents management that significant incidents are
reported to them.
DSS 02.05 The company has a Provide documentation Review the company’s documented recovery
formal recovery process | on the workflow used to process for completeness and verify it is
in place that documents handle recovery. reviewed and updated regularly. Verify that
applies and tests the recovery processes include:
identified solutions or e Ensuring all other elements of incident
workarounds for response plan have been fulfilled prior
recovery. The process to proceeding with recovery
includes recovery e Proper communication to
actions to restore all internal/external stakeholders prior to
critical IT-related and following restoration of services
services. e Checking restoration assets for
indicators of compromise, file
corruption, and other integrity issues
before use
e Verification of the correctness, integrity
and adequacy of the restoration actions
taken before placing a restored system
online
e Defined criteria for declaring the
recovery processes complete
28
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If applicable, select from a sample of recent
security incidents to verify documented
processes related to recovery were appropriately
followed. Otherwise, request documentation
regarding recent testing of recovery processes.
DSS 02.07 A reporting function has | Provide information on Verify that a process is in place to evaluate the
been established to how the performance of performance of the service function in the areas
monitor and measure the service function is of response time and user satisfaction.
service performance, monitored.
service response times
and user satisfaction
with the service
function.

DSS 03 | The company has | DSS 03.01 The company maintains | Provide a copy of the Verify that adequate processes supported by
an ineffective problem-management policy and procedures appropriate tools are in place to identify and
problem- policies and procedures, | used to identify, classify | monitor incidents. For TPA problem
management including escalation and track incidents. management, review SLAs, SSAE 18,
process that triggers, with adequate contracts, etc.
increases audit trails and analysis
operating costs to identify, report and
and reduces classify incidents by
system category, impact,
availability, urgency and priority.
service levels and "1g5703.02 The company has Provide a copy of the Review the company’s policies and procedures
customer implemented a problem- | company’s problem- to verify that problems were tracked and
satisfaction. management system that | management policies and | solutions addressed the root cause of problems.

identifies and initiates procedures.
solutions addressing the | Provide a listing of all Select a sample of tickets for appropriate
root cause of the problem tickets for the prioritization, identification of root cause,
problem and provides period under review. The | timely completion, documentation of actions
adequate audit trail listing should include a taken and any necessary approvals.
facilities that allow ticket number, description
tracking, analyzing and | of the problem, date the
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determining the root problem was reported,

cause of all reported date the problem was

problems. closed and, if open,
current priority.
Provide evidence of the Review the evidence to verify that the company
company’s monitoring of | (ideally business management) is monitoring
the problem-management | the timeliness and the quality of the selected
system. problem solutions.

DSS 03.03— | Problem disposition Provide a listing of all Review the log for sequential gaps and identify

DSS 03.04 procedures are in place problem tickets opened the causes. Select a sample of problems and
to address error during the period under verify, through interviews with stakeholders,
resolution. review. that they were informed completely, and in a

timely manner, of problem remediation activity
and closures.

DSS 03.05 Change management is | Provide a copy of the Review the policy to verify that the problem-
integrated with problem | company’s incident management process is integrated with the
management to ensure management policy. change-management process to ensure that
effective management of incidents are addressed.
problems and to enable
improvements. Select a sample of problem tickets to verify that

there was an associated change ticket.

DSS 04 | Inadequate DSS 04.01— | The company has a Provide copies of IT Verify that a company-wide business continuity
continuity DSS 04.02, defined and documented | business continuity plans, | plan is in place. As part of this overall plan, an
management may | DSS 04.05 framework that including disaster IT business continuity plan should be
result in the provides: recovery plan or completed to include:
inability to ensure 1) A consistent procedures. 1) BIA study.
critical business company-wide process 2) Prioritized recovery strategy.
functions. for IT continuity Provide a copy of the 3) Necessary operational support.

management. business impact analysis | 4) Any compliance requirements.

2) A planning process (BIA) study. 5) Comprehensive and appropriate disaster

that creates the rules and recovery plan.

structures to document, Provide a copy of 6) Cross reference to the incident response plan.

test and execute the IT contracts and SLAs

disaster recovery and supporting the IT Possible elements of the disaster recovery plan
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business continuity continuity plan. that need to be verified may include:
plans. 1) The conditions and responsibilities for
3) The identification of | Provide the procedures activating and/or escalating the plan.
critical resources, noting | and evidence for testing 2) A prioritized recovery strategy, including the
key dependencies, the and periodic plan updates. | necessary sequence of activities.
monitoring and reporting 3) Minimum recovery requirements to maintain
of the availability of adequate business operations and service levels
critical resources, with diminished resources.
alternative processing, 4) Emergency procedures.
and the principles of 5) IT processing resumption procedures, subject
backup and recovery. to incident response plan conclusion.
4) Considerations for 6) A maintenance and testing schedule.
continuity management 7) Awareness, education and training activities.
in the event of a 8) Responsibilities of individuals.
cybersecurity incident. 9) Regulatory considerations.
10) Critical assets, resources and up-to-date
Change control personnel contact information needed to
procedures are in place perform emergency, fallback and resumption
to ensure that the IT procedures.
continuity plan is kept 11) Alternative processing facilities, as
up-to-date and determined within the plan.
continually reflects 12) Alternative suppliers for critical resources.
actual business 13) Chain of communications plan.
requirements. 14) Roles, tasks and responsibilities defined by
SLAs and/or contracts for internal and external
service providers.
Verify that plans are accessible to authorized
personnel.
Verify that the plans are up to date and all
copies of the IT business continuity and disaster
recovery plans are updated with revisions and
31
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are stored on- and off-site.

DSS 04.04 The company tests the Provide evidence of Verify that IT continuity tests are scheduled and
IT business continuity management’s review of | completed on a regular basis and after
and disaster recovery continuity recovery test significant changes to the IT infrastructure or
plans on a regular basis | results. business applications.
to ensure that IT systems
can be effectively Verify that test results are reported to
recovered. management and that necessary changes are

made.
The company has Provide evidence of
policies in place to continuity test deficiency
ensure that test results resolutions.
and deficiencies are
communicated to
management and the
plan is updated as
required.

DSS 04.07 All critical backup Provide a copy of policies | Inquire and verify that data is protected and
media, documentation and procedures relating to | secured when taken off-site and while in transit
and other IT resources the backup of systems to the storage location.
necessary for IT and data, including copies
recovery and continuity | of recovery procedures Inquire and verify that the backup facilities are
plans are stored off-site | for off-site backups and not subject to the same risks as the primary site.
in a secure location. information about off-site

backup locations and/or Inquire and verify that there is an air gap, or

service providers. other protection mechanisms, between the
company’s production environment and backup
systems. The air gap, whether logical or
physical, should be designed in a manner that if
a ransomware attack infects the company’s
main production systems, the immutable,
offline backups could be deployed to replace
the infected systems.

Provide an inventory of Inquire and verify that an inventory of backups
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backups and media and and media exists and that the company verifies

evidence that the its accuracy.

company periodically

validates the inventory. Inquire and verify that the backup media
contain all information required by the IT
business continuity and disaster recovery plans.

When outsourcing Verify data replication product being used and

significant systems of review documentation from testing the

functions, provide a copy | utilization of the replicated data to recover the

of contracts and SLAs system.

supporting the IT

business continuity and

disaster recovery plans.

DSS 04.08 Effective and efficient Provide a copy of the data | Review retention periods for data and verify
data storage, retention retention policy. that they are in line with contractual, legal and
and archiving policies regulatory requirements.
and procedures are
available to meet
business objectives.

Policies and procedures | Provide a copy of the Review the media inventories and, on a sample
are in place to maintain | media inventory and data | basis, verify that media on the inventory list can
an inventory of stored dictionary for the be identified and items in storage can be traced
and archived media. warehouses supporting all | back to the inventory.
financially significant
systems. On a sample basis, verify that external labels
correspond with internal labels, or otherwise
validate that external labels are affixed to the
correct media.
If the company uses third- | Verify, through a review of contracts, that the
party vendors to provide | company’s access to its storage media cannot be
off-site media storage, restricted by the service provider.
provide copies of the
service contracts.
The company has Provide evidence that Verify that critical systems, applications, data
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procedures in place for | backup and storage and related documents that affect business
backup and restoration requirements for critical operations are periodically reviewed for
of systems, applications, | systems, applications, alignment with the risk management model and
data and documentation | data and related IT service continuity plan.
that are consistent with documents are
its business requirements | periodically reviewed and | Verify that adequate policies and procedures for
and continuity plan. aligned with risks and the | backup of systems, applications, data and
The backup continuity plan. documentation exist and consider factors
environment should be including:
isolated, air gapped, Provide evidence that 1) Frequency and age of backups. Older
and inaccessible from backup and storage backups can be used in the event that a newer
the internet so environments are backup copy is infected.
information cannot be properly isolated. 2) Type of backups (e.g., disk mirroring,
accessed or changed external media, full, incremental, air gapped,
remotely. immutable, offline copy, etc.).
3) Automated online backups.
4) Data types (e.g., voice, optical).
5) Creation of logs.
6) Critical end-user computing data (e.g.,
spreadsheets).
7) Physical and logical location of data sources.
8) Security and access rights.
9) Encryption.
The post-resumption Provide evidence of Verify that sufficient restoration tests have been
review has been recent testing of backup performed periodically to ensure that all
performed after testing processes or post- components of backups can be effectively
or an incident and the resumption processes to restored.
BCP updated as a result. | verify all components of
backups were effectively | Verify post-resumption review was performed
restored. and the BCP updated as a result.

DSS 05 | The company’s DSS 05.01 Preventive, detective and | Provide a copy of the Verify that a malicious software prevention
business is corrective measures are | company’s policies and policy is established, documented and
threatened by the in place (especially up- | procedures over communicated throughout the organization and
impact of to-date security patches | malicious software. is included in the security policy.
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operational
information
security
vulnerabilities
and incidents.

and virus control) across
the organization to
protect information
systems and technology
from malware (e.g.,
viruses, worms,
spyware, spam).

Identify how the policy is
communicated throughout
the organization.

Provide an inventory of
server and desktop virus
protection tools, including
details on the current
patch level.

Select a sample of the company’s servers and
validate that they are updated to the current
patch level.

Verify that automated controls have been
implemented to provide virus protection and
that violations are appropriately communicated.

Inquire of key staff members whether they are
aware of the malicious software prevention
policy and their responsibility for ensuring
compliance.

Provide a copy of the
company’s virus
protection tool
installation and update
procedures including
information regarding
version and patch-level
used.

From a sample of user workstations, verify that
a virus protection tool has been installed and
includes virus definition files and the last time
the definitions were updated.

Verify that the protection software is centrally
distributed (version and patch-level) using a
centralized configuration and change-
management process.

Verify that information on new potential threats
is regularly reviewed and evaluated and, as
necessary, manually updated to the virus
definition files.

Verify that incoming email is filtered
appropriately against unsolicited information.

A vulnerability
management plan is

Provide a copy of the
company’s vulnerability

Verify that a vulnerability management plan is
in place and has the following attributes:

35

© 2024 National Association of Insurance Commissioners

38

Attachment B



Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
developed and management plan, (1) Utilizes standardized vulnerability scanning
implemented. including information on | tools.
recent scanning activities | (2) Utilizes industry standard vulnerability
and vulnerability scoring, such as the common vulnerability
remediation. scoring system (CVSS).
(3) Regularly scans all end-points, servers,
network devices, database management
systems, and-web applications, and internet
gateways.
(4) Includes appropriate service level
agreements for remediation of discovered
vulnerabilities.
(5) Incorporates a mechanism for reporting and
aging all outstanding vulnerabilities.
DSS 05.02 Business, risk and Provide a copy of the Verify that a detailed information security
compliance requirements | information security policy, as well as standards and procedures
are translated into an policy and IT security exist, which may address the following:
overall IT security governance 1) Responsibilities of the board, executive
policy/procedure that documentation, including: | management, line management, staff members
takes into consideration | 1) An external and all users of the company IT infrastructure.
the IT infrastructure and | communications security | 2) A security compliance policy.
the security culture. policy. 3) Management risk acceptance (security
2) A firewall policy. noncompliance acknowledgement, including
3) An email security noncompliance to security policies with
policy. supporting policy exception waiver approved by
4) An agreement to senior management).
comply with IT policies. | 4) An external communications security policy.
5) A laptop/desktop 5) A firewall policy.
computer security policy. | 6) An email security policy.
6) An Internet usage 7) An agreement to comply with IT policies.
policy. 8) A laptop/desktop computer security policy.
9) An Internet usage policy.
10) Procedures to implement, monitor, update
and enforce the policies and standards.
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11) Staffing requirements.
12) Security awareness and training.
13) Investments in required security resources.
14) Cyber-security.
Verify that the IT security policy considers IT
tactical plans, data classification, technology
standards, security and control policies, risk
management and external compliance
requirements.
Verify that policy exceptions are authorized,
tracked, aggregated and reviewed on a regular
basis for appropriateness.

Security policies and Provide evidence of user | Verify that personnel are required to

procedures are review and periodically review and acknowledge the

documented and acknowledgement of the | company’s security policies.

communicated to company’s security

stakeholders and users. policies. Assess the level of awareness of both the
content of the security policies and the
importance of compliance with policies by
employees.

Security techniques and | Provide a copy of Verify that a network security policy (e.g.,

related management network security provided services, allowed traffic, types of

procedures (e.g., standards and procedures, | connections permitted) has been established and

firewalls, security including change- is maintained.

appliances, network management procedures

segmentation, intrusion | and required Verify that procedures and guidelines for

detection, etc.) are used | documentation. administering all critical networking

to authorize access and components (e.g., core routers, DMZ, VPN

control information switches) are established and updated regularly

flows from and to by the key administration personnel and

networks. changes to the documentation are tracked in the
document history.
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Sensitive data is Provide an inventory of Verify that data transmissions outside the
exchanged only over a methods of exchanging organization require encrypted format prior to
trusted path or medium, | sensitive data encryption | transmission.
with controls to provide | tools used by the
authenticity of content, company. Verify that sensitive data processing is
proof of submission, controlled through application controls that
proof of receipt and non- validate the transaction prior to transmission.
repudiation of origin.

DSS 05.04— | All users (internal, Provide a copy of the Verify that security practices require users and

Logical external and temporary) | company’s user access system processes to be uniquely identifiable and

Access and their activity on IT policy and procedures for | systems to be configured to enforce
systems (business adding, modifying and authentication before access is granted.
application, IT deleting users, including
environment, system management approvals. Verify that the company’s password rules are
operations, development consistent with the criticality and sensitivity of
and maintenance) are the data for which they afford access.
uniquely identifiable.
User identities are Provide a description of Verify that authentication control mechanisms
enabled via the company’s are utilized for controlling logical access across
authentication authentication method for | all users, systems, processes and IT resources,
mechanisms including system and application for in-house and remotely managed users.
multi-factor access. Multi-factor authentication is required for
authentication for remote access.
remote or privileged
access, as appropriate
based on the sensitivity
of the information which
may be accessed.
Policies and procedures | Provide policies and Verify the IT security policy considers IT
are available to classify | procedures that describe tactical plans, data classification, technology
data and protect the company’s data standards, security and control policies, risk
information assets under | classification program. management and external compliance
control of the business. requirements.
User access rights to Provide a listing of data If predetermined and preapproved roles are
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systems and data are in | classification and utilized to grant access, verify that the roles
line with defined and catalogs/inventories for clearly delineate responsibilities based on least
documented business significant data elements. | privileges and ensure that the establishment and
needs. This includes modification of roles are approved by process
access rights granted to owner management.
service providers.
Verify that systems, applications and data have
been classified by levels of importance and risk,
complete data catalogs/inventories are
maintained, and-f process owners have been
identified and assigned.
User access rights are Provide a listing of user Verify that procedures exist to periodically
requested by user access roles, including assess and recertify individual user system and
management, approved | systems and applications | application access and authorities.
by system owners and access.
implemented by the Provide a listing of hires, | Verify that logical access rights are
security-responsible transfers and appropriately authorized, administered and
person to grant, limit and | terminations. revoked.
revoke access to
systems, applications
and data.
DSS 05.05 — | Procedures are defined Provide a copy of the Verify that physical access rights are
Physical and implemented to procedures for system and | appropriately authorized an administered. This
Access grant, limit and revoke facility access. may include the following:
access to premises, 1) A process is in place that governs the
buildings and areas, requesting and granting of access to the
according to business computing facilities.
needs, including during 2) Formal access requests are completed and
emergencies. authorized by management of the IT site, the
records are retained, and the forms specifically
identify the areas to which the individual is
granted access. This may be verified by
observation or review of approvals.
3) Procedures are in place to ensure that access
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profiles remain current. Verify that access to IT
sites (server rooms, buildings, areas or zones) is
based on job function and responsibilities.
4) A policy exists requiring visitors to be
escorted at all times by a member of the IT
operations group whilst on-site, and individuals
who are not wearing appropriate identification
are pointed out to security personnel.
5) Access to sensitive IT sites is restricted
through perimeter restrictions, such as
fences/walls and security devices on interior
and exterior doors.
6) Devices record entry and sound an alarm in
the event of unauthorized access. Examples of
such devices include badges or key cards, key
pads, closed-circuit television and biometric
scanners.

Provide a copy of the Verify that there is a process to log and monitor

facility access logs. all entry points to IT sites, registering all
visitors, including contractors and vendors, to
the site.

DSS 05.06 Appropriate accounting | Provide a copy of the Verify that procedures governing the receipt,
practices and inventory | policy and procedures for | removal and disposal of special forms within
management over receipt, removal and and out of the organization are adequate and are
sensitive IT assets have | disposal of special forms | being followed.
been established. (e.g., check stock and

other negotiable

instruments or special

purpose printers).

Provide a copy of the last | Verify that the access log to sensitive assets is

review of the access to periodically reviewed.

sensitive assets.
Verify that procedures to gain, change and
remove access to sensitive assets are adequate
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and are being followed.
Procedures are in place | Provide a copy of Verify that responsibility for the development
to ensure that business policies, procedures, and | and communication of policies on disposal of
requirements for guidelines relating to the | media are clearly defined.
protection or removal of | disposal or removal of IT
sensitive data, and equipment, software, data | Verify that the policy includes guidance on
software, and hardware | and storage media. when software or hardware is considered
are met-upen-disposal-or obsolete, how to address obsolescence in IT
transter-of data-and systems, and how variance to this policy would
hardware (endpoints, be managed.
mobile-devices;network | Provide documentation to | Verify that equipment and media containing
e e show that storage media sensitive information are sanitized prior to reuse
pertable-media-and-hard | disposed or transferred or disposal in such a way that data marked as
e, have been sanitized. “deleted” or “to be disposed” cannot be
retrieved (e.g., media containing highly
sensitive data have been physically destroyed).
Provide a copy of the Verify that disposed equipment and media
current media inventory containing sensitive information have been
and the media disposal logged to maintain an audit trail.
log.
Verify there is a procedure to remove active
media from the media inventory list upon
disposal. Verify that the current inventory has
been updated to reflect recent disposals in the
log.
Physical devices, Provide a copy of the Verify that all devices, software and
software platforms and policy and procedures applications are classified and inventoried and
applications within the detailing the inventory then tracked with such metrics as;
organization are requirements over comprehensive deployment counts and
inventoried. devices, software versioning. Tracking should also consider the
platforms and location and responsible individuals for items
applications. listed in the inventory.
Provide an inventory Verify that connected systems are supported
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including operating and comply with internal policies.
system version numbers
of server and client end-
point systems, as well as
network devices.
DSS 05.07 The company has an Provide information Verify that the IT security management
established company- regarding the process in function has been integrated within the
wide IT security baseline | place to log security organization’s project-management initiatives
and periodically tests events and how to ensure that security is considered in
and monitors its IT information is reviewed. development, design and testing requirements
security implementation to minimize the risk of new or existing systems
for compliance with that introducing security vulnerabilities.
baseline.
The company has Provide information Review event logs and/or reports evidencing the
logging and monitoring | regarding the process in review of security events, including aggregated
functions enabled for place to log security and correlated events, to ensure that network
early detection and/or events,- including how activity is being properly monitored. This
prevention of abnormal | such information is should include consideration of activity
activities (including aggregated and correlated | generated by third-party service providers. Note
individual user from multiple sources. that the extent of testing (and associated
activities) that may need requests) should be focused on material events.
to be addressed. Provide information Procedures performed may include
regarding any network consideration of the manner in which
vulnerability tests er-and | management classifies events to determine that
penetration tests material events are appropriately identified.
performed during the
period under examination. | Review the results of the vulnerability and
The information should penetration tests to identify the findings and
include the findings along | verify that the company has addressed items
with the company’s with high or critical severity.
actions to address the
findings.
Threat and vulnerability | Provide information Review examples of how information received
information received regarding the process to has resulted in changes to the broader security
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from information- integrate information framework.
sharing forums and received from
sources (e.g., Financial information-sharing
Services Information forums.
Sharing and Analysis
Center, CISA Alerts
NIST National
Vulnerability Database
etc.) is used in
developing a risk profile.
The company has a Provide information Verify that security assessment and threat
process in place to regarding the process to analysis was properly executed for any entities
integrate acquired integrate acquired acquired. Ensure that issues identified through
entities/systems_in a entities/systems_and this process are properly mitigated.
timely manner. The timeline for doing so.
process includes a
security assessment and
threat analysis of
existing IT systems at
acquired entities.
The company has Provide information Verify that integrity-checking mechanisms are
implemented integrity- regarding integrity- in place for critical systems and applications.
checking mechanisms checking mechanisms For a sample of exceptions/incidents, verify that
(e.g., parity checks, used by the company to they are properly investigated and resolved.
cyclical redundancy verify software, firmware
checks, cryptographic and information integrity.
hashes, etc.) and
associated tools to
monitor the integrity of
information systems and
hosted applications.
Exceptions and incidents
are logged and
investigated.
43

© 2024 National Association of Insurance Commissioners

46

Attachment B



Risk Risk Statement Ctrl # Common Controls Preliminary Possible Test Procedures
Stmt # Information Request
The company defines Provide information Verify that a baseline of approved mobile code
acceptable and regarding the process for | has been established and that detection
unacceptable mobile detecting and preventing | mechanisms which block unauthorized mobile
code, establishes usage the execution of code execution are in place.
restrictions and unauthorized mobile
implementation code.
guidance for acceptable
mobile code, and
monitors use of mobile
code within the
information system.
Protections against data | Provide information Verify that a DLP program is in place that
leaks are implemented. regarding the data loss includes:
prevention (DLP) (1) Detective and blocking technology that
program designed to regularly scans network traffic for protected
detect and prevent information and blocks the transmission and
protected information alerts security personnel.
from leaving the (2) Safeguards against the use of unauthorized
company. or unencrypted portable media.
(3) Safeguards against unauthorized screen
capture technology.
(4) Safeguards against unauthorized use of
instant messaging.
(5) Prohibits the use of unauthorized file
transport applications.
(6) Provides routine user awareness training.
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MEA 01 | The company MEA 01.01- | The company has Provide evidence of the Evaluate whether the company’s IT monitoring
does not properly | MEA 01.04 | adopted and policies and procedures framework:
identify and implemented a over IT performance 1) Is consistent with key IT processes and
address IT formalized monitoring monitoring including key | business goals and objectives.
performance and framework to define the | performance metrics 2) Establishes a balanced set of performance
conformance scope, methodology and | (KPIs). targets that are approved by the business and
deficiencies. process to be followed other relevant stakeholders.
for measuring IT’s Provide a listing of the 3) Defines benchmarks and targets to be used
solution, service delivery | reports used to monitor IT | for comparison.
and contribution to the performance. 4) Requires periodic reviews of performance
company, including against targets.
tracking corrective 5) Analyzes the cause(s) of any deviations, and
actions to address initiates remedial action to address the
anomolies. underlying causes.
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Select a sample of the monitoring reports to
evaluate whether the company is effectively
monitoring and addressing IT performance.
MEA 02 | The company MEA 02.01 | A process has been Provide a copy of internal | Review internal control monitoring activities
does not identify implemented to control monitoring for identification of control deficiencies,
| and address continuously monitor activities including remediation and reporting.
internal control benchmark and improve | control self-assessments,
deficiencies the IT control SOX-related control
related to IT environment and control | reviews, independent
systems. framework to meet controls reviews by
organization objectives consultants/contractors
and cybersecurity (including SOC reporting
expectations. if the organization
provides outsourced
services, penetration
testing, and vulnerability
scanning) and internal
audit.
Provide a copy of the Review a copy of the internal audit charter,
internal audit charter, mission statement and reporting relationships to
mission statement and verify independence and objectivity of the
reporting relationships. internal audit function.
Provide a listing of all Review the listing of all internal audit reports,
internal audit reports, projects and reviews conducted (completed or
projects and reviews not) during the examination period to ascertain
conducted (completed or | the breadth and depth of the function.
not) during the
examination period.
Provide a copy of all IT Review all IT internal audit reports covering the
internal audit reports for | examination period to ascertain the breadth and
the period under review. depth of the function.
Verify that appropriate senior management
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attention was given to all significant IT findings
and that issues were appropriately resolved.
Provide a copy of the Verify that the staffing of the internal audit unit
internal audit is sufficient to accomplish the corporate
organizational chart. mission.
Provide a listing of IT Verify that the education, certifications and
specialists in the internal | experience of the IT specialists in the internal
audit unit including audit unit enable the accomplishment of the
background information corporate mission.
such as education,
certifications and
experience.
MEA 03 | IT processes and | MEA 03.01- | A review process has Provide a copy of Verify that procedures are in place to ensure
IT-supported MEA 03.02 | been implemented to procedures to verify that | that legal, regulatory and contractual
business identify on a continuous | legal (e.g.. Insurance Data | obligations impacting IT are reviewed. These
processes are not basis the changes in Security Model Law regulatory compliance procedures should:
compliant with local and international (#668)), regulatory and 1) Identify and assess the impact of the
applicable laws, laws, regulations and contractual obligations applicable legal or regulatory requirements
regulations and other external impacting IT are relevant to the IT organization.
other contractual requirements that must reviewed. 2) Update the associated IT policies and
requirements. be complied with for procedures affected by the legal and regulatory
incorporation into the requirements.
organization’s IT 3) Include areas such as laws and regulations
polices, standards, for electronic commerce, data flow, privacy,
procedures and internal controls, financial reporting, industry-
methodologies. specific regulations, intellectual property
copyright, and health and safety.
Provide evidence that the | Verify that the company’s evidence documents
company’s IT policies their process to ensure that external obligations
and procedures have are addressed in IT policies and procedures.
addressed all relevant
legal, regulatory and
contractual obligations.
MEA 03.03— | A procedure has been Provide a copy of the Verify that the organization has a chief
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MEA 03.04 | implemented to review | position description for compliance officer or equivalent, and review a
and report compliance of | the chief compliance copy of the job description for this position for
IT policies, standards, officer, including IT adequacy.
procedures and compliance officer if in
methodologies with place.
applicable legal and Provide a copy of the IT | Verify that a review of the IT organization
regulatory requirements. | organization policies, policies, standards and procedures is conducted
standards, regulatory periodically to address any non-compliance
review plan and (legal and regulatory) gaps identified (this can
procedures. be included in the risk assessment process).
Provide a copy of Verify that policies and procedures are
compliance implemented to ensure that contract with third-
documentation from all party service providers require regulator
financially significant confirmation of compliance (e.g., receipt of
third-party service assertions) with applicable laws, regulations
providers. and contractual commitments.
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