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MEMORANDUM
To: 	Diana Sherman, Facilitator of the Chief Financial Regulator Forum
From: 	Michael Peterson, Chair, and Colton Schulz, Vice-Chair of the Cybersecurity (H) Working Group
Date: 	Pending
RE: 	Response to August 16, 2024 Referral on Data Security Model Compliance Testing

Thank you for your referral regarding Data Security Compliance Testing. We appreciate the Chief Financial Regulator Forum's attention to this critical issue and the detailed considerations provided. The observation that there lacks clear expectations for compliance testing and reporting made clear that what was required was formal guidance supported by a motion from the Cybersecurity (H) Working Group.
Ensuring consistent and effective compliance testing for the Insurance Data Security Model #668 is vital for maintaining robust cybersecurity practices across states, especially given the increasing adoption of the Model Law and the overlap with IT Review procedures in financial examinations.
We have carefully considered the following key questions as part of our review:
· Should Model #668 compliance test procedures be incorporated into each full-scope financial condition examination conducted by a domestic regulator in a state that has adopted Model #668 or similar requirements, with foreign regulators relying on that work where appropriate?
· Should Model #668 findings be incorporated into regulator-only management letters (or similar communication tools) with the results shared across all licensed states?
· Whether and how additional training and information could further avoid duplication of regulatory efforts. 
Suggested Procedural Updates:
The Cybersecurity (H) Working Group agrees that consistent and effective compliance testing for Model #668 is essential to strengthening cybersecurity oversight across states. As adoption of the Model Law continues to expand, so too does the need for clear, coordinated expectations for how compliance is assessed—particularly in the context of financial condition examinations. 
The Working Group supports incorporating Model #668 compliance testing into full-scope financial condition examinations conducted by domestic regulators in states that have adopted the Model Law. We recommend that foreign regulators place primary reliance on this work, consistent with existing reliance principles and the IDSM Compliance Guide’s emphasis primary reliance on the work of the domestic regulator to reduce duplicative oversight and promote a seamless regulatory environment.
Our aim is to foster a culture where Model #668-related insights—whether derived from financial or market conduct examinations—are shared confidentially and constructively across jurisdictions, consistent with existing protocols. To frame our approach, we emphasize two distinct but complementary objectives: (1) the sharing of details on work already performed, and (2) the sharing of findings that may inform other regulator’s supervisory activities. This approach supports the IDSM Compliance Guide’s vision of a seamless regulatory environment where coordinated oversight reduces redundancy and enhances consumer protection. Encouraging both practices can significantly enhance regulatory efficiency and reduce unnecessary duplication.

Importantly, we believe the communication of both work performed and of findings should occur fluidly to and from both market conduct examiners and financial examiners because there may be situations where work performed or findings may be pertinent to shaping each function’s work. 
Accordingly, our recommendations and suggestions to you and other groups are as follows:
· Cross-Referencing Guidance: To enhance examiner awareness and promote leveraging of work, we recommend that the:
· IT Examination (E) Working Group (ITEWG) consider incorporating visual indicators, such as asterisks, footnotes, or callouts, within Exhibit C to highlight controls that may support compliance with Model #668. These indicators should be designed to facilitate recognition of relevant controls without imposing new requirements or altering existing procedures. 	
· Market Conduct Examination Guidelines (D) Working Group consider incorporating guidance encouraging examiners to understand work performed during a financial exam prior to the performance of compliance procedures.
· Scope Considerations: To support thoughtful and consistent scoping decisions, we recommend including prompts that help examiners assess the applicability of Model #668 compliance based on the insurers domicile. In this context, we suggest evaluating whether revisions to Section 1, Part III.A- General Information Technology Review and Section 2, Phase 1-Step 4: Consideration of Information Technology would be appropriate to encourage more deliberate inclusion of Model #668 considerations in the examination scope. 
· Communication and Coordination Practices: We support the consideration of updates to examination guidance such as the Exhibit C (including the Exhibit C Summary Review Memorandum (SRM), Exhibit AA SRM, the Management Letter, to confidentially share details of work performed and resulting findings that may be relevant to other regulators. We emphasize the importance of proactive communication, particularly where such insights can inform supervisory planning or reduce duplicative efforts. While we recognize the value of these tools, we defer to your judgement on which mechanism is most appropriate in a given context, acknowledging that different tools may be better suited to different circumstances. 
· Market Conduct Coordination: We encourage the Market Conduct Examination Guidelines (D) Working Group to explore how existing pre- and post-incident checklists and questionnaires might be adapted to reflect cybersecurity governance and breach notification practices, particularly in states that have adopted Model #668. Specifically, we recommend that the Market Conduct Pre-Planning Checklist includes prompts to determine whether the insurer is domiciled in a Model #668 state and whether cybersecurity practices should be reviewed. Similarly, the Post-Examination Questionnaire should include questions about cybersecurity governance and breach notification practices. 

We recommend that the Working Group consider how findings and procedures from financial condition examinations can be leveraged to inform market conduct reviews. This includes identifying opportunities to align expectations and redundant testing across examination types. To further support this coordination, we suggest evaluating whether targeted training or guidance could help market conduct examiners better recognize when existing work products from financial exams may satisfy or inform their own review objectives. Such efforts would promote a more unified supervisory approach, reduce duplication, and enhance the overall effectiveness of cybersecurity oversight. 

To support these efforts, we suggest that the Cybersecurity (H) Working Group collaborate with the ITEWG, NAIC Staff, and other regulators to develop targeted training. This training will help examiners recognize when existing work products may satisfy or inform their own review objectives and promote a more unified supervisory approach. 
We encourage working groups to explore opportunities to align their practices in ways that reduce duplication and enhance the value of compliance efforts already undertaken. This includes considering how existing compliance review procedures, particularly those conducted during financial condition exams, can be leveraged to inform market conduct reviews, and vice versa.
Conclusion and Path Forward	Comment by Romero, Miguel: Let’s add some acknowledgement of the training component suggesting that the CWG will work with the ITEWG, NAIC Staff, and other regulators, as appropriate, to develop training to support these shared goals.
The Cybersecurity (H) Working Group appreciates the Chief Financial Regulator Forum’s thoughtful referral and the opportunity to support a more unified approach to Model #668 compliance. As adoption of the Model Law continues to expand, we recognize the importance of fostering a regulatory environment that encourages the sharing of work and findings across jurisdictions and examination types.
We support efforts that promote the use of existing compliance review procedures, particularly those already conducted during financial condition examinations—as a foundation for broader regulatory coordination. Encouraging the confidential sharing of Model #668-related insights, where permitted, can help reduce duplication and enhance the overall effectiveness of cybersecurity oversight.
Looking ahead, we will continue to engage with relevant NAIC working groups, including the IT Examination (E) Working Group and the Market Conduct Examination Guidelines (D) Working Group, to explore opportunities for alignment. This includes identifying areas where guidance can be clarified or enhanced to support examiners in recognizing and leveraging existing work, without imposing new mandates.
We remain committed to supporting a flexible, risk-based approach to Model #668 compliance that respects jurisdictional autonomy while advancing shared goals. For further discussion or clarification, please contact me or NAIC staff (Koty Henry at khenry@naic.org or Miguel Romero at maromero@naic.org).
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