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General Considerations

III.
General EXAMINATION considerations
This section covers procedures and considerations that are important when conducting financial condition examinations. The discussion here is divided as follows:

A.
General Information Technology Review

B.
Materiality

C.
Examination Sampling
D.
Business Continuity

E.
Using the Work of a Specialist

F.
Outsourcing of Critical Functions

G.
Use of Independent Contractors on Multi-State Examinations 
H.
Considerations for Insurers in Run-Off
I. 
Considerations for Potentially Troubled Insurance Companies
J. 
Comments and Grievance Procedures Regarding Compliance with Examination Standards
A.
General Information Technology Review
The examination of information technology (IT) utilized by an insurer has become an increasingly important part of the examination process as companies have placed a greater reliance on IT systems to run their business. IT general controls (ITGCs) are policies and procedures that help ensure proper operation of computer systems, including controls over network operations, software acquisition and maintenance, and access security. ITGCs provide a foundation necessary to ensure the completeness, integrity and availability of IT systems and data and comprise the environment from which application controls are designed, implemented and operated. An effective IT general control environment can, therefore, provide examiners with greater assurance regarding the overall reliability of a company’s IT systems and the reports generated from those systems. In addition, this allows the opportunity to test and rely on automated application controls during Phase 3 of the exam. As such, a formalized process to complete a general IT review has been developed to assist the IT examiner in completing this important section of the financial condition examination. In a risk-focused examination, steps 1–5 of the general IT review process should be performed prior to the completion of planning the overall financial condition examination. Step 6 of the IT review process should be performed in conjunction with the remaining portion of the overall examination. The following steps document the process to be followed in completing the general IT review:

1. Gather Necessary IT Planning Information

The first step in performing a general IT review is to gather the information necessary to plan the IT review of the insurer. At this time, the examiner-in-charge (EIC) and the IT examiner should work together to request that the insurer complete the Information Technology Planning Questionnaire (ITPQ), included in Exhibit C – Part One, to assist in the planning process. In addition, other relevant information to obtain in planning the IT review might include prior examination workpapers, work on IT systems performed by internal/external auditors or consultants, and information maintained by the insurance department’s financial analysts. The reports and results from third-party cyber self-assessment tools may also be utilized for an IT review. Note that if companies do not use these tools, the examiner can continue with the normal IT review process. There are a variety of cyber self-assessment tools that companies may opt to use depending on their business type. Examples of cyber assessment tools that have been developed include, but are not limited to, tools developed by, or to facilitate compliance with the following: the Financial Services Sector Coordinating Council (FSSCC), the Health Information Technology for Economic and Clinical Health Act (HITECH), and the Health Insurance Portability and Accountability Act of 1996 (HIPAA). Based on a consideration of the assessment tool’s scope, date of preparation, and quality of information presented (including whether or not the information has been validated by an independent third party), the state insurance regulator may determine the information contained within the assessment that can be extensively leveraged during the IT review. Depending on the assessment of the IT examiner, the results of the cyber self-assessment tool may be used to:

· Populate Exhibit C with risk statements and controls to be tested.

· Reduce the extent of testing within Exhibit C if the state insurance regulator determines that the self-assessment has already been sufficiently validated.
2. Review Information Gathered 
After the information for planning the IT review has been gathered, including the ITPQ, the IT examiner should review the information obtained to assist in planning and determining the scope of the general IT risks to be reviewed. Some factors to consider as part of this process include:

· The complexity of the insurer’s information systems and IT risk mitigation strategies; 

· The extent to which reliance will be placed on those risk mitigation strategies in the financial examination;

· The length of time the existing system has been in place and any significant changes to the system; 

· The types of subsystems being used and how data is shared among systems;

· The hardware and software being used and whether the software was internally or externally developed; 
· The extent to which the insurer outsources its IT functions;
· Past issues the insurer may have had with its systems;

· Answers provided from the insurer via the ITPQ;

· Documentation available from other sources, including external and internal auditors;

· The insurer’s participation in electronic business and electronic data interchange; 
· The amount of reliance placed on the work of third parties;
· The type, volume, and external availability of sensitive information that is processed and/or stored by the company and;
· Changes to the company’s controls and/or processes to ensure compliance with the General Data Protection Regulation (GDPR), if applicable, or other relevant data protection requirements.
The IT examiner should consider which risks included on the Evaluation of Controls in Information Technology (IT) Work Program (Exhibit C – Part Two) are applicable to the insurer under examination and determine if there are additional general IT risks that should be reviewed for this insurer. Additionally, based on the review of internal and external audit work, the IT examiner may determine that sufficient testing has been performed to fully address specific risks or areas of concern. In this case, the IT examiner may document in the IT planning memo their comfort with, and planned reliance on, the specific internal and/or external audit work included in the file. Additionally, the IT examiner need not include these specific risks or areas of concern in the IT work program. 
3. Request Insurer Control Information and Complete IT Review Planning
After the initial planning information has been gathered and reviewed, the Evaluation of Controls in Information Technology (IT) Work Program (Exhibit C – Part Two) to be utilized in the review should be created. As part of this process, the IT examiner should customize the standard work program to include only the general IT risks that are of concern for the insurer under examination. In addition to providing a list of risks in the work program, the IT examiner may wish to provide a list of common controls that indicate how a typical insurer may mitigate these risks to assist the insurer in developing its response. Finally, the IT examiner may consider prompting the insurer to include information supporting the IT controls in place to mitigate risks by including an information request in the work program distributed to the insurer. The IT review team should coordinate with the appropriate staff at the insurer to request a response. The insurer’s response should indicate their controls in place to mitigate the risks identified in the work program. The IT examiner should review the company responses, considering the adequacy of the controls identified, and request evidence to test the effectiveness of the insurer’s mitigating controls. The IT examiner may consider some of the examination procedures listed in the Evaluation of Controls in Information Technology (IT) Work Program (Exhibit C – Part Two), and complete the planning of the IT review. 

After the work program has been finalized, the IT examiner should document the plan to complete the IT review. The plan should document the staffing to be used to complete the review, the scope of work to be performed and a proposed budget to complete the review. The plan should be subject to the review and approval of the EIC and additional examination supervisors, as considered appropriate by the state. This plan may be documented through the use of an IT review planning memo, or other workpaper that documents the approval of the EIC.
4. Conduct IT Review Fieldwork

The IT examiner should schedule examination fieldwork, with the initial fieldwork to include conducting interviews of key IT staff. These interviews should serve as an opportunity to substantiate and clarify some of the information provided by the insurer in Exhibit C – Part Two. The IT examiner may also gain additional information relating to key activities, risks, and risk mitigation strategies for the financial examination. As such, the IT examiner may want to invite the examiner-in-charge and/or other financial examination staff to participate in the interview process. Some of the potential candidates for interview include the Chief Information Officer, Chief Technology Officer, Chief Security Officer, System Architect, Chief System Engineer, and any other individuals responsible for maintaining, updating and testing the insurer’s business continuity and disaster recovery plans. Example agenda items for IT interviews, subject to the areas of expertise for the interviewee, include but are not limited to:

· IT Strategic Planning; 

· IT Governance;

· Leadership development and succession planning;

· Organizational structure;

· Risk management;

· Development and maintenance of policies;

· Budgeting;

· Security;

· E-Business;

· Business continuity;

· Acquisitions and integration;

· Architecture, development and implementation of major programs; 

· External environment, and

· Any other items necessary to evaluate the insurer’s general IT controls.

After the IT review team has completed the interviews, the team should begin to test the general controls identified by the insurer. This work should be completed with the assistance of the insurer’s IT staff and should utilize the existing work of others, if deemed appropriate. As noted in step 2 above, if the IT examiner has determined that reliance will be placed on all or some of the work performed by CPAs or the company’s internal audit function (if deemed independent) to fully address a specific risk or area of concern, the IT examiner would not be required to include those specific risks or areas of concern on the work program. However, if the IT examiner determines that the work performed by the third-party only partially addresses a risk, but additional work would be required to fully address that risk, the IT examiner should include the relevant third-party documentation in the file and map or link it to the respective risk in the work program.  

While it is expected that audit work (external/internal) would be the most common type of work relied on by the exam team, work performed by other regulatory agencies and/or cybersecurity experts may also be leveraged to reduce the independent work performed during an exam. Regardless of the work being reviewed, state insurance regulators should specifically consider the scope of work, the independence and qualifications of the entity (or person) performing the work, the timing of the work performed, and the findings included in any report received. Qualifications should be evaluated based on the training, experience and education of personnel performing the work (see Section 1-2 Letter E for more information on the use of specialists). Based on the state insurance regulators’ review of the third-party work, state insurance regulators may be able to use the work to enhance the risk assessment, interview, and scoping process performed during the IT review. While the IT examiner is responsible for performing his/her own independent risk assessment, third-party work that directly addresses an identified risk may be relied upon in a similar manner to external/internal audit work. In this case, the IT examiner should briefly document his/her understanding of the third-party testing performed and any conclusions reached from the testing procedures. To the extent that findings are noted in the report obtained, state insurance regulators may find it more useful to corroborate the remediation of the findings as opposed to performing an independent review of the company’s controls to confirm the findings’ existence.
After considering the utilization of existing work, testing of general IT controls and other procedures should be performed in order to gain an appropriate level of understanding of the insurer’s IT environment and the effectiveness of general IT controls in place. As noted above, the IT examiner may consider performing examination procedures listed in the Evaluation of Controls in Information Technology (IT) Work Program (Exhibit C – Part Two) or any other procedures necessary to conclude upon the effectiveness of the company’s general controls in mitigating the risks identified. All testing should be documented appropriately to ensure that the work may be referenced within the financial examination workpapers, as necessary. 
5. Document Results of IT Review
At the conclusion of the IT review fieldwork (at or prior to the conclusion of planning of the financial examination process), the IT examiner should have a completed IT controls work program supported by documentation and testing as a deliverable. In addition, a summary of findings regarding the insurer’s IT environment and general IT controls should be prepared at this time. The findings may be considered prospective in nature (resulting in recommendations to the company) or current in nature (which may have an impact on the financial exam). These findings should be documented through the use of an IT summary report (or similar document), which should include a description of recommendations to the company and/or how the findings may impact the examiner’s reliance on general IT controls and approach to application control testing in Phase 3. The IT summary report may also include a summary of the insurer’s IT operations, and detail on the IT review work performed. Based on the impact of the findings, the IT examiner should determine whether the ITGC environment is generally effective. A generally effective environment would indicate that IT risks have been sufficiently mitigated and findings are not pervasive enough to limit the ability to allow for testing of application controls in Phase 3. 
From the IT examiner’s perspective, controls over IT systems are considered generally effective when they maintain the integrity of information and the security of the data that such systems process and when they include effective general IT controls and application controls. Typically, at the end of the IT review, the ITGC environment would be considered generally effective, unless specific adverse findings summarized in the IT summary memorandum indicate otherwise. Professional judgement and skepticism should be exercised when making this determination. Often, even when issues are identified, the IT examiner may be able to determine that the finding is isolated to a specific system or point in time and, therefore, would not impact the overall reliability of the ITGC environment. In this case, the IT examiner should document in the IT summary memo which key activities or specific applications may be impacted by IT review findings and how.

In some instances, the overall ITGC environment may be deemed ineffective. In reaching this conclusion, the IT examiner should consider whether the findings outlined in the IT summary report:

· Are pervasive throughout the ITGC environment.

· Significantly impact the systems used in calculating and reporting financial results or the accuracy of information used in reaching major strategic decisions.

· Indicate deficiencies relating to management involvement and oversight of the IT strategy and direction.

· Are not alleviated by other mitigating factors.

If the ITGC environment is not deemed generally effective, the examiner may perform additional testing in later phases of the exam before relying on system generated reports or application controls in place of the insurer. The additional testing procedures should be designed to prove that the application control or system report is complete and correct despite the generally ineffective ITGC environment. Whether the ITGC environment is deemed generally effective ultimately depends on the IT examiner’s professional judgment. To determine the impact of the IT review findings on the remainder of the examination, the examiner should next consider if the nature of the findings affects the quality of information produced by the company’s applications and systems. For instance, a finding that the company has inadequate continuity management controls may be significant. However, such a finding would be unlikely to affect information produced by the company’s IT systems. The IT examiner should assess ITGCs with regard to their effect on applications and data that become part of the financial statements or are used in making strategic business decisions.
The examiner may also consider performing additional procedures to determine the extent of the impact of specific findings. For instance, the company may have deficient user access controls. If the examiner is able to determine that in the period under examination, the key systems to the exam were not accessed inappropriately, the impact of the examination’s findings may not substantively affect the examination in later phases of the exam beyond the reporting of the finding. Given the complexity of evaluating the impact of individual findings and/or findings in the aggregate, communication of the results and mitigating factors in the IT Summary Conclusion Memorandum is important. 

The IT examiner is cautioned against defaulting to the conclusion that the overall ITGC environment is ineffective, as such a conclusion could have a significant impact on the approach taken by the financial examiner on the remainder of the examination. For instance, in Phase 3, the examiner would be required to test manual or compensating controls for an identified risk if application controls cannot be relied upon and, therefore, may not be able to reach strong controls reliance. This may lead to additional detail testing in Phase 5 to fully address the identified risk. Additionally, the examiner would be required to test the accuracy and completeness of system generated reports, prior to those reports being utilized in addressing the identified risk in Phase 5.
The IT review process outlined up to this point, along with the corresponding documentation of results, may be performed on each examination, regardless of insurer size. These documents should also be appropriately presented and discussed with the examiner-in-charge to help facilitate a general understanding of the IT systems in place at the insurer and the impact that any findings may have on the ongoing exam. 
6.
Assist on Financial Examination

Following the completion of the IT review of the examination, the IT examiners involved in the IT review should remain available to assist in the completion of the financial portion of the examination. Such assistance could include data mapping, ACL testing, clarification of work performed during the IT review, assistance in completing the examination report and recommendation letter, and additional assistance in testing IT application controls to mitigate risks identified by the financial examination team. 
Although the identification and assessment of risk mitigation strategies is the responsibility of the examination team as a whole, the IT review staff may have additional insight and experience that may be beneficial in identifying and testing IT controls associated with particular insurer applications. The involvement of IT review staff in this area of the examination may be especially beneficial when examining companies with well documented internal controls that may allow the examination team to reduce substantive testing. 

Cybersecurity Considerations

As the examiner reviews an insurer’s operations, he or she may determine that the insurer has significant exposure to cybersecurity risks. The specific risk exposure for the insurer may vary based on volume, type of sensitive information (e.g. Social Security numbers, protected health information, personally identifiable health information, etc.) and the broad security environment in which the insurer is operating. The examiner should be mindful that the insurer is not required to use any particular IT security framework, nor are its IT security systems or controls required to include all of the components of any single or particular IT security framework or the examiner’s work program. The examiner should broadly consider not only the volume and type of sensitive information obtained, maintained or transmitted by the insurer, but also the laws and regulations to which the insurer is subject, as well as the size and complexity of the insurer’s operations and the nature and scope of its activities. All of these factors will influence the cybersecurity policies and systems and the IT security framework or frameworks that are appropriate for a particular insurer to effectively protect its sensitive information. As a result, responding to a particular insurer’s risk will require judgment by the examiner in tailoring the use of existing Handbook guidance. In these situations, examination teams should review the insurer’s risk mitigation strategies and/or controls that identify cybersecurity risks to protect against and detect cybersecurity incidents, and respond to and recover from cybersecurity incidents when they do occur.

When assessing the level of an insurer’s cybersecurity controls/processes, the examiner should take into account the distinction between the roles of the insurer’s board of directors and its senior management. The examiner should recognize that, while it is the role of the board to understand and oversee the insurer’s cybersecurity policies, systems and controls, it is the role of its senior management to implement the insurer’s cybersecurity policies and to ensure the performance and outcomes of the insurer’s risk mitigation strategies and controls are appropriate. Strategies and controls should identify, protect against, and detect cybersecurity incidents, as well as allow the insurer to respond/recover from such incidents. Each of the primary information security functions are described below:
· Identify - The identification of cybersecurity risks is important in helping the organization understand the best way to deploy its limited resources. Internal risk assessment is crucial for organizations to understand constantly evolving risks. Participation in information networks, though not required, is likely to enhance understanding of risks. In a robust control environment, insurers devote resources to a risk assessment process that includes some amount of management/board involvement, appropriate to the distinct roles of the board and senior management, as well as a sufficient level of technical expertise to ensure that issues are well understood and responded to appropriately.

· Protect - Protection is an important element in the overall strategy for any risk and cybersecurity is no exception. A robust risk mitigation strategy may include a combination of strong policies, system and network access controls, and data security protection (e.g. data-at-rest, in use, in transit, and in storage are protected, etc.), as appropriate to the broad security environment in which the insurer is operating, including the volume and type of sensitive information obtained, maintained, or transmitted by the insurer, the security laws and regulations to which it is subject, its size and complexity, and the nature and scope of its activities. When applicable, controls should directly address risks presented by third party access to the insurer’s network, systems and data (including access by vendors, agents, brokers, third-party administrators [TPAs] and managing general agents [MGAs]). Training is also an important part of the insurer’s response to cybersecurity risks as many incidents occur due to improper execution of controls rather than the lack of controls. Control effectiveness is limited if employees are not provided adequate training to understand the objectives and importance of their assigned responsibilities. 

· Detect - Insurers should also have a strong set of detective controls that enable timely identification and mitigation of threats to the organization. These may include anti-virus and anti-malware software as well as network monitoring and intrusion detection related processes and controls. Organizations may perform vulnerability scans and penetration tests to ensure that weaknesses in the protective/detective controls are identified and addressed.

· Respond and Recover - A review of the insurer’s incident response plan is an important consideration in the overall assessment of cybersecurity at an insurer. The response to a cybersecurity incident may leverage concepts from the insurer’s broader disaster recovery plan, but may also require unique considerations since recovering from a cybersecurity incident requires a different response than recovering from an environmental incident (e.g. fire, earthquake, tornado, etc.). The examiner should note, however, that network threats and incidents are not rare events like environmental incidents. It is also important that people with assigned responsibilities within the disaster recovery plan have the necessary background/training to perform the assigned duties. Insurers should include in their plan who they are required to contact in the event of a security incident (regulators, affected parties, etc.) and how public relations will be managed to limit the impact of the incident on the organization’s reputation. Importantly, response plans should be tested to ensure that the organization is ready to deploy the plan in the event of an actual incident.

When significant incidents do occur, it is important that the insurer performs a thorough post-remediation analysis and restores services that were affected as a result of the incident in accordance with the response plan. Examination teams may consider reviewing incident reports to consider how the organization has learned and adapted when security protocols are breached.

Depending on the insurer’s operations, there may be unique risks that the examiner identifies for further review. For instance, some insurers may leverage controls at service providers to provide assurance over cybersecurity risks. While this may be appropriate, insurers should be able to confirm that the service provider has appropriate risk mitigations strategies and controls in place and that appropriate protections are built into their service agreement (e.g. indemnification clauses, right to audit, technology errors and omissions insurance coverage, etc.) to address the risks presented to the insurer.
Although uncommon, if the examiner determines that the insurer has significant exposure to cybersecurity risk, the examiner may consider incorporating the use of a cybersecurity expert to assist in performing cybersecurity procedures. The specific risk exposure assessment for the insurer should be based on the IT examiner’s judgment and may consider the insurer’s line of business, the size and complexity of operations, known cybersecurity incidents; risks presented by third-party access to the insurer’s network systems and data, recent acquisitions, concerns about the controls in place to protect against, detect, respond and recover from cybersecurity incidents, or any other significant risk factors related to cybersecurity. Note that the decision to use additional expertise to address cybersecurity concerns should be based on the accumulation of circumstances and not necessarily due to any one situation discussed above.
The following insights may assist regulators and/or cybersecurity experts as they assess the strength of the insurer’s security program and therefore the risk that cybersecurity events present to the insurer. These insights are for informational purposes and are not intended to be requirements for insurers. Companies may be assessed by their individual risk profile and the organization’s risk strategy.
Events, Incidents and Breaches

As regulators engage insurers in discussion regarding past cybersecurity events, it may be useful to understand the difference between various types of events. A “cybersecurity event” can be defined as an event resulting in unauthorized access to, disruption or misuse of an information system or information stored on such an information system. Insurance companies may also use terms such as incidents and breaches or may distinguish between successful and unsuccessful events as they discuss their cybersecurity program. Regardless, regulators should gain an understanding of how the insurer defines its events and incidents. Insurers should consider both unsuccessful cybersecurity events and successful cybersecurity events (incidents), as appropriate. For instance, while an unsuccessful event may only access the company’s network without accessing sensitive information, it may still represent an event that the insurer should consider, correlate with other activity, and learn from to ensure security practices are enhanced, as appropriate. Timely, effective incident response is extremely critical in minimizing the impact of a cybersecurity incident.  
Integration of Cybersecurity Risk into Enterprise Risk Management

As noted before, an insurer’s board and/or senior management often play a significant role overseeing a cybersecurity program. As an insurer’s cybersecurity risk increases, examination teams may want to scrutinize the integration of cybersecurity risk into the insurer’s Enterprise Risk Management. This may include consideration of the level of information provided to the board and/or senior management and the appropriateness of the insurer’s risk identification and assessment process. It may be appropriate for board and/or senior management to receive summary level information, but there should be a designated person with cybersecurity expertise that is responsible for developing the insurer’s response to mitigate cybersecurity risks. This person should be deemed the insurer’s cybersecurity risk owner and should receive information that is tailored to the insurer’s specific cyber risk exposures. For instance, use of third-party service providers, integration of acquired companies, legacy systems, etc. may all represent unique exposures that require specific consideration as mitigation strategies are developed.

Information Security Program
Note: The guidance that follows should only be used in states that have enacted the NAIC Insurance Data Security Model Law (#668). Moreover, in performing work during an exam in relation to the Model #668, it is important the examiners first obtain an understanding and leverage the work performed by other units in the department, including, but not limited to, market conduct-related work.
Specific requirements related to an insurance company’s information security program are included in Model #668. States that have passed the law may have an enhanced ability to encourage remediation of control issues in relation to issues identified during the exam. To the extent a state has adopted Model #668 and it is in effect at the time of the examination, examiners may consider tailoring the IT review to include consideration of the items below. As evidenced below, implementation of each control identified for consideration shall be done based on the insurer’s individual risk assessment:

Section 4-C of Model #668 details the requirements for performing a risk assessment. As part of a risk assessment, the licensee shall perform the following:
1. Designate one or more employees, an affiliate or an outside vendor designated to act on behalf of the licensee who is responsible for the Information Security Program. 

2. Identify reasonably foreseeable internal or external threats that could result in unauthorized access, transmission, disclosure, misuse, alteration or destruction of nonpublic information, including the security of information systems and nonpublic information that are accessible to, or held by, third-party service providers.
3. Assess the likelihood and potential damage of these threats, taking into consideration the sensitivity of the nonpublic information. 

4. Assess the sufficiency of policies, procedures, information systems and other safeguards in place to manage these threats, including consideration of threats in each relevant area of the licensee’s operations, including: 

a. Employee training and management.
b. Information systems, including network and software design, as well as information classification, governance, processing, storage, transmission and disposal.
c. Detecting, preventing and responding to attacks, intrusions or other systems failures.
5. Implement information safeguards to manage the threats identified in its ongoing assessment, and no less than annually, assess the effectiveness of the safeguards’ key controls, systems and procedures. 
Based on this risk assessment, Section 4-D requires the licensee to execute the following:
1. Design its Information Security Program to mitigate the identified risks, commensurate with the size and complexity of the licensee’s activities, including its use of third-party service providers, and the sensitivity of the nonpublic information used by the licensee or in the licensee’s possession, custody or control. 

2. Determine which security measures listed below are appropriate, and implement such security measures.

a. Place access controls on information systems, including controls to authenticate and permit access only to authorized individuals to protect against the unauthorized acquisition of nonpublic information.
b. Identify and manage the data, personnel, devices, systems and facilities that enable the organization to achieve business purposes in accordance with their relative importance to business objectives and the organization’s risk strategy.
c. Restrict access at physical locations containing nonpublic information only to authorized individuals.
d. Protect by encryption or other appropriate means all nonpublic information while being transmitted over an external network and all nonpublic information stored on a laptop computer or other portable computing or storage device or media.
e. Adopt secure development practices for in-house developed applications utilized by the licensee and procedures for evaluating, assessing or testing the security of externally developed applications utilized by the licensee.
f. Modify the information system in accordance with the licensee’s Information Security Program.

g. Utilize effective controls, which may include multifactor authentication procedures for any individual accessing nonpublic information.
h. Regularly test and monitor systems and procedures to detect actual and attempted attacks on, or intrusions into, information systems.
i. Include audit trails within the Information Security Program designed to detect and respond to cybersecurity events and designed to reconstruct material financial transactions sufficient to support normal operations and obligations of the licensee.
j. Implement measures to protect against destruction, loss or damage of nonpublic information due to environmental hazards, such as fire and water damage or other catastrophes or technological failures.
k. Develop, implement and maintain procedures for the secure disposal of nonpublic information in any format.

3. Include cybersecurity risks in the licensee’s ERM process. 


4. Stay informed regarding emerging threats or vulnerabilities, and utilize reasonable security measures when sharing information relative to the character of the sharing and the type of information shared.
5. Provide its personnel with cybersecurity awareness training that is updated as necessary to reflect risks identified by the licensee in the risk assessment.
Review section 3 of the Model #668 for legal definitions of relevant and commonly used terms. For purposes of the exam process, licensees include, but are not limited to, insurance companies. Model #668 also covers the topics of board of directors oversight, third-party service providers, program adjustments, incident response plan, and the annual certification to the commissioner of the domiciliary state. Review Model #668 language for further insights on the topics above.

Evaluating Employee Training / Security Awareness Programs

Employees often represent the front line of any strong security program. However, without proper training, employees may also represent vulnerability in the company’s defense program. Therefore, strong security awareness training can help in mitigating the risk presented by phishing e-mails and other social engineering attacks. Strong security awareness training may be characterized by:

· Use of real world examples to help users be able to identify phishing e-mails;

· Use of phishing emails sent to the user community by the insurers internal security specialists or security vendor to measure effectiveness of user training;

· A clear protocol that provides employees help in identifying and reporting phishing e-mails; and

· Elements of a training that are tailored to the employee’s specific roles, responsibilities, and access rights.
Since cybersecurity threats are constantly evolving, it is important to have a strong and up-to-date training regimen. Additionally, in a strong cybersecurity program trainings should be performed on a consistent and periodic (e.g. annually) basis to ensure the information reaching the employees is commensurate with the modern-day threats facing the company. As regulators evaluate the appropriateness of the program, they should consider whether the training is mandatory for all employees and whether it includes procedures and instructions for employees to follow in the event that the employee has a good faith, fact-based belief that a breach or cybersecurity event may have occurred. 
Vulnerability Management

In the most robust information security programs, companies understand that not all vulnerabilities can be eliminated, typically due to business needs or time and resources. However, companies should have an understanding and should inventory their identified vulnerabilities as well as have a plan to ensure vulnerabilities that can’t be eliminated are mitigated as much as possible. For instance, if the insurer is unable to confirm that a third-party service provider is able to secure their own access to the company’s information system, the company should ensure they monitor the service provider’s access to determine if improper activity occurs on the company’s network. As many vulnerabilities originate with a company’s patching practice, it is important that regulators obtain an understanding of the company’s patch management. Research suggests that in any given year, the majority of breaches have a root in a Common Vulnerability and Exposure (CVE) that often has been known and identified for several years. An insurer should maintain a strong practice of patch management, or at least a practice of understanding and mitigating existing vulnerabilities as an important part of a robust security program. For vulnerabilities discovered between exam periods, the NAIC maintains a Cyber Vulnerabilities document on the IT Examination (E) Working Group webpage with company questions and follow-up procedures to learn more about the extent of the vulnerability, how that information can be used going forward, and possible actions to be taken, if warranted (e.g., targeted exam procedures, additional interim procedures, etc.). 
Company Acquisitions

Finally, in situations where a company has recently acquired/integrated another company, the IT examiner should also pay special attention to the procedures performed in integrating company systems. This is often when companies are most vulnerable to cybersecurity threats as controls are often in flux and mistakes in integration may create vulnerabilities that are not easily identified or remedied.  

Exhibit C, Part Two (Instruction Note 3) includes specific mention of risk statements and sections of the exhibit that can be applied to ensure the examination has an appropriate response to identified cybersecurity risks. 

Note that the findings identified through the review of the company’s cybersecurity control environment should be communicated to the financial examiner via the IT Summary Memo.

Uniformity of Data for Timely & Efficient Transfer
Legacy systems with uncommon and difficult-to-access data structures should be flagged for further investigation as part of the IT review. Companies with multiple IT platforms, multiple cloud storage providers, or that rely on MGAs or TPAs may be at a higher risk, especially if its data is stored in a commingled environment. The ability to migrate and transfer data may be relevant in a number of scenarios including switching service providers, mergering with or acquiring another company, company insolvency necessitating the transfer of policyholder data to the guarantee fund, etc.. If the data is found to be in a format that is not conducive with timely and efficient data transfer, the IT examination team is encouraged to notify the insurer to discuss data migration and the possible need for a more uniform data standard (for example, Uniform Data Standards—UDS—for property and casualty companies). The IT exam team may also review contracts with third-party data storage providers for clauses on data transfer rights. The solvency outlook of the company may be considered when discussing if data migration to a more uniform format is necessary. See DSS 01.01 in Exhibit C for common controls, information requests, and possible procedures regarding the quality, timeliness, and availability of data. In summary, the data should be stored in a format which allows it to be accessed, utilized, and efficiently transferred, if necessary.
Note: While Uniform Data Standards apply specifically to property and casualty companies, all companies should have the ability to export claims data through a defined format that would allow the data to be received and utilized by a third-party guaranty fund, if necessary. See the NAIC UDS Operations Manual for more information. This manual is maintained by the National Conference of Insurance Guaranty Funds. The following sections would be most applicable to examiners:
· A Record Extended Table Appendix: IX

· B Record Extended Table Appendix: XIX

· G Record Extended Table Appendix: LVIII

· F Record Extended Table Appendix: LIV

· I Record Extended Table Appendix: LXV

· Coverage Codes: 15-1

· Transaction Codes: 14-1

· Other Code Tables: 16-1
Customization for Small Companies

When conducting an IT review of a small company or a company with a non-complex IT environment, it is acceptable to limit the extent of test procedures performed. However, the examination must adhere to the six-step process outlined above. This includes obtaining the ITPQ responses from the insurer, completing a basic work program, and preparing a summary memo concluding on the results of the IT review and its impact on the rest of the examination. 

The most significant area to be customized for small insurers is the IT work program. Regardless of size or complexity, some level of testing is required to be performed to verify the design and operating effectiveness of the insurer’s IT environment; however, the presentation of such work may vary. It is recommended that IT examiners perform some level of review for IT general controls in place within each domain of the COBiT Framework. This may be shown using a customized version of Exhibit C – Part Two, where a limited number of controls applicable to the insurer are populated and reviewed. In limited circumstances, as described below, IT examiners may bypass the utilization of Exhibit C – Part Two:

1. If the CPAs or the company’s internal audit function (if deemed independent) have performed a review of ITGCs that sufficiently cover risks within each of the COBiT domains, the IT examiner may rely on such work without mapping or linking the work to a separate work program. However, the IT examiner must document their comfort with and planned reliance on the work performed.

2. When the IT environment is simplistic and the insurer utilizes purchased software programs from well-known vendors, IT examiners may choose to summarize, in memo format, the procedures performed for each domain of the COBiT Framework. However, before determining that it is appropriate to bypass the utilization of Exhibit C, IT examiners should consider whether the company has made significant modifications to the software being used, as modifications may impact the software’s reliability. In situations where significant modifications have been made and continue to be made, IT examiners should utilize Exhibit C – Part Two to document a consideration of risks relating to change management.

B.
Materiality

The examiners should consider materiality before planning and conducting examination procedures and when evaluating the results of those procedures. Materiality is defined as the dollar amount above which the examiner’s perspective of the company’s financial position will be influenced. It is determined at two levels during the initial planning stage: (1) an overall level as it relates to the annual statement taken as a whole; and (2) an individual balance (annual statement line item) level.

Considering Planning Materiality 

Planning Materiality (PM) is the examiner’s preliminary judgment of materiality made during initial planning. It is used in developing the overall scope of the examination procedures.

At the conclusion of the examination, the examiner evaluates whether the total effect of misstatements identified is material to the annual statement. Thus, it is necessary for the examiner to develop the scope of the procedures with a materiality consideration in mind. PM is used for that purpose. The amount considered material at the end of the examination may differ from PM since it is not ordinarily feasible to anticipate all the circumstances that may ultimately influence the examiner’s judgment about materiality used in evaluating the overall effect of misstatements on the annual statement. If the examiner determines that a significantly lower level of materiality is appropriate in evaluating the overall effect of examination differences, the examiner should reconsider the sufficiency of examination procedures.

The estimate of PM requires professional judgment, based on the examiner’s understanding of the company’s operations. The examiner needs to consider the (1) nature of the business, (2) operating results (e.g., stable earnings, consistently near break-even, volatile results), and (3) financial position. Consideration should also be given to how close the company’s surplus is to levels that would trigger regulatory action.

Setting Materiality Levels

Some of the factors that should be considered in determining PM are discussed below, along with examples of some measures that might be used. These are not the only measures or percentages that may be used – others may be appropriate based on professional judgment in particular circumstances. If a combination of measures is considered appropriate, the examiner should identify a range from which PM can be derived.

a.
PM Based on Capital and Surplus Levels – Typically, fair presentation of capital and surplus levels is of primary importance in an examination. Generally, an appropriate starting point in computing PM is 1 percent to 5 percent of capital & surplus. What percentage of surplus to use depends on the circumstances of the examination. For example, as a company’s capital and surplus declines toward minimum levels, the percentage used probably would be at the lower end of the range. Alternatively, for a strong, well-capitalized insurer with no apparent concerns, the percentage likely would be at the high end.

b.
PM Based on Operating Results – Another important financial measure is operating results, often the gain from operations. An appropriate starting point in computing PM is 5 percent of the pretax gain from operations. Whether to use current year income or an average of previous years’ income is a judgmental decision based on current economic conditions and earnings trends. In many situations, it will be appropriate to challenge the reasonableness of the different methods by computing income several ways.


The examiner should also consider the effective tax rate in setting PM. In some situations, the effective tax rate differs from the statutory rate due to a large capital gain, high level of tax credits, or nontaxable income. The starting point for PM assumes that a 5 percent change in pretax income will cause a 5 percent change in taxes and result in a 5 percent change in net income. Accordingly, PM may be a different amount in situations where the effective tax rate is significantly different from the statutory tax rate.


If the company operates at or near break-even or fluctuates between gain and loss from operations from year to year, pretax income may not be the most appropriate basis for computing PM. Also, because statutory accounting requires certain items to be reflected directly in surplus, statutory operating results may not be a good indicator of materiality. Premium volume or total revenue measures may be more appropriate. Again, it may be preferable to use more than one measure to identify a range from which PM can be derived.

c.
PM Based on Financial Position – Another measure to consider in determining PM may be one-half of 1 percent of total assets. As gains from operations diminish and become minimal, their usefulness as a point of reference for computing PM also diminishes. In those situations, a smaller percentage of total assets (e.g., one-fourth of 1 percent) may be the most appropriate base.

d.
Other Considerations – The general guidelines discussed above should apply to most examinations. However, in special situations the examiner may need to consider additional factors. In all cases, the estimate of PM requires professional judgment and consideration of a variety of factors – as no set of general guidelines can be all encompassing.
Documenting PM

The examiner should document in the Examination Planning Memorandum the reasons underlying the determination of PM and the amount established as PM.

Tolerable Error

Tolerable Error (TE) is the materiality for a particular account balance (annual statement line item) affected by a specific examination objective. It is the amount of monetary error that can exist in a specific account balance without causing the financial statements as a whole to be materially misstated when added to errors in other account balances. 

Setting TE – When examining an account balance based on a specified level of materiality, it is possible that some amount of error below that level is present, even if no errors are observed. As a result, if PM is used as the materiality level for specific examination tests, no margin is left for the aggregate effect of undetected errors. Thus, it is logical that the amount of TE set for each annual statement line item should be less than PM.

a.
TE is a planning concept used to determine the amount of error that the examiner’s testing is designed to detect. When the results of such tests detect an amount of error approaching or exceeding TE in that account, the examiner should evaluate the cause of the error and consider performing additional procedures to refine the estimate of acceptable error. 


TE is related to the preliminary estimate of materiality in such a way that, when combined for the entire examination plan, it does not exceed PM. In other words, TE should be set for each account so the probability is remote that the total of undetected errors, detected errors, and judgmental differences from all accounts will exceed PM. 


There are various statistical approaches to setting TE. These approaches result in TEs for various accounts that when simply added together exceed PM. However, when aggregated according to statistical formulas, those individual TEs result in an overall level of materiality that approximates PM. In other words, not all errors will move in the same direction. Therefore, the TE assigned to all accounts need not be so low that the sum of all TEs is less than PM. The appropriate level for setting TE will vary by examination. However, as a general guideline, TE can be set at fifty percent (50%) of PM for each particular annual statement line item.

b.
Considerations in Changing TE from 50% – There are some typical situations where it is appropriate to set TE at other than 50% of PM. In considering these situations, the examiner should be aware of the implicit judgment made when adjusting TE. As TE is increased, the examiner is implying that more risk can be accepted in the related account. This implication follows from the inverse relationship between TE and the extent of the examination procedures (the higher the TE, the smaller the sample size or, conversely, the lower the TE, the larger the sample size).


A higher TE also may be appropriate to use when the test’s purpose is to detect errors that would result in balance sheet reclassifications (e.g., misclassification of investments or policyholder deposits).


The examiner may wish to increase the nature or extent of the examination procedures in initial examinations or in examining the recently acquired operations of a company. Reducing TE in these situations is appropriate because the examiner would not have any experience on which to base expectation of errors.
Passed Adjusting Journal Entry (PAJE) Scope

During the course of the examination, the examiner may encounter errors that do not require adjustment in the report of examination. These errors must be accumulated using Exhibit BB – Summary of Unadjusted Errors in order to determine whether the errors are material in aggregate and an adjustment should be made. Some errors which are clearly immaterial should not be included within this summary. In order to determine a minimum dollar amount under which errors should be excluded, the examiner should calculate the passed adjusting journal entry (PAJE) scope.

Setting PAJE Scope
As a general guideline, the PAJE scope can be set at 20% of TE. When the examiner encounters errors that are below this amount, they should be excluded from the Summary of Unadjusted Errors. For example, if the PAJE scope is set at $50,000 and the examiner notes a $75,000 error and a $30,000 error, the $75,000 error should be included on the Summary of Unadjusted Errors, and the $30,000 error, which is below the PAJE scope, does not need to be included.

C.
Examination Sampling

Exam sampling is defined as the application of examination procedures to less than 100% of the items comprising an account balance or class of transactions for the purpose of evaluating some characteristic of the balance or class. In Phases 3 and 5 of the risk-focused examination process, sampling is frequently used to obtain examination evidence by testing controls, attributes, and account balances. Applying proper examination sampling procedures will allow the examiner to improve efficiency and effectiveness in his or her examination.

Examiners take a risk-focused approach to evaluate the overall solvency of a company but are not required to opine on the financial statement dollar balances. Therefore, this guidance focuses on both the testing of controls in Phase 3 and the testing of details, primarily attributes, in Phase 5. The sampling approach outlined herein allows an examiner to gain comfort in key activity areas but may not always produce a statistically valid sample for purposes of projecting errors across a population or proposing exam adjustments. In instances where more precision in sample selection is necessary or this guidance is deemed too general, examiners should exercise professional judgment in utilizing other resources to direct the use of sampling techniques such as AICPA sampling guidance or electronic sampling tools (e.g. ACL, IDEA, TeamMate Analytics, etc.). However, in these instances, examiners are expected to provide a description of the tool or guidance and the examiner’s rationale for why using the tool or guidance is appropriate. The rationale should include a brief explanation of how the sample size was generated and justifications for any instances where the tool or guidance used contradicts concepts set forth by this Handbook.       

Sampling worksheets have been developed to assist the examiner in determining, documenting, and concluding on sample selections. These worksheets can be found in Exhibit O – Examination Sampling Worksheets in Section 4 of this Handbook. 
The remainder of this section is divided as follows:

a. Determining Reliance on Audit Procedures

b. Selection of Testing Methodology 

c. Sampling for Testing of Controls
d. Non-Statistical Sampling

e. Attribute Sampling 

a. Determining Reliance on Audit Procedures
Audit workpapers can be used extensively to enhance the efficiency of an exam.  The Phase 1 guidance in Section 2 of the Handbook assists examiners in developing an understanding of the company and offers guidance for determining whether the work of auditors can be used to reduce the review of financial reporting risks. If the audit function is deemed effective, it may be appropriate to eliminate certain low to moderate financial reporting risks addressed by the auditor from a detailed review through the examination process. In these situations, it would not be necessary for the exam team to document a detailed review of sampling techniques utilized by the auditors to test these risks. However, if the examiner determines that specific financial reporting risks tested by the auditor are significant (moderate to high risks) or will be used to address a relevant critical risk category, the examiner should subject these risks to the full examination process by placing them on a key activity matrix for review. In reviewing and testing these risks on the risk matrix, the examiner may still choose to place reliance on testwork and sampling procedures conducted by the auditor, but such work would be subject to detailed review and documentation in the exam file in Phase 3 or 5.
In reviewing audit workpapers for use in Phase 3 or 5, the examiner should ensure that the audit testing objectives align with the testing objectives established by the examiner. The examiner should also consider the auditor’s intended level of reliance when determining the sufficiency of the sample size. If the examiner intends to place the same amount or a lower level of reliance on a test than was placed by the auditor, the sampling procedures employed by the auditor may be deemed sufficient if they meet the examiner’s expectations and are adequately documented. However, if the examiner intends to place more reliance on a test procedure than was placed by the auditor, additional sample selections or alternate procedures may be required to provide sufficient supporting evidence. In these situations, the sampling guidance provided below may be used to assist in leveraging audit work on a key activity matrix level and/or determining the amount of additional sample selections needed to obtain sufficient exam evidence. 
b.
Selection of Testing Methodology
The following graphic may be used to assist examiners in determining which sampling methodology to follow based on the objective of their testing.
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In some instances, it may be appropriate or more efficient for an examiner to perform dual-purpose testing. Dual-purpose testing occurs when an examiner chooses to use the same sampling selections for both a Phase 3 control test and a related Phase 5 test. When dual-purpose tests are performed, the examiner should clearly distinguish which elements of the test relate to Phase 3 and which procedures relate to Phase 5 within the exam workpaper documentation. Although the selections are the same, the results of the Phase 3 control testing still must be incorporated into the Phase 5 testing. For example, if an examiner determines that 40 selections is an appropriate Phase 3 sample size and the appropriate sample size for the related detail test is 55 selections (assuming related controls will be strong), the examiner should select a sample of 55 items and perform Phase 3 control testing on 40 of the 55 items. If there were no issues identified in the Phase 3 control test, the examiner should then perform their detail test as planned on all 55 selections. If issues were noted during the Phase 3 control test, the examiner should consider increasing the Phase 5 sample size and/or alternative procedures. 

c.
Sampling for Testing of Controls

In Phase 3, when sampling is considered appropriate for control testing, the examiner must determine the most efficient and effective way to perform tests of controls. The examiner should first identify the control being tested and the objective of the test. The most common control testing objective is to determine if the control is functioning properly and as designed throughout the testing period. 

Automated controls consist of control processes performed by IT systems, and these differ from manual controls by generally eliminating the potential for human error (beyond overriding). If the examiner has determined that an automated control will consistently function in the exact same manner and IT general controls were deemed to be effective (as documented in the IT Summary Memo), the examiner may be able to perform testing by observing one instance of the control. Controls can vary by computer system or line of business so examiners should test at least one occurrence of a control for each unique distinction. Common examples of where this treatment is appropriate are application controls that display an error message if duplicate information is entered or application controls that require an authorized person to approve a transaction before the transaction is processed.

The examiner should be cognizant of variables that may affect the examiner’s testing approach and control reliance, including whether the system is subject to changes or revisions and whether management has the ability to override the system. Inappropriate management override or system changes made on more than an occasional or inconsistent basis may result in the automated control not performing as designed; therefore, it would be inappropriate for the examiner to decrease the sample size to less than the calculated number of items. When reduced sample sizes are not appropriate, the following guidance should be utilized: 

1) Determine the control being tested. The examiner should gain an understanding and document the design of the internal control the company has in place. This information is typically obtained through company control documentation, auditor control documentation, interviews, and/or walkthroughs with company personnel.

2) Describe the objective of the test. The objective of a test of controls is to provide the examiner with evidence about whether controls are designed properly and operating effectively. For example, to determine whether investment purchases have been authorized, the examiner could examine investment committee minutes or payment vouchers to determine if the authorized company personnel signed the payment voucher before processing.

3) Define the population and an individual sampling unit. The definition of the population should describe all possible items that will be included in the selection process. The examiner should also identify and document the source that the sample will be selected from, including the report name. A sampling unit should describe the type of item that is available for selection and will be subjected to testing. 
4) Define the period covered by the test. 

5) Describe how completeness of the population was considered. The examiner should determine that the population contains all appropriate items available to select in the sample. 

Scheduled or cyclical controls are executed by the company on a routine basis. For example, bank reconciliations are generally completed by the company on a monthly basis and therefore performed 12 times per year. It is important to note that controls performed on a cyclical basis do not automatically qualify as “automated controls”. For a control to be automated, it must be performed by a computer system identically each time. Other controls are performed as often as a transaction or event occurs. For example, controls over a company’s collections process may be triggered whenever cash or cash equivalents are received. In general, the examiner will perform the same testing process for both cyclical and transaction based controls, although the number of test selections will vary based upon the number of control occurrences. The examiner should determine the number of occurrences that took place during the defined testing period and use this number to proceed with sample selection and testing.
6) Define a deviation (error). A deviation or error in a test of controls is a departure from the sufficient performance of a control. A deviation could also be defined as a selection for which the company is unable to provide sufficient evidence of proper control performance. If a deviation or error is discovered, the examiner should ask the company to provide an explanation and evaluate its appropriateness. A deviation or error that cannot be appropriately explained by the company is considered an exception.      
7) Determine the sample size. The examiner may utilize the table provided below to determine an appropriate sample size. For example, controls that occur monthly (12 times per year) should have a sample size between three and five items. If any deviations are found that cannot be explained as isolated incidences, the final assessed level of risk management should be weak. To assist the examiner in documenting sampling for controls, the test of controls worksheet (Part One of Exhibit O) may be utilized. Examiners should follow the chart below to assist in determining sample sizes and use professional judgment to choose the most appropriate sample size based on the number of occurrences during the sampling period.

	Control Frequency
	Number of Control Occurrences in the Sampling Period
	Sample Size

	Annual
	1
	1

	Quarterly
	4
	2

	Monthly
	12
	3-5

	Weekly
	52
	5-12

	Daily or more
	250+
	25-40


8) Select the sample. Sample items should be selected in a manner that gives each item in the population an equal chance to be selected. Control procedures are expected to be applied to all transactions subject to that control. Examiners should use their professional judgment to determine a sample size from these ranges. As discussed above, examiners may select a sample that is below the given range if the control is automated and the company’s ITGCs were deemed effective. 
9) Document the deviations noted during the testing of controls. A deviation exists when a control is not operating effectively, or as prescribed. The examiner should perform the testing of controls and document the number of deviations found as well as the reasons for those deviations. To aid the examiner’s understanding of a deviation, the examiner may ask the company to provide an explanation for the deviation. The examiner should document the nature and extent of the deviations, which should include the examiner’s opinion of the probability of similar deviations occurring. Deviations which do not have a plausible and verifiable explanation are considered exceptions. 
10) Conclude on the final assessed level of risk management. If zero deviations are discovered during the testing of controls, the results of the test can be accepted and the examiner should use professional judgment to conclude on the final assessed level of risk management achieved from the test. For example, if the examiner tested a sample size of 40 and had no deviations, the examiner would generally conclude that the final assessed level of risk management is strong. If deviations are discovered during the testing of controls, the examiner should use professional judgment to determine the level of reliance that may be placed on the controls. 

d.
Non-Statistical Sampling 
Non-statistical sampling is a technique designed to assist examiners with Phase 5 detail testing of dollar balances. Since this technique involves determining the accuracy of dollar balances, the concept of materiality applies. A common example of non-statistical sampling is testing reinsurance recoverable balances for existence and collectability.
A step-by-step approach has been provided below to assist examiners with non-statistical sampling. 
1) Describe the objective of the test. The objective of the test should be defined, which usually includes determining whether an account balance or class of transactions is correctly stated. 

2) Define the population, population characteristics and an individual sampling unit. The definition of the population should describe all possible items that will be included in the selection process. The examiner should also identify and document the source that the sample will be selected from including the report name. An individual sampling unit should describe the type of item available for selection. A specific definition is especially important in instances where sub-accounts or sub-totals are involved. 
3) Describe how completeness of the population was considered. The examiner should determine that the population contains all appropriate items available to select in the sample. If the examiner is performing a detail test relating to an asset balance, a simple scanning or analytical review of the population should be sufficient to consider completeness. 

However, if the examiner is performing a detail test relating to a liability balance, additional review and testing for completeness may be necessary. Completeness is an examination assertion that confirms that all transactions and events that should have been recorded have been recorded. The completeness assertion is particularly important for data used in the determination of liabilities because this assertion addresses understatement that could result from omitted items. As a result, the sample used to test completeness cannot be drawn from the population of recorded items being tested. In order to detect omitted items, the examiner should select items from an independent or reciprocal source of information related to the account being tested. Such sources include bank statements, physical policy or claim file inventories, or other sources noted during procedures within the planning process to understand the company and identify key functional activities. Since insurance companies are often highly automated, the examiner should be careful that the source selected is truly independent and not simply a differently formatted report from the database being tested. 
4) Determine individually significant items. Determining the scope for individually significant items is a two-step process. First the examiner identifies tolerable error set during the calculation of planning materiality. In the worksheet (Part Two of Exhibit O), tolerable error is assumed to be 50% of Planning Materiality. Then the examiner should set a scope for individually significant items at a percentage of tolerable error. The worksheet automatically sets this scope by taking one-third (1/3) of the tolerable error amount. Any individual items that are over the calculated scope should be 100% tested and removed from the population. The 50% and 1/3 indicated above are generally used but may be adjusted by the examiner based on professional judgment. The worksheet (Part Two of Exhibit O) will automatically calculate the tolerable error and the scope for individually significant items after the examiner enters the planning materiality in the appropriate box. 

Other items may be selected by the examiner for 100% testing based on their characteristics. For example, related-party transactions may not fall within the scope based on the calculations above but the examiner may want to test all related-party transactions. The examiner may also test any unusual balances or transactions deemed necessary. 

After identifying individually significant items, and before proceeding with sampling from the remaining population, the examiner should use professional judgment to determine whether the individually significant items give the examiner sufficient evidence to mitigate the risk identified. If the examiner determines that there is no need to sample from the remaining population, this determination should be adequately documented in the examination workpapers and the remaining steps in this process would not be completed. 

5) Stratify the population (Part 1) and the sample (Part 2). This step is performed in two separate parts. The first part of this step is stratifying the population and can be performed sequentially with the other steps. The second part of this step involves stratifying the sample and can be performed only after calculating the sample size in Step 7. 

Part 1 – Based on the population’s characteristics, the examiner should determine whether the population should be stratified. Stratification is performed by dividing, separating or arranging items into subgroups, classes or buckets (strata). When using non-statistical sampling, every sampling unit within a particular stratum should have a chance of being selected. Stratification of the population would allow the examiner to select more sample items from the higher dollar stratum. The sampling population should be stratified so that the sample size can be related to the dollar size of each stratum. For example, more items can be selected from the stratum that consists of the top 1/3 of the sampling population. 

Part 2 – As mentioned above, this part of the step should be performed after calculating the sample size in Step 7 has been completed. The examiner must stratify the total sample size into the strata. Individual items in each stratum can then be selected randomly, usually up to a proportion of the sample which roughly approximates the stratum’s proportion of the population. For example, if a sample is stratified where 70% percent of the total balance is in Strata A and the remaining 30% of the balance is in Strata B, approximately 70% of your selections should be chosen from Strata A and 30% should be chosen from Strata B. In this example, if your calculated sample size equals 10, then 7 selections should be tested from Strata A and 3 selections should be tested from Strata B.
6) Determine the assurance factor. In order to accomplish this step, the examiner must know the assessment of the residual risk being tested. The examiner should also identify other Phase 5 exam procedures, such as analytical review procedures, that will provide assurance related to the residual risk identified. If an examiner is performing additional Phase 5 tests that have similar testing objectives, the level of reliance may be high or moderate, as long as few errors or issues were noted in that testing. Alternatively, if the examiner is not performing additional substantive testing for the same exam objectives, the degree of reliance would be low, thus increasing the sample size. 
Use the following chart and find the intersection of residual risk and the level of reliance on other exam procedures to determine the assurance factor. The assurance factor will be used in Step 7 to help calculate a sample size.
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Level of Reliance on Other Phase 5 Procedures

Assurance Factor Calculation

High 3.0 2.3 1.9

Moderate 2.3 1.9 1.2

Low 1.9 1.2 0.9


7) Calculate the sample size. The sample size is calculated as follows:
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The sampling population is calculated by subtracting (1) Items to be tested 100%, (2) Items tested in other ways, and (3) Items not to be tested, from the total population amount. The tolerable error (usually 50% of Planning Materiality) was calculated in Step 4 above. The assurance factor was determined from the chart in Step 6 above. Use the equation to calculate the sample size based on these pre-determined factors.

Professional judgment should be used by the examiner to determine whether the calculated sample size is sufficient. The examiner should document the reasoning or justification for adjusting the sample size.

After the final sample size is calculated, the examiner should allocate the sample size among the sampling strata. The examiner should describe the basis of allocation and provide the sample breakdown for each stratum (this would be performed in Part 2 of Step 5 above).

8) Select the sample and perform testing. The sample should be selected in a way that is free from bias and representative of the entire population. Examiners should briefly explain the method they used to choose their selections and should also explain the stratification of the sample (if required). Once selections have been made, the examiner can proceed with testing. 
9) Determine the total error. After the examiner has performed testing, the examiner should determine the total error. To do this, the examiner will use the errors found in the sample and calculate an error rate for each stratum.

This error rate will then be applied to the entire stratum’s population to produce a projected error. For example, an examiner is testing a stratum of $100 and chooses to test a sample of $10 worth of these items. Through testing, the examiner identifies a $1 exception in the $10 worth of items tested (generating an error rate of 10%). The examiner would then apply this 10% error rate to the population of the strata to estimate a projected error of $10 in the $100 stratum. The examiner calculates the projected error for each stratum with the following equation:
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=  
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The examiner should sum the projected errors for each stratum to accumulate the total projected error for the population. Considering that projected errors are estimates, examiners may wish to seek additional information or guidance before proposing an adjustment to the company. 

10) Conclude on the acceptability of the test results. If deviations are discovered during testing, the examiner should ask the company to provide an explanation to help develop an understanding of the nature and extent of the deviations. The examiner should also understand how the test results affect other areas of the examination. If the company provides plausible explanations which indicate no chance of the error reoccurring, the examiner should document an explanation for why the selection should not be considered as an exception. If the company is unable to provide acceptable explanations for the deviations, then the results of the test must be rejected and the examiner should consider alternative procedures. 

11) Perform alternative procedures (when results of a sampling test cannot be accepted). An examiner has several options when the results of a test cannot be accepted. After documenting the results of the test, the examiner may consider designing a different test to determine if the residual risk can be addressed through an alternate manner. The examiner can also ask the company to assist with additional testing. If concern remains after an examiner has exhausted all alternative options, the examiner should communicate this finding with other members of the exam team as the failed testing result may affect other areas of the exam. The examiner may also consider communicating the finding in the exam report or as a management letter comment, as appropriate.  
e.
Attribute Sampling 
Attribute sampling is a method to estimate the deviation rate of a certain characteristic or attribute in a larger population. It is important to note that this deviation rate is not estimated as a monetary amount. Attribute sampling can be a tool for examiners to test the accuracy of items that are not quantifiable in dollars, such as the accuracy of non-monetary actuarial data elements (e.g. key dates, policy attributes, etc.). Examiners should use the following process to assist in detail testing attributes:
1) Determine the objective of the test. The objective of an attribute test is to verify that the desired attributes are present and accurate within the selected sample. Common objectives for which attribute sampling might be utilized include “Verify the accuracy and completeness of claims data” for P&C companies or “Verify the accuracy and completeness of in-force data used in formulating reserve calculations” for Life companies.
2) Define the period covered by the test.  
3) Define the population, population characteristics and a sampling unit. The definition of the population should describe all possible items that will be included in the selection process. The examiner should also identify and document the source that the sample will be selected from, including the report name. A sampling unit should describe the type of item that is available for selection and will be subjected to testing. 
4) Describe how the completeness of the population was considered. The examiner should determine that the population contains all appropriate items available to select in the sample. When possible, the examiner should confirm the completeness of the database through comparison to external sources. This can be accomplished by performing reconciliations to a reciprocal population, analytical procedures, or confirming that samples pulled from the reciprocal population are included in the database to be tested.  Developing a test of completeness will vary from company to company and requires a solid understanding of the company and available data.  Examiners should document their rationale and methods used to ensure completeness.

5) Define a deviation (error). A deviation in attribute sampling is an improper representation of an attribute from a sampling unit. A deviation could also be defined as a selection for which the company is unable to provide sufficient evidence of the attribute being tested. A deviation occurs when the attribute being examined is incorrect or the attribute being verified does not exist. A deviation or error that cannot be explained by the company is considered an exception.     

6) Determine Selection Technique. Sample items should be selected in a manner that gives each item in the population an equal chance to be selected. 

In particular circumstances it may be appropriate to stratify an attribute sampling population. For example, when testing the appropriateness of assumptions and methodologies utilized in determining the reserve amount, the examining actuary might request that the population be stratified by different lines of business or experience. Stratification may also be considered when a company has multiple computer systems for processing claims that consolidate into a company-wide reporting system for all claims. Since attribute sampling is not testing a dollar balance, it would be not be appropriate to stratify the population by dollar amount. Instead, the population should be segmented by some other characteristic that differentiates each transaction being tested (e.g. system used to process claims/transactions, line of business, etc.).  
7) Determine the Sample Size. The examiner should use the level of residual risk assessed in Phase 4 to determine the sample size. For example, if the residual risk assessment in Phase 4 is moderate and no other Phase 5 procedures are being performed related to the risk identified, the examiner should use the corresponding column on the chart below to determine their sample size. 
In determining the sample size, an examiner should use professional judgment to consider what reliance will be placed on audit work. The examiner should evaluate the sample size used by the auditors and determine if the sample size is reasonable based on the examiner’s professional judgment. The examiner should also consider the level of evidence selected by the auditors and the assessed level of residual risk. If the auditor’s desired level of evidence matches the residual risk level, the examiner may accept the results of the auditor’s testing with no additional selections or testing required. If the residual risk is higher than the level of evidence used by the auditors, the examiner may still leverage the audit work; however, the examiner will need to independently test additional selections so that the total sample size matches the chart below. 

For populations with less than 250 items, the examiner should use professional judgment in determining the sample size and should also include a brief explanation of the rationale used to determine the sample size. Examiners may use the Test of Controls sampling chart as a reference for determining appropriate sample sizes. 

For populations greater than 250 items, examiners may use the following chart to assist in determining Phase 5 attribute sample sizes: 
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After selecting the proper sample size, perform the testing and determine the number of exceptions identified.

· If 0 exceptions were identified: The results of the test can be accepted. No further work is necessary. 

· If 1 exception was identified: Additional testing is required. Use the chart below and add the corresponding number of selections to your original sample.

· If 2 or more exceptions identified: The examiner should discuss the exam findings with the company to determine the cause of the errors and consider alternative procedures.
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Perform testing on the additional selections and determine the number of exceptions identified in the additional selections.

· If 0 exceptions were identified in the additional selections: The results of the test can be accepted. No further work is necessary. 

· If 1 or more exceptions were identified in the additional selections: The examiner should discuss the exam findings with the company to determine the cause of the errors and consider alternative procedures.
8) Conclude on the acceptability of the results. When exceptions are found, it is important to understand the nature and cause of the exception. In attribute sampling the concept of materiality is not considered quantitatively. Examiners should communicate with the company to determine the source of the error and determine if similar errors are likely to exist. After the company provides an explanation for an exception, the examiner should use professional judgment to determine the amount of risk that still remains. If plausible and verifiable explanations are provided which indicate no chance of the error reoccurring, the examiner should document an explanation for why the selection should not be considered an exception. If the company is unable to provide acceptable explanations for the exceptions, the results of the test must be rejected and the examiner should consider alternative procedures. When the error affects input data for other examination items such as actuarial calculations, the error should be communicated to any examination team members who had planned to place reliance on the completeness and accuracy of the data.

9) Perform alternative procedures (when results of a sampling test cannot be accepted). An examiner has several options when the results of a test cannot be accepted. After documenting the results of the test, the examiner may consider designing a different test to determine if the residual risk can be addressed through an alternate manner. The examiner can also ask the company to assist with additional testing. If concern remains after an examiner has exhausted all alternative options, the examiner should communicate this finding with other members of the exam team as the failed testing result may affect other areas of the exam. The examiner may also consider communicating the finding in the exam report or as a management letter comment, as appropriate.
D.
Business Continuity

Reviewing an insurer’s business continuity plan is an established part of Financial Condition Examinations through testing and review performed in conjunction with the completion of the Information Technology Review. However, natural disasters, terrorism concerns and new business practices have led to a heightened need for management to plan for the prospective risks associated with business continuity including the risk to the financial solvency of the insurer. As such, business continuity planning has expanded beyond its initial information systems focus of disaster recovery plans to encompass issues such as natural and man-made disasters like terrorism, fraud, fire, loss of utility services, personnel losses and new laws and regulations. Therefore, it is important that an insurer’s business continuity plan be considered throughout all aspects of the examination and not just in the context of a review of the insurer’s information systems. 

For all insurers, the business continuity process consists of identifying potential threats to an organization and developing plans to provide an effective response to ensure continuation of the company’s operations. The objectives of the business continuity process are to minimize financial losses; continue to serve policyholders and financial market participants; and to mitigate the negative effects disruptions can have on an insurer’s strategic plans, reputation, operations, liquidity, credit ratings, market position and ability to remain in compliance with laws and regulations. The guidance below provides examiners additional information about the business continuity process a typical insurance company may use. The guidance does not create additional requirements for insurers to comply with, but should be used by examiners to assess the appropriateness of the company’s business continuity process.
Some of the basic steps all insurers would expect to have in their business continuity processes consist of:
1. Understanding the Organization

To develop an appropriate business continuity plan, an insurer must first understand its organization and the urgency with which activities and processes will need to be resumed in the event of a disruption. This step includes performing an annual business impact analysis and a risk assessment. The business impact analysis identifies, quantifies and qualifies the business impacts of a disruption to determine at what point in time the disruption exceeds the maximum allowable recovery time. This point in time is usually determined separately for each key function of the insurer. The risk assessment reviews the probability and impact of various threats to the insurers operations. This involves stress testing the insurer’s business processes and business impact analysis assumptions with various threat scenarios. The results of the risk assessment should assist the insurer in refining its business impact analysis and in developing a business continuity strategy.

2. Determining Business Continuity Strategies 

Under this step in the process, the insurer determines and selects business continuity management strategies to be used to continue the organization’s business activities and processes after an interruption. This step should use the outputs of step one above to determine what business continuity strategies the insurer will pursue. This includes determining how to manage the risks identified in the risk analysis process. The strategies should be determined at both the corporate and key functional level of the insurer.
3. Developing and Implementing a Business Continuity Plan 

The purpose of the business continuity plan is to identify in advance the actions necessary and the resources required to enable the insurer to manage an interruption regardless of its cause. The plan should be a formal documentation of the insurer’s business continuity strategy and should be considered a “living document.” Some basic elements that should be included in a business continuity plan include:

· Crisis management and incident response

· Roles and responsibilities within the organization

· Recovery of all critical business functions and supporting systems

· Alternate recovery sites

· Communication with policyholders, employees, primary regulators and other stakeholders
The business continuity plan should be written and should include a step-by-step framework that is easily accessible and able to be read in an emergency situation. 

4. Testing and Maintenance 

A company’s business continuity plan cannot be considered reliable until is has been reviewed, tested, and maintained. The testing should be based on a methodology that determines what should be tested, how often the tests should be performed, how the tests should be run and how the tests will be scored. It is recommended that key aspects of the plan be tested annually and that the test be based on clear objectives that will allow the results of the test to be scored to determine the effectiveness of the business continuity plan. In addition to testing the plan, the plan should be maintained and updated regularly to ensure that the organization remains ready to handle incidents despite internal and external changes that may affect the plan.
Examiner Review of Business Continuity Plans

Reviewing the insurer’s business continuity plan is a vital part of assessing a company’s prospective risk. When evaluating the company’s business continuity plan, the examiner should first become familiar with the work completed on the insurer’s business continuity plan during the review of the company’s information systems, which may include reviewing the insurer’s business continuity plan to determine any of the following:

· Whether the plan is current, based on a business impact analysis, tested periodically and developed to address all significant business activities;

· Whether the business continuity plan clearly describes senior management’s roles and responsibilities associated with the declaration of an emergency and implementation of the plan;

· Whether a list of critical computer application programs, data and files has been included in the plan;

· Whether a restoration priority has been assigned to all significant business activities;

· Whether user departments have developed adequate manual processing procedures for use until the electronic data processing function can be restored;

· If copies of the plan are kept in relevant off-site locations;

· If current backup copies of programs, essential documents, records and files are stored in an off-premises location;

· Whether a written agreement or contract exists for use by IT of a specific alternate site and computer hardware to restore data processing operations after a disaster occurs; and

· Whether the business impact analysis is periodically reviewed to determine the appropriateness of maximum recovery times.

After the examiner has become familiar with the work completed on the insurer’s business continuity plan during the review of the information systems, the examiner should consider what additional work should be performed to determine whether the insurer has established an appropriate business continuity plan. Examples of additional procedures that may need to be performed include the following:

· Determine if the board has established an appropriate enterprise-wide business continuity planning process and if the board reviews and approves the business continuity plan on an annual basis.

· Determine if senior management periodically reviews and prioritizes each business unit, department, and process for its critical importance and recovery prioritization. 

· Determine if senior management has evaluated the adequacy of the business continuity plans of its service providers and whether the capabilities of the service provider are sufficient to meet the insurer’s maximum recovery times. 

· Review the business continuity plan to determine whether the plan takes into account business continuity risks not related to information technology such as public relations, human resource management and other factors.

· Perform additional procedures as necessary based on the risks of the insurer being examined. 

E.
Using the Work of a Specialist

1.
Decision to Use the Work of a Specialist

Education and experience enable the examiner to be knowledgeable about insurance matters in general, but the examiner is not expected to have the expertise of a person trained for or qualified to engage in the practice of another profession or occupation. During the examination, an examiner may encounter matters potentially material to the current or prospective solvency of the insurer that require special knowledge and, in the examiner’s judgment, require using the work of a specialist. The department should have on staff or be able to contract the requisite expertise to effectively examine any insurer. The requisite expertise should be determined by the character and nature of the domestic industry.

Examples of matters that may necessitate the work of a specialist include, but are not limited to, the following:

a.
IT Review and assessment of applications (e.g., EDP environment and controls, computer audit techniques and expert systems).

b.
Valuation of invested assets and portfolio analysis (e.g., real estate, restricted securities and other complex investment holdings).

c.
Determination of amounts derived and risks associated with specialized techniques or methods (e.g., certain actuarial determinations, pricing and liquidity).

d.
Interpretation of technical requirements, regulations, or agreements (e.g., the potential significance of reinsurance and other contracts or other legal documents, or legal title to property).

In certain situations, an examination requires the use of a specialist to effectively examine an insurer. These situations include the following:

a. Life and Health company examinations where the company has a substantial amount of interest-sensitive business or with a substantial amount of business subject to principle-based reserve (PBR) calculations or exclusion  tests require the involvement of a credentialed actuary to perform an evaluation of reserves.

b. Property & Casualty company examinations where the company has a substantial amount of long-tail lines of business require the involvement of a credentialed actuary to perform an evaluation of loss reserves.

In all other situations, the decision to use a specialist is at the discretion of the examination team in consultation with the chief examiner or designee. 

2.
Selecting a Specialist

The department should obtain satisfaction concerning the professional qualifications and reputation of an outside specialist by inquiry or other procedures, as appropriate. The department should consider the following:

a.
The professional certification, license, or other recognition of the competence of the specialist in his/her field, as appropriate.

b.
The reputation and standing of the specialist in the views of his/her peers and others familiar with his/her capability or performance.

c.
The relationship, if any, of the specialist to the company.

d.
Prior experience of the specialist in working on examinations. 

3.
Determining the Involvement of and the Work to be Performed by the Specialist

Typically, the use of a specialist should be determined during examination planning, preferably well in advance of fieldwork. An understanding should exist among the department, including the examiner-in-charge, the company and the specialist about the nature of the work to be performed by the specialist. This understanding should be documented in the Exam Planning Memorandum by covering the following:

a.
The specialists’ role in the risk assessment process, including interviews, selection of key activities and the development of risk statements.      

b.
The planned objectives and scope of the specialists’ work.
c.
The specialists’ representations as to their relationship, if any, to the company.

In certain situations, it may be difficult to determine that a specialist is needed prior to performing risk assessment procedures. In these cases, the exam team may still elect to involve a specialist by adequately documenting the rationale for this decision in the examination workpapers without amending the Exam Planning Memorandum.

4.
Documentation of Work Performed by the Specialist

The examiner-in-charge should communicate with the specialist as to the appropriate documentation of the work performed by the specialist. It should be determined upfront with the specialist who is responsible for the completion of the risk matrix and supporting documentation. Regardless of who is responsible for completing the risk matrix in a particular area, the work performed is required to clearly document a consideration of all seven phases of the risk-focused examination process. The work should also be completed in accordance with the guidance outlined in the standard examination procedures regarding examination documentation, including sufficient documentation on all conclusions.  
5.
Review and Use of the Findings of the Specialist

Although the appropriateness and reasonableness of the work performed is the responsibility of the specialist, the examiner-in-charge should obtain an understanding of the worked performed by the specialist to determine whether the findings are suitable to meet the needs of the examination. This requires the examiner-in-charge to review the work completed by the specialist and to understand the nature and impact of any findings or exceptions identified by the specialist. This review should be demonstrated via sign-off on all significant workpapers and procedure steps completed by the specialist. In addition, the examiner-in-charge is responsible for incorporating these findings into the examination report, management letter or ongoing supervisory plan of the insurer, but may request the assistance of the specialist in developing these items.

6.  
Additional Considerations for Commonly Used Specialists

IT Specialist

The use of an IT specialist in performing an IT Review should be considered for all multi-state examinations. However, examinations of less-complex IT systems or systems where extensive test documentation is already available (e.g., external audit work, SSAE 18 reports, etc.) may minimize the need to involve an IT specialist. When selecting IT specialists, the examination team should keep in mind designations indicating that specialists have met specific training and educational requirements, such as CISA, AES, CITP, CRISC, etc. For more guidance on the use of an IT specialist during an examination, see Section 1 Part III A on General Information Technology Review. 

Reinsurance Specialist

The use of a reinsurance specialist should be considered for examinations of insurers with complex and sophisticated reinsurance programs. Scenarios under which it may be appropriate to utilize a reinsurance specialist include but are not limited to the following: 

· The reinsurance program includes restrictions on levels and concentrations of reinsurance that do not appear normal; 

· Excessive bonus or other unusual remuneration or incentives for management are tied to the performance of reinsurance contracts;

· The insurer utilizes off-balance-sheet vehicles including structured investment vehicles and special purpose vehicles for reinsurance purposes;

· The entity holds a significant amount of reinsurance-related reserves in comparison to its overall reserves and policyholder surplus;

· The insurer carries a significant amount of reinsurance balances that demonstrate questionable characteristics (e.g., overdue, disputed, concentrations, etc.); and

· For property and casualty insurers, the entity responded affirmatively to General Interrogatories – Part 2: 7.1, 8.1, 9.1, 9.2 or 9.4.

When selecting reinsurance specialists, the examination team should keep in mind designations indicating that specialists have met specific training and educational requirements, such as ARe, ARA, etc. For more guidance on specific reinsurance review procedures during an examination, see Section 1 Part V.

Actuarial Specialist

As previously noted, the involvement of a credentialed actuary is required on all examinations of life and health insurers with a substantial amount of interest-sensitive business, with a substantial amount of business subject to principle-based reserve (PBR) calculations or subject to PBR exclusion tests and property/casualty insurers with a substantial amount of long-tail lines of business. Actuarial credentials include Fellow (or Associate) of the Casualty Actuarial Society (FCAS/ACAS) for property and casualty lines as well as Fellow (or Associate) of the Society of Actuaries (FSA/ASA) or Member of the American Academy of Actuaries (MAAA) for life and health lines. In addition to situations where the use of a credentialed actuary is required, there are many other situations in which the use of an actuarial specialist would be appropriate, such as pricing, liquidity, and reinsurance risk. Therefore, it is recommended that considerations regarding the use of an actuarial specialist be documented on all multi-state examinations. In addition to the use of credentialed actuaries, other individuals may be considered for use as actuarial specialists if they have training, experience and education providing them with an appropriate background for this role. This may include individuals in the process of obtaining actuarial credentials (e.g., completed some of the actuarial exams) with degrees in actuarial science, mathematics and statistics. The NAIC’s support staff will be available to provide actuarial expertise and/or be consulted as to whether the use of an actuarial specialist would be appropriate to the circumstances.     

Investment Specialist
The use of an investment specialist should be considered for examinations of insurers with complex investment portfolios. Scenarios under which it may be appropriate to utilize an investment specialist include but are not limited to the following: 

· The insurer maintains a significant position greater than its competitors’ averages in any of the following investment categories:
· Bonds with call options and varied payment timing

· Foreign investments

· Hybrid capital securities

· Mezzanine loans

· Affiliated investments

· RMBS, CMBS, ABS CO/CLO or similar bond collateral types

· Structured securities on negative watch
· The insurer participates in derivative trading;

· The insurer participates in securities lending, repurchase and reverse repurchase transactions; and

· The insurer has significant exposure to liquidity and asset/liability matching risks. 

Investment specialists generally have one or more designations indicating they have completed the specific training and educational requirements, including IPIR, FRM, CIMA, CFA, etc.

7. 
Controlling Exam Costs When Utilizing the Work of an Outside Specialist

When the examiner utilizes the work of outside specialists, exam costs may rise. The examiner should have sufficient oversight of the specialist’s work to minimize the examination costs. As the procedures for utilizing specialists and independent contractors are similar, refer to Part 3 of this Handbook section, “Use of Independent Contractors on Multi-State Examinations,” for more details on how to control costs when utilizing the work of a specialist.

F.
Outsourcing of Critical Functions

The examiner is faced with additional challenges when the insurer under examination outsources critical business functions to third-parties. It is the responsibility of management to determine whether processes which have been outsourced are being effectively and efficiently performed and controlled. This oversight may be performed through a number of methods including performing site visits to the third-party or through a review of SSAE 18 work that has been performed. In some cases, performance of site visits may even be mandated by state law. However, regardless of where the business process occurs or who performs it, the examination must conclude whether financial solvency risks to the insurer have been effectively mitigated. Therefore, if the insurer has failed to determine whether a significant outsourced business process is functioning appropriately, the examiner may have to perform testing of the outsourced functions to ensure that all material risks relating to the business process have been appropriately mitigated. The guidance below provides examiners additional information about the outsourcing of critical functions a typical insurance company may utilize. The guidance does not create additional requirements for insurers to comply with beyond what is included in state law, but may assist in outlining existing requirements that may be included in state law and should be used by examiners to assess the appropriateness of the company’s outsourced functions. Within the guidance, references to relevant NAIC Model Laws have been included to provide examiners with guidance as to whether compliance in certain areas is required by law. To assist in determining whether an individual state has adopted the provisions contained within the referenced NAIC models, examiners may want to review the state pages provided within the NAIC’s Model Laws, Regulations and Guidelines publication to understand related legislative or regulatory activity undertaken in their state. 

Types of Service Providers
Insurance companies have been known to outsource a wide range of business activities including sales & marketing, underwriting & policy service, premium billing & collections, claims handling, investment management, reinsurance and information technology functions. There are a number of different types of entities that accept outsourced business from insurers including the following:

· Managing General Agent – Person who acts as an agent for such insurer whether known as a managing general agent, manager or other similar term, who, with or without the authority, either separately or together with affiliates, produces, directly or indirectly, and underwrites an amount of gross direct written premium equal to or more than five percent (5%) of the policyholder surplus as reported in the last annual statement of the insurer in any one quarter or year together with the following activity related to the business produced adjusts or pays claims in excess of $10,000 per claim or negotiates reinsurance on behalf of the insurer.
· Producer – An insurance broker or brokers or any other person, firm, association or corporation, when, for any compensation, commission or other thing of value, the person, firm, association or corporation acts or aids in any manner in soliciting, negotiating or procuring the making of an insurance contract on behalf of an insured other than the person, firm, association or corporation.
· Controlling Producer – A producer who, directly or indirectly, controls an insurer.
· Custodian – A national bank, state bank, trust company or broker/dealer which participates in a clearing corporation.
· Investment Adviser – A person or firm that, for compensation, is engaged in the act of providing advice, making recommendations, issuing reports or furnishing analyses on securities. In addition to providing investment advice, some investment advisers also manage investment portfolios or segments of portfolios. Other common names for investment advisers include asset managers, investment managers and portfolio managers.
· Affiliated Service Provider – An affiliated person or firm to which the insurer outsources ongoing business services, including cost sharing services and management services.
· Other Third-Party Administrators – Other third-party entities that perform business functions of the insurer.

Additional information on each of the above types of entities has been provided below to assist examiners in reviewing business activities outsourced.
Managing General Agents 

Specific qualifications and procedures for managing general agents (MGAs) to follow are outlined in the NAIC’s Managing General Agents Act (Model #225). The examiner should consider performing the following steps to ensure that risks in this area have been appropriately mitigated when examining an insurer that utilizes MGAs:

1.
Review the licenses of all MGAs:

a.
Note the effective and expiration dates of licenses; and

b.  
Note if each MGA is licensed to represent the insurer domiciled in this state.

2.
Review all contracts between MGAs and insurance companies:

a.
Each contract must contain a clause that the insurance company may cancel the contract for any reason, upon written notice to the MGA;

b.  
Note the limitations each contract places on the MGA with respect to amount of risk insured, geographical location of risk or any other limitations detailed in contract; and

c.
The contract should specifically prohibit the MGA from binding the insurance company to any reinsurance.
3.
Sample policies produced by each MGA:

Each policy must fall within the financial and geographical limitations imposed by each contract with the respective insurance companies.

4.
Sample financial accounts submitted by the MGA:

a.
All accounts must be submitted quarterly and within a reasonable amount of time after the end of each quarter; and

b.
All accounts should be in a format and contain such information that will enable an insurance company to use the accounts to properly complete its annual statement.

5.
Review internal controls over cash transactions between insurance companies and MGAs:

a.
All funds collected by the MGA on behalf of the insurance company must be deposited in a separate fiduciary account in a bank that is a member of the Federal Reserve System. This account should be owned and controlled by the insurance company;

b.
All funds owed to the insurance company by the MGA should be paid on a timely basis; and

c.
The MGA may retain no more than three months worth of loss and allocated loss expense payments in the fiduciary account owned and operated by the insurance company.

6.
Review the insurance company’s procedures for monitoring each MGA’s activities:

a.
The insurance company should obtain, at least annually, a certified public accountant’s report on the business produced by each MGA as well as an opinion of an actuary attesting to the adequacy of loss reserves on business produced by each MGA;

b.
The insurance company should periodically conduct an audit of each MGA’s operations; and

c.
The insurance company should make sure that only an officer of the company, who is not affiliated with an MGA, has the authority to bind the insurer to any reinsurance on any participation with syndicates.
Insurance Producers

An insurance producer sells, solicits or negotiates insurance on behalf of an insurer and receives compensation or commission. Individuals who are officers, directors, employees and subsidiaries, or affiliates of a company, who do not receive commission from policies written or sold and perform duties unrelated or only indirectly related to the sale, solicitation or negotiation of insurance, are not considered to be insurance producers. Individuals or business entities practicing as insurance producers must maintain a resident or nonresident producer license, when mandated by state law. In order to receive an insurance producer license, individual applicants must pass a written examination that tests the following: the lines of authority for which application is made, the duties and responsibilities of insurance producers and the state’s insurance laws and regulations. 

Insurance producers may receive a license in one or more of the following lines of authority or in any other insurance type permitted under state law: 

· Life

· Accident and Health or Sickness

· Property and Casualty
· Variable Life or Variable Annuity Products

· Personal Lines

· Credit

Once an individual or company receives an insurance producer license, the license will remain in effect, unless revoked or suspended, as long as the correlating fees are paid and education requirements are met. Licensed producers are maintained on the NAIC’s Producer Database. 

If insurance producers violate the governing provisions in the NAIC’s Producer Licensing Model Act (Model #218), the insurance commissioner may terminate, suspend, or non-renew the insurance producer license. Insurance commissioners may also levy civil penalties against insurance producers if considered necessary. 

Notification should be provided to the commissioner when insurers terminate relationships (i.e., agency contracts) with insurance producers either with or without cause. The insurer is required to provide information to the commissioner, if requested, regarding the relationship termination and activity of the producer. 
HMO Producers

Health Maintenance Organizations (HMOs) are also permitted to have insurance producers if appropriately licensed. To receive an HMO insurance producer license, in addition to the basic requirements of insurance producers, the HMO producer is required to demonstrate financial responsibility and the reasonable protection of customers. The HMO producer usually completes this requirement by issuing bonds, deposits or other means as specified by the department. Like insurance producers, the license of a HMO producer can be denied, suspended or terminated by the state department. 

If required by the state, HMO licensed producers shall be appointed to solicit, negotiate, procure or renew HMO membership contracts on behalf of a HMO. Notification of HMO producer appointments is required to be communicated to the state’s insurance department. Termination of HMO appointments may occur upon written notification to the state insurance department by either the HMO producer or the HMO. 
Controlling Producers and Controlled Insurers

Controlling producers are licensed producers, (see above) who through contracts are able to directly and/or indirectly influence the direction of the controlled insurers management and policies. As with insurance producers, controlling producers receive compensation, commission, or other forms of monetary payment from controlled insurers in return for soliciting, negotiating, or procuring insurance contracts on behalf of the insurer. According to the NAIC’s Business Transacted with Producer Controlled Property/Casualty Insurer Act (Model #325), controlling producers who provide gross written premiums equal to or greater than 5% of the controlled insurers admitted assets as reported on the controlled insurers quarterly statement filed as of September 30 of the prior year, are generally required to maintain compliance with specific contract guidelines, obtain requisite commissioner approval, and provide disclosure to the insured prior to the policy’s effective date. Failing to comply with the established requirements may result in the commissioner terminating the relationship between the controlling producer and the controlled insurer and civil action to impose compensatory damages for the insurer or policyholder. 
1.
Requirements of Controlling Producers and Controlled Insurers

Contracts between controlling producers and controlled insurers are required to be in writing, contain specific contract provisions if deemed necessary, and be approved by the insurers board of directors. Furthermore, the controlled insurer’s audit committee is required to be comprised of independent directors who annually meet with management, CPAs, and casualty actuaries and/or loss reserve specialists to review the sufficiency of the insurer’s loss reserves. The findings of the reserve specialists, with regards to the loss ratios and loss reserves established for incurred and outstanding losses for business placed by the producer, has to be reported to the controlled insurer’s commissioner by April 1 every year. In order to verify that the controlling producer is not receiving unduly high commissions, the commissioner must also receive detail of the commissions paid and the percentage of the respective paid commissions to the net premiums written, along with comparable data for non-controlling producers placing the same type of business. 

2. 
Specific Contract Provisions

Specific contract provisions between the controlling producer and the controlled insurer are required if the controlling producer meets the 5% written premium threshold as previously indicated. However, the specific contract provisions are not required if the controlling producer does not receive compensation based on the amount of premiums written, or the controlled insurer accepts insurance business only from a controlling producer. 

The specific contract provisions are as follows: 

a.
Upon written notice to the controlling producer, the controlled insurer may terminate the contract for cause. The controlled insurer is entitled to suspend the controlling producer’s authority to write business during the duration of any dispute regarding the cause for the termination. 

b.
The controlling producer shall render accounts including detail of all material transactions to the controlled insurer. This includes information necessary to support all commissions, charges and other fees received by, or owed to, the controlling producer. 

c.
The controlling producer shall remit all funds due under the terms of the contract to the controlled insurer on at least a monthly basis. Additionally, premiums or installments collected by the controlling producer shall be remitted no later than 90 days after the effective date of a policy placed with the controlled insurer. 

d.
The controlling producer shall hold all funds collected on behalf of the controlled insurer in a fiduciary capacity, in banks that are members of the Federal Reserve System, and in appropriately identified bank accounts. 

e.
Separate, identifiable records of business written for the controlled insurer shall be maintained by the controlling producer. 

f.
The controlling producer shall not assign the contract in whole or in part. 
g.
The controlled insurer shall provide the controlling producer with its underwriting standards, rules and procedures, manuals setting forth the rates to be charged, and the conditions for the acceptance or rejection of risks. The controlling producer shall adhere to the standards, rules, procedures, rates and conditions. The standards, rules, procedures, rates and conditions shall be the same as those applicable to comparable business placed with the controlled insurer by a producer other than the controlling producer.

h.
The contract shall specify the rates and terms of the controlling producer’s commissions, charges or other fees and the purposes for those charges or fees. The rates of the commissions, charges and other fees shall not be greater than those applicable to non-controlling producers for comparable business (i.e., same kinds of insurance and risks, similar policy limits, and quality of business) placed with the controlled insurer. 

i.
Controlling producer compensation based on insurer profits shall not be determined or paid until at least five years after the premiums on liability insurance are earned and at least one year after the premiums are earned on any other type of insurance. Commissions shall not be paid until an independent casualty actuary or loss reserve specialist has confirmed the sufficiency of the controlled insurer’s reserves on remaining claims, including incurred but not reported (IBNR). 

j.
The contract shall specify a percentage limit of writings the controlling producer is entitled to make relative to the controlled insurer’s surplus and total writings. The insurer may establish a different limit for each line or sub-line of business. Notification by the controlled insurer to the controlling producer is required when the established limit is approached. Once the limit has been reached, the controlled insurer is prohibited from accepting business from the controlling producer. The controlling producer shall not attempt to place business with the controlled insurer if it has been notified that the limit has been reached. 

k.
The controlling producer may bind facultative reinsurance contracts pursuant to obligatory facultative agreements if the contract with the controlled insurer contains underwriting guidelines for assumed and ceded business that includes a list of reinsurers with which automatic agreements are in effect, the coverages and amounts or percentages that may be reinsured, and commission schedules. Otherwise, for business placed by the producer, the controlling producer is entitled to negotiate but is unable to bind reinsurance on behalf of the controlled insurer. 

Custodial or Safekeeping Agreements

Specific requirements related to an insurance company’s utilization of systems for holding and transferring securities are included in the NAIC’s Model Act on Custodial Agreements and the use of Clearing Corporations (Model # 295) and the NAIC’s Model Regulation on Custodial Agreements and the use of Clearing Corporations (Model #298). When conducting financial examinations, the custodial or safekeeping agreements should be considered and evaluated with this guidance. 

1.
An insurance company may, by written agreement, provide for the custody of its securities with a custodian. If permitted by the state of domicile, the custodian must either be a broker/dealer that is registered with and subject to jurisdiction of the Securities and Exchange Commission, maintains membership in the Securities Investor Protection Corporation, and has a tangible net worth equal to or greater than $250,000,000; or a national bank, federal home loan bank, or trust company which is adequately capitalized and qualified to accept securities as determined by the standards adopted by the U.S. banking regulators and regulated by state banking laws or a member of the Federal Reserve system. Custodial agreements shall be authorized by a resolution on behalf of the board of directors or an authorized committee of the insurance company. The agreement should state that certificated securities of the insurance company shall be held separate from all other securities. Those securities held indirectly by a custodian or in a clearing corporation shall be separately identified on the custodian’s official records as being owned by the insurance company. Registered custodial securities shall be registered in the name of the company, in the name of a nominee of the company, in the name of the custodian or its nominee, or clearing corporation or its nominee. The securities, other than those held to meet deposit requirements, shall be held subject to the instructions of the insurance company, and shall be withdrawable upon the demand of the insurance company. Confirmation of all transfers should be provided to the insurance company in hardcopy or in electronic format. 
2.
Custodial or safekeeping agreements with an agent, or clearing corporation meeting the requirements herein should contain satisfactory safeguards and controls, including but not limited to the provisions provided below. For the purpose of this guidance, an agent is a national bank, federal home loan bank, trust company or broker/dealer with an account in a clearing corporation, or a member of the Federal Reserve System. A clearing corporation is a corporation as defined in Article 8 of the Uniform Commercial Code that is organized for the purpose of effecting transactions in securities by computerized book-entry, including the Treasury/Reserve Automated Debt Entry Securities System (TRADES) and Treasury Direct book entry securities systems, except those securities issued under the laws of a foreign country. 

a.
The custodian is obligated to indemnify the insurance company for any insurance company’s loss of securities in the custodian’s custody, except that, unless domiciliary state law, regulation or administrative action otherwise require a stricter standard (Section 2.b. sets forth an example of such a stricter standard), the custodian shall not be so obligated to the extent that such loss was caused by other than the negligence or dishonesty of the custodian; 

b.
If domiciliary state law, regulation or administrative action requires a stricter standard of liability for custodians of insurance company securities than that set forth in Section 2.a., then such stricter standard shall apply. An example of a stricter standard that may be used is that the custodian is obligated to indemnify the insurance company for any loss of securities of the insurance company in the custodian’s custody occasioned by the negligence or dishonesty of the custodian’s officers or employees, or burglary, robbery, holdup, theft, or mysterious disappearance, including loss by damage or destruction; 
c.
In the event of a loss of the securities for which the custodian is obligated to indemnify the insurance company, the securities shall be promptly replaced or the value of the securities and the value of any loss of rights or privileges resulting from said loss of securities shall be promptly replaced; 

d.
The custodian shall not be liable for any failure to take any action required to be taken hereunder in the event and to the extent that the taking of such action is prevented or delayed by war (whether declared or not and including existing wars), revolution, insurrection, riot, civil commotion, act of God, accident, fire, explosions, stoppage of labor, strikes or other differences with employees, laws, regulations, orders or other acts of any governmental authority, or any other cause whatever beyond its reasonable control; 

e.
In the event that the custodian gains entry in a clearing corporation through an agent, there should be a written agreement between the custodian and the agent that the agent shall be subjected to the same liability for loss of securities as the custodian. If the agent is governed by laws that differ from the regulation of the custodian, the Commissioner of Insurance of the state of domicile may accept a standard of liability applicable to the agent that is different from the standard liability; 

f.
If the custodial agreement has been terminated or if 100% of the account assets in any one custody account have been withdrawn, the custodian shall provide written notification, within three business days of termination or withdrawal, to the insurer’s domiciliary commissioner; 

g.
During regular business hours, and upon reasonable notice, an officer or employee of the insurance company, an independent accountant selected by the insurance company and a representative of an appropriate regulatory body shall be entitled to examine, on the premises of the custodian, its records relating to securities, if the custodian is given written instructions to that effect from an authorized officer of the insurance company; 

h.
The custodian and its agents, upon reasonable request, shall be required to send all reports which they receive from a clearing corporation, which the clearing corporation permits to be redistributed including reports prepared by the custodian’s outside auditors, to the insurance company on their respective systems of internal control; 

i.
To the extent that certain information maintained by the custodian is relied upon by the insurance company in preparation of its annual statement and supporting schedules, the custodian agrees to maintain records sufficient to determine and verify such information; 

j.
The custodian shall provide, upon written request from a regulator or an authorized officer of the insurance company, the appropriate affidavits, with respect to the insurance company’s securities held by the custodian; 

k.
The custodian shall secure and maintain insurance protection in an adequate amount; and

l.
The foreign bank acting as a custodian, or a U.S. custodian’s foreign agent, or a foreign clearing corporation is only holding foreign securities or securities required by the foreign country in order for the insurer to do business in that country. A U.S. custodian must hold all other securities. 
3.
Except as provided below, the examiner shall verify such securities by actual inspection and count and whenever necessary ascertain whether the securities are the specific ones acquired by the company:

a.
Securities on deposit with state officials need not be counted (provided) if a certificate of verification is secured directly from the custodian or insurance commissioner.

b.
Where domiciliary state law, regulation, or administrative action does not prohibit the use of custodial arrangements under which actual inspection or count of specific securities acquired is not possible, and the insurance company uses such an arrangement, the examiners shall:

· Apply the provisions of Sections d. and g. below, in cases where the custodian, under the controlling custodial or safekeeping agreement, is permitted to carry securities indirectly or otherwise commingled form;
· Apply the provisions of Sections e. and g. below, in cases where the custodian, under the controlling custodial or safekeeping agreement, directly or indirectly participates in the Treasury Reserve Automated Debt Entry Securities System (TRADES) or Treasury Direct system. These systems are computerized programs sponsored by the United States department of the Treasury and certain agencies and instrumentalities of the United States for holding and transferring securities of the United States government and the agencies and instrumentalities, respectively, in Federal Reserve Banks through banks which are members of the Federal Reserve System or which otherwise have access to such computerized systems; and
· Apply the provisions of Section f. and g. below, in cases where the facilities of a clearing corporation are used, either directly or indirectly through a custodian, under the controlling custodial or safekeeping agreement.
c.
Securities held by a custodian under other custodial or safekeeping arrangements need not be counted, at the discretion of the examiner-in-charge, if the following criteria are met (provided the domiciliary state laws do not require that such securities be counted and inspected during an examination):

· Examiners are furnished a copy of the custodial or safekeeping agreements;
· They are satisfied such agreement has the necessary safeguards and controls;
· The securities are held by a custodian licensed by the United States or any state thereof, and such custodian is regularly examined by the applicable licensing authority;
· The securities so deposited are at all times kept separate and apart from other deposit accounts with the custodian, so that at all times they may be identified as belonging solely to the company for which they are held;
· If such a deposit is not counted, a verification certificate signed by an authorized signatory of the custodian holding the deposit shall be secured by the examiners directly;
· Such certificate shall be in sufficient detail to permit adequate identification of the securities; and
· Such certificate may be accepted in lieu of actual count provided it meets the above requirements and the examiners are satisfied that the representation thus made is in accordance with the facts.
d.
Where not prohibited by domiciliary state law and if permitted by the terms of the controlling custodial or safekeeping agreement containing satisfactory safeguards and controls, securities held by a custodian that meets the requirements of Section c. above, may be held by the custodian, in bulk as a part of a “jumbo” certificate, or other system under which there is a commingling of securities held in custody. In such cases, the examiners shall:

· Obtain directly from the custodian a certified listing of the securities held as of the date of examination for the account of the insurance company under examination;
· Obtain a copy of the insurance company’s listing of the securities held by the custodian for the insurance company’s account as of the date of examination; and
· Match the positions shown on the custodian’s listing to the positions shown on the company’s listing, and reconcile any differences.
e.
Custodians which meet the requirements of Section c. above, and which either are members of the Federal Reserve System or non member banks redepositing securities with a member bank, may, when acting as custodians for insurance companies, use the Treasury/Reserve Automated Debt Entry Securities System (TRADES) or the Treasury Direct book entry securities systems under a written agreement with the insurance company permitting such utilization. In such cases, the examiners shall follow the procedures set forth in Section c. above.

f.
Where not prohibited by domiciliary state law, an insurance company may, under a written agreement, use the facilities of a clearing corporation, either directly or through a custodian, subject to the requirements of Section c. above. In such cases, the examiners shall:

· Obtain directly from the depository if direct deposit is used, or from the custodian if indirect deposit is used, a certified listing of the securities held in the clearing corporation as of the date of examination for the account of the insurance company under examination;
· Obtain a copy of the insurance company’s listing of its securities held by the clearing corporation as of the date of examination;
· Match the positions shown on the clearing corporation’s or custodian’s listing to the positions shown on the company’s listing, and reconcile any differences; and
· Ascertain that the securities are held by a clearing corporation regulated by the Securities and Exchange Commission, the Federal Reserve System, or the banking authorities in its state of domicile.
g.
In carrying out their responsibilities under Section d, e, and f above, it is important that the examiners satisfy themselves as to the integrity of the accounting controls and verification and security procedures of the custodian and/or the clearing corporation, as the case may be. This satisfaction may be obtained by securing the most recent report on the review of the custodian’s system of internal controls pertaining to custodian record keeping issued by the respective organization’s independent auditors.
Investment Advisers

As investments and investment strategies grow in complexity, insurers may consider the use of investment advisers to manage their investment strategy. Investment advisers may operate independently or as part of an investment company. Investment advisers and companies are subject to regulation by the U.S. Securities and Exchange (SEC) Commission and by the states in which they operate generally based on the size of their business. In certain situations, insurers may use a broker dealer in the capacity of an investment adviser. Broker dealers are subject to regulation by the Financial Industry Regulatory Authority (FINRA). Regardless, most broker dealers and investment advisers will register with the SEC and annually update a Form ADV, which provides extensive information about the nature of the organization’s operations. To locate these forms, the examiner can got to www.adviserinfo.sec.gov and perform a search based on the company name.

Key information provided on a Form ADV includes:

a. Locations in which the adviser/broker is registered

b. Information about the advisory business including size of operations and types of customers (Item 5)

c. Information about whether the company provides custodial services (Item 9)

d. Information about disciplinary action and/or criminal records (Item 11)

It is important to note that the information provided on Form ADV is self-reported and is subject to limited regulatory oversight. However, the information may be very valuable to examiners in assessing the suitability of investment advisers providing advisory services to insurers.
Where not prohibited by domiciliary state law and if permitted by the investment adviser agreement, there may be situations in which the investment adviser also acts as a custodian. In these instances, investment advisers are required to obtain an annual examination by an independent public accountant to verify compliance with custodial responsibilities as provided in the federal Investment Advisers Act of 1940 and/or the federal Investment Company Act of 1940. The accountant’s report is also available on the Form ADV. 
In performing risk-focused examinations, examiners should identify all advisers utilized by the insurer and take steps to address any significant risks associated with their use. These steps may include determining whether investment advisers are suitable for their role (including registered and in good standing with the SEC and/or state securities regulators),  performing procedures to ensure investment advisory agreements contain appropriate provisions, and performing procedures to ensure that the adviser is acting in accordance with the agreement. Additionally, the examiner may consider performing procedures to determine if management/board oversight of the investment adviser is sufficient for the relationships in place.
In evaluating the provisions of the investment advisory/management agreements, examiners should consider whether there are appropriate provisions to adequately address selection of investments, authority for transactions, conflicts of interest, calculation of fees, etc. Additional considerations for use in reviewing the investment advisory/management agreements are provided as follows:

a. Selection of Investments

It should be clear from the advisory agreement, how the investment adviser will select investments. This should include specific reference to the insurer’s investment strategy.

b. Authority for Transactions

Advisory agreements should address the level of the authority that will be given to the investment adviser in executing transactions. 

c. Conflicts of Interest

To the extent that any conflicts of interest may be known to the insurer, the advisory agreement should specifically indicate the manner in which such conflicts will be considered. This is an important protection against an investment adviser’s biases as a result of business arrangement (e.g. referral relationships, affiliate product offerings, etc.) that may interfere with the proper execution of the investment strategy. For example, investment advisers often have affiliates that offer investment options that should be available to the insurer but should not be given preferential treatment if competitor products are determined to be a better fit for the selected investment strategy.

d. Fiduciary Responsibility

Language provided in the investment management agreement should acknowledge the investment adviser’s role as a fiduciary in advising the insurer. This is an important legal distinction that may help protect the insurer’s interests in the execution of the company’s investment strategy.

e. Calculation of Fees

It is important that the manner in which fees are calculated is well defined in the management agreement and that the structure of the fee is considered as management assesses the adviser’s performance. For example, if the advisory fee is computed based on volume of transactions, it would be important for management to closely review the frequency of trades to help avoid excessive charges.

f. Review of Performance

Agreements should include consideration of information that will be provided to the company to permit the company to perform adequate review of the adviser’s performance and execution of the investment strategy.
There may be other terms that examiners consider to be significant and can therefore tailor their review based on judgment and the specifics of the insurer under exam.

Examiners may consider leveraging risk, control and test procedure language provided in the Investment repository when determining an appropriate examination response. The examiner may also consider concepts discussed in the “Other Third-party Administrators (TPAs)” and “Custodial or Safekeeping Agreements” to ensure that risks are adequately addressed as part of examination fieldwork.
Affiliated Service Providers 

Specific requirements related to an insurance company’s utilization of cost sharing services and management services with affiliates are included in the NAIC’s Insurance Holding Company System Model Regulation (Model # 450). Prior to entering into one of these agreements, an insurer must first give notice to the State Insurance Department of the proposed transaction via the Form D filing. As the receipt and review of the Form D filing is typically the responsibility of the Department Analyst, the examiner should leverage that review to the extent possible. If the agreement has not been obtained and reviewed by the analyst, or if significant agreements have not been modified since 12/31/14 (date that new provisions were effective in Model #450), the examiner should obtain and evaluate whether the agreement includes the provisions listed below:
Agreements for cost sharing services and management services shall at a minimum and as applicable: 
1. Identify the person providing services and the nature of such services;

2. Set forth the methods to allocate costs;

3. Require timely settlement, not less frequently than on a quarterly basis, and compliance with the requirements in the Accounting Practices and Procedures Manual; 

4. Prohibit advancement of funds by the insurer to the affiliate except to pay for services defined in the agreement; 

5. State that the insurer will maintain oversight for functions provided to the insurer by the affiliate and that the insurer will monitor services annually for quality assurance; 

6. Define books and records of the insurer to include all books and records developed or maintained under or related to the agreement; 

7. Specify that all books and records of the insurer are and remain the property of the insurer and are subject to control of the insurer; 

8. State that all funds and invested assets of the insurer are the exclusive property of the insurer, held for the benefit of the insurer and are subject to the control of the insurer;

9. Include standards for termination of the agreement with and without cause;

10. Include provisions for indemnification of the insurer in the event of gross negligence or willful misconduct on the part of the affiliate providing the services;

11. Specify that, if the insurer is placed in receivership or seized by the commissioner under the State Receivership Act:

a. all of the rights of the insurer under the agreement extend to the receiver or commissioner; and,

b. all books and records will immediately be made available to the receiver or the commissioner, and shall be turned over to the receiver or commissioner immediately upon the receiver or the commissioner’s request;

12. Specify that the affiliate has no automatic right to terminate the agreement if the insurer is placed in receivership pursuant to the State Receivership Act; and

13. Specify that the affiliate will continue to maintain any systems, programs, or other infrastructure notwithstanding a seizure by the commissioner under the State Receivership Act, and will make them available to the receiver, for so long as the affiliate continues to receive timely payment for services rendered.
If certain provisions are missing from affiliate service agreements, the examination team should encourage/require revisions to include all appropriate provisions, depending upon the date of the agreement and provisions required by Model #450 at that date. In addition, in accordance with the risk-focused examination process and utilizing guidance from the Related Party Repository, the examiner should consider whether terms of significant affiliated agreements are fair and equitable. Examiners should also note that additional guidance for reviewing individual affiliated transactions is located in Section 1, Part IV D in this Handbook.
Other Third-Party Administrators (TPAs)

In addition to using third-parties as managing general agents, producers, controlling producers, investment advisers, investment custodians, and affiliated service providers, third-parties can be used to perform a number of other functions for the insurer. These functions may include payroll processing, claims review, claims processing, premium processing, investment management, reinsurance program management or general IT processes. Depending upon legislative and/or regulatory action in each state, TPAs performing these services in connection with life, annuity, health or worker’s compensation coverage provided by an insurer may be subject to requirements as outlined in the NAIC’s Registration and Regulation of Third Party Administrators (Guideline #1090). 

It is important that the examiner gain a thorough understanding of the business functions being outsourced by the insurer and the controls that have been put in place to mitigate risks relating to those business functions. When evaluating the insurer’s use of other TPAs, the examiner should first become familiar with the work completed during the IT review, as described in Exhibit C. The examination work completed in these areas is typically performed by an information technology examiner, and may focus on risks related to the IT function of the insurer. However, the work performed in this area should provide the financial examiner information on the relationship between the insurer and the TPA and on the overall controls in place over the outsourced function. 

Once the financial examiner has performed a detail review of work performed during the IT review, the extent of additional testing to be performed for each TPA can be determined. This additional testing could include the following procedures:

1. Review the contract between the insurer and the TPA to determine that appropriate provisions have been included (ownership of data, termination of contract, right to review records, etc.). Those TPAs subject to Guideline #1090 may face specific requirements in these areas including licensure. 
2. Perform a detailed review of  any available Service Organization Reports, as described below, to determine that relevant controls are in place at the TPA and operating effectively (see additional guidance above). The examiner should note that although a Type II SOC 1 report may have been issued for the TPA, the controls tested may not mitigate the risks that concern the examiner.

3. If no Service Organization Report has been issued for the TPA, determine whether the insurer has taken appropriate steps to ensure that adequate controls are in place at the TPA and are operating effectively. The insurer may take various actions to determine the adequacy and effectiveness of controls in place at the service provider including performing periodic site visits, performing off-site reviews, and/or maintaining additional reporting requirements for the TPA. For insurer’s subject to Guideline #1090, there are requirements that significant TPAs be subject to a semiannual review of operations. At least one such review must be an on-site audit of the operations of the TPA.  

4. If the examiner determines that the work performed to determine the adequacy and operating effectiveness of the TPA’s controls is insufficient, additional testing should be performed in accordance with the materiality of the function being outsourced and the specific risks identified. This additional testing could include requesting the insurer to perform additional testing of its TPA or having the examiner visit the TPA’s site to perform testing on the relevant controls. 
SSAE 18 and Service Organization Controls Reports 

 (a)
Overview

As discussed above, many insurance companies use non-affiliated organizations to perform such services as data processing, payroll processing, claims processing, etc. As part of the planning process for a financial statement audit or examination of an insurer that uses a third-party service organization, the auditor or examiner should consider the internal control environment at this service organization. 
The most effective means for gaining an understanding of the internal control environment at the service organization is by reviewing the Service Organization Controls (SOC) report, if available. There are several types of SOC reports, each of which adhere to standards set by the American Institute of Certified Public Accountants (AICPA) as discussed below. Gaining an understanding of the internal control environment should be beneficial to examiners in understanding the servicing entity’s role and its impact on the insurer’s internal controls, whether the internal control design and operating effectiveness was considered adequate by the external auditor, and whether the external auditors were able to rely on the service entity’s controls. These considerations should further assist the examiner in determining the extent of individual work necessary to assess the company’s significant operations that have been outsourced to service providers. 

(b) Types of Service Organization Controls (SOC) Reports

SSAE 16/SOC 1

SSAE 16 is an attestation standard developed by the AICPA to provide guidance to enable an independent auditor to issue an opinion on an organization’s internal controls over financial reporting (ICFR). SSAE 16 supersedes SAS 70 guidance for reports on ICFR at service organizations issued on or after June 15, 2011. The report issued under the new guidance of SSAE 16 is called the Service Organization Controls report 1, or SOC 1 (often referred to as a SSAE 16 Report). SOC 1 engagements are performed in accordance with SSAE 16 and focus solely on controls at the service organization that are likely to be relevant to an audit of a client’s financial statements. SSAE 16 does not include pre-determined control objectives or control activities that organizations must achieve; rather, it is designed to provide information about the service organization’s ICFR environment to user organizations and user auditors. 
SSAE 18

In 2017, the AICPA further updated its attestation standards for SOC reports with the issuance of SSAE 18. The new guidance is effective for reports dated on or after May 1, 2017. Importantly, while SSAE 16 only applies to SOC 1 reports, the guidance within SSAE 18 also applies to SOC 2 and SOC 3 reports.

The reports issued under SSAE 18 are substantially similar to those issued under the former SSAE 16 with an added focus on controls at a subservice organization.

SOC for Cybersecurity

SOC for Cybersecurity examinations are performed in accordance with the AICPA Attestation Guide “Reporting on an Entity’s Cybersecurity Risk Management Program and Controls”. These reports are similar to the Service SOC 2 reports discussed below, but differ in scope and therefore in the way that each report can be used. While a SOC 2 report is intended to be used by companies that use a company as a service organization and therefore need assurance over the controls in place to provide those services, a SOC for Cybersecurity report is intended for a broader audience and provides more general information about the entity’s cybersecurity risk management program.

SOC 2 & SOC 3

SOC 2 and SOC 3 engagements do not fall within scope of SSAE 16. These engagements are performed in accordance with AT 101 – Attestation Engagements and for reports issued on or after May 1, 2017, in accordance with SSAE 18, to address system controls based on AICPA Trust Services Principles, Criteria, and Illustrations. 

Unlike SOC 1 engagements, SOC 2 engagements use predefined criteria in the Trust Services Principles, Criteria, and Illustrations. In a SOC 2 report, the service auditor would specifically address one or more of the five key system attributes comprising the Trust Services Principles, Criteria and Illustrations; Security, Availability, Processing Integrity, Confidentiality, or Privacy. 

Similar to the SOC 2 report, the SOC 3 report uses the predefined criteria in the Trust Services Principles, Criteria, and Illustrations. The key difference between these two reports is that the SOC 3 report is a general-use report, typically used for branding purposes by the service organization. The SOC 3 does not provide a description of the tests performed, results of testing, or the auditor’s opinion on the description of the system.

In the context of this handbook, the SOC 2 report will generally be of greater use to examiners than the SOC 3 report, as the SOC 3 report does not provide its users with sufficient detail about the design and operation of controls. 

(c)
Type I vs. Type II
When a CPA performs a SOC 1 or SOC 2 audit or examination of a service organization, the SOC report that is issued is classified as either Type I or Type II. 
Type I Report 

A Type I report describes the organization’s controls at a specific point in time and includes the independent auditor’s report. The auditor will express an opinion on whether the organization’s description of controls presents the relevant aspects of the organization’s actual controls in operation as of a specific date, and whether the controls were suitably designed to achieve specified control objectives. 
Type II Report
Similar to a Type I report, a Type II report includes the organization’s description of controls and auditor’s opinion. What differentiates the Type I report from the Type II report is that the Type II report includes detailed testing of the organization’s controls for the period specified in the report, typically one year. In addition to expressing an opinion on the same items noted in a Type I report, the auditor will also indicate whether the controls that were tested were operating with sufficient effectiveness to provide reasonable, but not absolute, assurance that the control objectives were achieved during the period specified. 
(d)
SOC Report Section Contents
Independent Auditor’s Report (Opinion)

This report is typically a one to two-page letter from the independent auditors to the management of the service organization. The language of the opinion generally follows explicit guidelines as determined by the AICPA, including a description of the auditor’s approach and the scope of the audit. For Type I and Type II engagements, the opinion should state whether the organization’s description of controls presents fairly, in all material respects, the relevant aspects of the organization’s controls that had been placed in operation as of a specific date (Type I) or during the period covered by the report (Type II), whether the controls were suitably designed to achieve the specific control objectives, and for Type II engagements, whether the tested controls were operating with sufficient effectiveness to provide reasonable, but not absolute, assurance that the control objectives were achieved during the period specified.

Management Assertion

Management of the service organization must provide the service auditor a written assertion that will either accompany the service auditor’s report or be included within the system description. This written assertion is much like the management representation letter previously required under SAS 70 guidance. Management must assert to the fairness of the system description, the suitability of the design of controls and, for Type II engagements, the operating effectiveness of the controls. Further, if the service organization uses subservice organization(s), management of the subservice organization(s) must also provide an assertion to accompany the auditor’s report.


System Description

Management of the service organization is required to provide a detailed description of the system in place at the organization. This description should include, among other things, the nature of services provided to user entities, how these services are performed, the service organization’s controls over the services provided, and the related control objectives. One key area to note within this section is the User Control Considerations (UCC). UCCs work hand-in-hand with internal controls. Therefore, in order for users to benefit from the SOC report, they must ensure the related UCCs are in place and functioning at the user organization. To illustrate this point, refer to the UCC example below:

	User organizations should have controls in place to restrict access to the secure web portal that is used to transmit data to the service organization to only authorized individuals. Controls should include notifying the service organization when an individual’s access is no longer required or if authentication credentials have been compromised.


Information Provided by the Service Auditor 
This section is optional in a Type I report. Examples of information that might be included in this section are a more detailed description of the objectives of a service auditor’s engagement or information relating to regulatory requirements. In a Type II report, this section of the SOC report features a description of the auditor’s tests of operating effectiveness of controls and the results of those tests. The following elements should be included in the description: 
· The controls tested and the objectives the controls were designed to achieve; and

· An indication of the nature, timing, extent and the results of the tests supplied in sufficient detail to enable user auditors to determine the effect of such tests on their assessment of control risk. In evaluating these factors, user auditors should also keep in mind that, for certain assumptions, the shorter the period covered by a specific test and the longer the time elapsed since the performance of the test, the less support of control risk reduction the test may provide.
Other Information Provided by the Organization
A service organization may want to present other information that is not part of the description of controls. This type of information would be included in a separate section and would not be covered by the auditor’s opinion. Examples of information that might be included in this section are responses to exceptions noted in the report and certifications achieved by the service organization (i.e., ISO Certification).
(e)
Examiner Considerations in using SOC Reports

SOC 1 Report

The SOC 1 report is the most common of the three SOC reports and the intended replacement for the SAS 70. The majority of insurers using third party administrators should have access to the SOC 1 for these service organizations. The SOC 1 reports provide significant information regarding the internal control environment as it relates to financial reporting at the service organization. A SOC 1 report may be a Type I or Type II report, with the Type II being most useful for purposes of financial examinations. Examiners should obtain this report if it is applicable for the insurer under examination.

SOC 2 Report

The SOC 2 report provides reporting options beyond financial controls, covering technology-related areas of primary interest to service providers and user entities such as security, availability, processing integrity, confidentiality and privacy. A few examples of when SOC 2 would likely be beneficial include when the insurer under examination is using a service provider for: 

· Cloud computing services

· Call center services

· Sales force automation

As with SOC 1, the SOC 2 report may be either a Type I or Type II report, with the Type II being more useful for financial examinations.

SOC 3 Report
The SOC 3 report is the least relevant SOC report in regards to audits and examinations. It is not expected that the SOC 3 report would be obtained during the course of an examination. 

Type I SOC
Type I reports could be helpful in providing a sufficient understanding to plan the audit of the user organization. Such a report, however, is not intended to provide any evidence of the operating effectiveness of the relevant controls that would allow the user auditor to reduce the assessed level of control risk. Since no tests were performed on the controls, no reliance can be placed on a Type I report, and therefore, will not satisfy the needs of external auditors or state regulators. 

Type II SOC 

The Type II report is the report that should be requested and obtained by state regulators. Since testing of controls has been performed, state regulators may decide to place reliance on the report and reduce testing of internal controls. It should be noted that the state regulator remains responsible for evaluating the evidence presented by the service auditor and for determining its effect on the assessment of control risk at the service organization. The user auditor’s assessment of control risk is based on the combined evidence provided by the service auditor’s report and the user auditor’s own procedures.

User Control Considerations (UCCs)
Examiners should review the User Control Considerations (UCCs) within the SOC report carefully. In order for the controls reviewed within the SOC report to be reliable, the examiner must ensure that the UCCs noted in the SOC report are in place and operating at the user organization (the insurer).

Other Considerations

Examiners should note that, because the report may be intended to satisfy the needs of several different user auditors, a user auditor should determine whether the specific tests of controls and results in the SOC report are relevant to assertions that are significant in the user organization’s financial statements. Furthermore, examiners should consider whether exceptions identified by the service auditor will affect reliance upon those controls.

Contact with the servicing entity’s auditor may be necessary to better understand the scope and results of the auditor’s work. If necessary, the examiner may need to contact the servicing entity to perform additional work regarding specific controls and/or their effectiveness.

G.
Use of Independent Contractors on Multi-State Examinations

When evaluating staffing needs to schedule examinations of domestic insurers licensed in multiple states, state insurance departments may find it necessary to engage an independent contractor. An independent contractor is defined as anyone employed by the state insurance department that is outside of the department’s staff. Examples of independent contractors, while not inclusive, are as follows:
· Certified Public Accountants

· Contract Examiners

· Specialists
An insurance department’s decision to engage an independent contractor may arise due to, among other things, insufficient examination staff or the need to meet statutory mandates. While the foregoing circumstances may lead an insurance department to contract the services of an independent contractor, the department should consider the long term effects of not maintaining an appropriate level of qualified staff. Maintaining competent examiners on examinations and during interim periods enhances the department’s ability to effectively regulate domestic insurers and foreign insurers with substantial state premium writings. Through the examination process, examiners can enhance their knowledge of state laws and regulations, various types of insurance products, investment practices, loss reserving techniques, reinsurance transactions etc., that are useful in effectively and efficiently assessing a domestic company’s financial condition and results of operations. This internal expertise is particularly important in handling troubled insurance companies.

The use of independent contractors requires the involvement of the state insurance department in directing and monitoring the work performed by the independent contractor. The oversight of independent contractors is primarily the responsibility of the insurance department’s designee. 

The role of department designee must be filled by an individual who is certified by the Society of Financial Examiners (SOFE) as a Certified Financial Examiner (CFE) or by an individual who has substantially similar experience, qualifications and background. (Include the details in examination planning memorandum.) This individual must be employed by and conducting work solely on behalf of the State Insurance Department.

Depending on the scope of the engagement and extent of the work performed by the independent contractor, the following standards of examination planning, fieldwork, and examination reports are applicable:

1.
Standards of Examination Planning and Field Work

a.
The procedures shall be planned and developed according to the Handbook under the supervision and with the participation of the insurance department’s designee. This includes review and approval of the examination planning memorandum, which may also warrant a review of workpapers supporting the conclusions reached therein.
b.
The insurance department’s designee shall review and approve significant examination workpapers on a timely basis. This includes, but is not limited to the following:
· Applicable risk assessment workpapers, including the examination risk tracker (Exhibit CC), prospective risk assessment (Exhibit V), key activity matrices and consideration of critical risk categories (Exhibit DD).
· Ongoing examination status and explanation of modifications to the approved time budget.
c.
The insurance department’s designee shall supervise all significant field work activities, including appropriate review and approval of risks identified and planned procedures prior to beginning Phase 3 and Phase 5.

2.
Standards of Examination Conclusions and Reporting

a.
The insurance department’s designee shall review and approve key solvency monitoring and completion documents on a timely basis, including the summary review memorandum (Exhibit AA) and evidence of interdepartmental communication of significant issues and concerns.

b.
The examination results and findings shall be reviewed for reasonableness and sufficiency, and accompanying workpapers shall be reviewed for adequacy of documentation by the insurance department’s designee.

c.
The report shall be prepared by the insurance department in accordance with the Handbook and departmental policy.


d.
The report shall be signed by the examiner-in-charge (EIC). If the EIC is an independent contractor, the report shall also be signed by the insurance department’s designee.

e. 
The insurance department’s designee shall complete the general review section of the Review and Approval Summary (Exhibit Q) to ensure an appropriate depth of review has been performed.

3.
Use of a CPA on an Agreed-Upon Procedures Engagement

While not very common, the use of a CPA independent contractor in an examination may be accomplished through an “Agreed-Upon Procedures Engagement.” (Only CPAs can perform an Agreed-Upon Procedures Engagement.) In addition to meeting the standards of examination planning, fieldwork, and examination reports, the following establishes guidelines for engaging a CPA to perform agreed-upon procedures.

The American Institute of Certified Public Accountants (AICPA) Statement on Standards for Attestation Engagements No. 10, Attestation Standards: Revision and Recodification (SSAE No. 10), sets forth the standards and provides guidance to the CPA when performing and reporting on engagements to apply agreed-upon procedures. In an agreed-upon procedures engagement, the CPA performs specific procedures on specific elements, accounts or items of a financial statement and issues a report of findings based on those procedures. The insurance department and the CPA agree upon the procedures to be performed by the CPA that the insurance department believes are appropriate. Therefore, the insurance department assumes all responsibility for the sufficiency of the procedures and the risk that those procedures might be insufficient for their purposes. Because the CPA will only report on the findings of the procedures performed, any conclusions regarding the findings, and disposition thereof, must be made by the department. Additionally, the CPA has no responsibility to determine the differences between the agreed-upon procedures to be performed and the procedures that the CPA would have determined necessary had he or she been engaged to perform another form of engagement, such as an audit under generally accepted auditing standards. The department should review SSAE No. 10, and consider the CPA’s professional standards prior to engaging an accounting firm to provide this type of service.

The insurance department must attain certain standards relative to the examination report, planning and field work that are in accordance with the Handbook. These standards relate to the responsibilities of the insurance department and the utility of the examination report in achieving regulatory objectives when engaging a CPA to perform agreed-upon procedures.
4.
Conflicts of Interest

Conflicts of interest may occur if an examination of a company is performed by an independent contractor who has a significant relationship with the company, its affiliates, or their management (financial or non-financial) that may impair in fact, or appearance, the independent contractor’s independence. To evaluate any such conflicts of interest, the insurance department should request a disclosure letter from the independent contractor regarding their past, present or planned relationships, both financial and non-financial, with the examined company or its affiliates. The disclosure letter should discuss the nature of the services provided by the independent contractor and the amount of fees paid to the CPA by the company over the preceding five years.

Determining whether a potential conflict of interest exists is a matter of considerable judgment. As independent contractors provide many different types of services (e.g., accounting, auditing, actuarial, management and tax consulting), it will be necessary to evaluate the nature of services provided and the amount of fees involved when determining whether a potential conflict of interest exists.

5.
Maintenance of Workpapers

The insurance department should maintain, at a minimum, a complete photocopied set of the CPA’s original workpapers.

6.
Independent Contractors’ Immunity Privileges

When hiring independent contractors to perform all or portions of a state insurance examination, the state insurance department should consider the following items related to the independent contractor’s immunity prior to finalizing an agreement.

· Review the NAIC Model Law on Examinations (#390), Section 8 to determine if your state has adopted these provisions in its statutes. If your state has not adopted Model #390, confirm if it has adopted similar language which grants immunity to any examiner appointed by a commissioner.

· Determine if there are any relevant court decisions or opinions, which hold that an examiner appointed by the commissioner is granted immunity from liability in the performance of his/her duties.

· Verify if independent contractors in your state are required to carry liability insurance coverage for work performed. Determine if your state provides insurance coverage to these independent contractors in the performance of their duties. 
7.
Controlling Exam Costs when Utilizing Independent Contractors

It is important to keep in mind that the use of independent contractors can lead to higher examination costs. It is the regulator’s responsibility to appoint and monitor the independent contractor, and it is the insurer’s responsibility to cooperate with the independent contractor and provide appropriate input to facilitate an efficient examination process. The insurer may provide factual input to the regulator based on observations of the independent contractor’s work. High-level company monitoring of the examination process and ongoing two-way communication of problems on the examination (related to the cooperation of the insurer or the performance of the examination) can help ensure the effective use of independent contractors. If state legislation permits and circumstances are warranted, it may benefit the regulator to consider the following procurement procedures in order to control costs when utilizing an independent contractor.

a. The regulator should have minimum qualification standards that the independent contractor should meet in order to be considered in the procurement process. The independent contractor should have the following: 
· Practical experience with the type of work that is out for bid;  
· Qualified personnel; and

· Demonstrable success on prior contract examinations. 

b. The regulator should consider having a meeting with all qualified vendors (independent contractors) and the insurer to further explain, clarify, or identify areas of concern. This meeting should address the following:
· A detailed description/specification of the work to be performed in terms of required outcomes. Specifications should be written to encourage, not discourage, competition consistent with seeking overall economy for the purpose intended. The goal is to invite maximum reasonable competition; 


· Concerns of the insurer, independent contractor and the department of insurance; and

· Time frame of the bidding process.

c.
The potential independent contractor should describe their organizational and staff experience as well as past experience, which should be described in sufficient detail to demonstrate their ability to perform the functions outlined by the department. For long-term projects, the independent contractor should document their experience, capability, and commitment to perform project management functions.

d.
The independent contractor should provide a minimum of three references who may be contacted where services similar in scope to the requirements outlined by the department have been provided. The state department should consider the independent contractor’s experience with other state insurance departments.

e.
Prior to selecting the independent contractor, the regulator should consider at least three competitive bids.
f.
The most responsive and responsible independent contractor whose bid reflects the lowest price should be considered. “Responsible” means that the vendor has the capability, integrity, and reliability to provide the services needed. Being “responsive” means that the bid conforms in all material respects to the requirements outlined by the department.

Various types of contracts exist and each type of contract should be considered by the regulator when utilizing independent contractors. Fixed fee contacts and cost-reimbursement type contracts are two common types of contracts. Fixed fee contracts are contracts for a set amount, regardless of the expenses or hours incurred by the independent contractor. Under this scenario, the independent contractor is fully responsible for performance costs and enjoys (or suffers) resulting profits (or losses) based on the efficiency and effectiveness of their examination progress. Fixed fee contracts are typically appropriate when the work to be performed by the independent contractor can be described clearly and the regulator can write clear and detailed specifications for how the work is to be done. If a fixed fee contract is not chosen, the regulator may use a cost-reimbursement type contract. In this type of contract, the department agrees to compensate the independent contractor at a fixed hourly rate plus compensation for reimbursable expenses. If this type of contract is used, the regulator should strongly consider making it a three-party contract between the state department, the independent contractor and the insurer. 

If a fixed fee contract is used, independent contractor travel expenses are irrelevant to the regulator. If a contract that allows for cost reimbursement is utilized, the regulator should consider the extent of the independent contractor’s travel expenses. It is recommended that the regulator monitor the independent contractor’s travel expenses. The regulator should consider the recommended per diem rates for lodging, meals and incidentals set forth within Section 1, Part II, D of this Handbook (this is also available on the NAIC Web site).

The above mentioned guidance, as it relates to procurement, contracts and travel expenses, combined with continued monitoring of the independent contractor’s work may result in significant cost decreases. It is encouraged that the time budget be communicated to the insurer, however, final approval of the budget should reside with the insurance department and the work of the independent contractor should be directed by the state regulator. Consider holding frequent status meetings with the independent contractor to ensure that the adequacy and timeliness of the work being performed is meeting the department’s expectations. The development of a detailed time budget for the independent contractor will allow the insurance department and the insurer to compare the actual work performed with expectations. The time budget should estimate the time to complete examination sections, which typically are annual statement line items, system processes, related controls or the company background. The independent contractor should submit time budgets to the state insurance department on at least a monthly basis, or as often as a detailed time and expense billing report is required to be submitted. The detailed time budget should also include an estimated date of completion for all fieldwork. If any action, or lack of action, by the insurer causes the independent contractor’s hours to significantly increase (i.e., a greater than 10% increase in the budgeted time for a specific examination area), the independent contractor should immediately communicate this to the state department, who would then contact the insurer. This same communication process should take place if the independent contractor becomes aware of any material transactions that took place subsequent to the balance sheet date.
H.
Considerations for Insurers in Run-Off

Run-off may be either a voluntary or state mandated course of action where the insurer ceases writing new policies on a portion of business or all business written. During run-off, the insurer typically continues collecting premiums on mandatory policies for a statutorily mandated period and to policy expiration dates. The degree and timing of the reduction in premiums should be closely monitored through projections, which are often provided within a run-off plan. The run off of claims becomes the focus of attention until the last dollar of exposure is paid. The risk exposures for insurers in run-off are likely to be different than that of an insurer writing new business; therefore it may be necessary for an examiner to narrow the focus of the financial condition examination and ongoing solvency oversight of the insurer. For example, when examining a company in run-off, the examiner may be able to reduce testing performed in traditional areas, such as underwriting. The focus of the examination of a run-off insurer may include, but not be limited to, the following:

Run-off Plan

A company in run-off will typically prepare a run-off plan outlining how it will manage its resources in this stage of its operations. The specific content of the run-off plan may vary depending upon the line and nature of business in run-off and the financial condition of the insurer. If the company has prepared a run-off plan, the examiner should obtain the plan and gain an understanding of the process the company has chosen for winding down its business and the primary risks that remain. In addition, the examiner should track the company’s progress against its plan to assist in evaluating the effectiveness of the run-off. If the company has entered into run-off since the prior exam, the department analyst may have already obtained the run-off plan. Therefore, the examiner should consult with the analyst prior to requesting the run-off plan from the company.

Corporate Governance

Insurers in run-off are faced with unique challenges in maintaining effective oversight and staffing in circumstances of decreasing resources. Some areas of corporate governance that may be more critical for an insurer in run-off include employee compensation and retention, succession planning, and adequate oversight of critical functions by the Board of Directors and senior management. Evaluating the suitability of key management becomes of increased importance in an environment of high turnover and changing responsibilities. The examiner may also consider whether the company’s decreasing resources create segregation of duties issues that limit the effectiveness of the company’s internal control structure.

Capital and Liquidity Management

An objective of an insurer in run-off is to manage its assets and liabilities and maintain sufficient cash flow to ensure claim payments are met. Ideally, the insurer will reduce liabilities over time while ensuring its balance sheet maintains liquid assets to pay claims. When assessing liquidity and surplus adequacy, the examiner should evaluate the appropriateness of the insurer’s investment portfolio, including proper asset/liability matching. An insurer in run-off would generally be expected to maintain a conservative strategy in order to preserve the ability of invested assets to meet run-off obligations. An aggressive strategy may warrant additional scrutiny by the examiner. The examiner may also evaluate whether the insurer has performed analyses to determine further cash flow needs and stress testing to assess its capital needs. In some circumstances, the examiner may consider involving an actuarial specialist to assist in evaluating the adequacy of the insurer’s capital.

Loss and Loss Adjustment Expense (LAE) Reserves

Loss reserves are the largest liability reported by an insurer and one of the most critical pieces of data in assessing an insurer that has entered run-off. Many run-off insurers are thinly capitalized. Given the materiality of this liability, a slight variance in reserves can have a significant impact on the insurer’s ability to continue as a going concern. As a result, there is increased importance placed on highly accurate reserve estimations as well as close monitoring of loss reserves. When examining an insurer in run-off, the examiner should consider focusing procedures on the company’s processes for determining loss reserves, reviewing loss reserve development trends, and involving an actuarial specialist in evaluating the overall adequacy of the reserves held.
I.
Considerations for Potentially Troubled Insurance Companies

A troubled insurance company is broadly defined as an insurance company that is either in or is moving towards a financial position that subjects its policyholders, claimants and other creditors to greater-than-normal financial risk, including the possibility that the company may not maintain compliance with the applicable statutory capital and/or surplus requirements (Troubled Insurance Company Handbook). The “Prioritization Framework” as discussed in the NAIC’s Financial Analysis Handbook identifies troubled companies as Priority 1. 

In situations in which an examination is being planned for a troubled insurance company (i.e., Priority 1 company), the NAIC’s Accreditation Program Manual (Part B3: Department Procedures and Oversight) indicates that “the department should generally follow and observe procedures set forth in the NAIC Troubled Insurance Company Handbook.” However, regulators may also consider leveraging the insights in the Troubled Insurance Company Handbook for Priority 2 companies, which are defined in the Financial Analysis Handbook as “high-priority insurers that are not yet considered troubled but may become so if recent trends or unfavorable metrics are not addressed.”
The following guidance provides an overview of key elements to consider during an examination. Additional insights to assist in enhancing a state’s monitoring and surveillance of troubled insurance companies, including regulatory actions available to Departments of Insurance (DOIs), can be found in the Troubled Insurance Company Handbook. 

Communication Expectations
If an examination is planned or ongoing for a troubled or potentially troubled company, or through the course of the examination that the domestic regulator elevates the priority level of the company to troubled or potentially troubled, it is critical that the domestic regulator communicates proactively and timely with other impacted state insurance regulators. It is also important that the non-domiciliary state communicates with the domestic regulator prior to taking any action against the insurer. This can be particularly important if the corrective action plan implemented by the domestic regulator depends on continued operations of the insurer in other states. Depending on the circumstances, it may also be appropriate to communicate certain information with other parties, such as other regulatory bodies, company management, and state guaranty funds. Establishing a coordinated communication system among the relevant parties will help facilitate the domestic regulator’s surveillance of the troubled company.

The timeliness of communication with other regulators should be commensurate with the severity of the event, and it should include information about the troubled company’s situation and the proposed corrective action. It may also include a request for other jurisdictions to assist in the implementation of the plan. When determining which states to notify, the department may consider those in which the company: 1) has a significant amount of written, assumed or ceded insurance business; 2) has significant market share; 3) is licensed; 4) has affiliates; 5) utilizes fronting entities; 6) has pooled companies; and 7) is seeking to write business or obtain a license. If it is reasonably anticipated that corrective plans will not prevent a finding of insolvency or insolvency is reasonably possible, advance communication to the guaranty funds is critically necessary for a successful transition to liquidation. If the guaranty funds are notified in a timely manner, they may be able to provide additional guidance and assistance in preparing the company for liquidation.
Pre-Receivership Considerations
Depending on the circumstances of the troubled company’s situation, the department may determine that the appropriate course of action is to place the company in receivership. There are several steps that the department can take to ensure a smooth transition to receivership, should that be necessary. Having a thorough understanding of the company’s rights and ownership of its assets, as well as its liabilities and obligations can help the department manage the possible transactions that could occur if the company is placed in receivership. It may also help the regulator understand if inappropriate transactions occur in anticipation of receivership, such as preferential payments to related entities and payment of management bonuses or expense reimbursements. As part of the corrective plan, the department may consider requesting the implementation of controls surrounding the troubled company’s operations. For instance, it may be necessary for management to establish controls around acceptance of new business or new commitments by the company, as well as recordkeeping requirements if the insurer is involved with reinsurance. 

If an examination is planned or ongoing for a troubled or potentially troubled company, the examination should increase its review of risks and controls surrounding financial reporting processes in the areas discussed above. For example, the exam may have a greater focus on the following areas:

· Gaining an understanding of the location (i.e., bank accounts, deposits, custodial accounts, letters of credit, etc.) and ownership (i.e., funds held with reinsurers, intermediaries, MGAs/TPAs, etc.) of company assets.

· Gaining an understanding of possible encumbrances on company assets that may be triggered if the financial position of the company continues to deteriorate.

· Gaining an understanding of the provisions within various agreements that the company has entered into (i.e., reinsurance agreements, agreements with service providers, investment advisors, etc.) that could be impacted by being placed into receivership.

· Reviewing transactions involving the movement of company assets.

· Identifying primary responsibility for obligations and liabilities, such as tax payments, pension plan contributions, pledges of assets, etc.

· Additional testing to ensure the completeness of policy and claims data. 

If receivership or liquidation is triggered, and assets are transferred to the receiver or guaranty fund to settle obligations, it is important that the company’s data be maintained in such a format  to ensure that policies can continue to be maintained and claims can continue to be paid. For example, the company should have the ability to export its claims data through a defined format (Uniform Data Standards [UDS]) that would allow the data to be received and utilized by a third-party guaranty fund. Therefore, the examination may include additional procedures as part of the IT review to identify and locate data storage and processes, understand the format of the data, and ensure that proper functionality exists for timely and efficient export of policy and claims data in the event of a receivership. 

J. 
Comments and Grievance Procedures Regarding Compliance with Examination Standards

This section covers procedures to be followed by industry and regulators relating to comments and grievances involving compliance with examination standards.

Each comment or grievance must be put in writing and presented in the following format. The matter is to be addressed to the Examination Oversight (E) Task Force.

The resolution of each submission either will be made or administered by the Task Force with ratification by the parent committee of the NAIC. Subsequent to ratification of action taken, the person making the submission will be notified.

The above procedure should suffice to receive and properly respond to any and all matters involving compliance with examination standards.
COMPLIANCE WITH EXAMINATION STANDARDS

COMMENTS AND GRIEVANCES

Date:

To:
 Chair, Examination Oversight (E) Task Force

From:

Nature of Comment and/or Grievance and Proposed Method for Resolution, if any. (Please submit complete particulars together with any references, etc.
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