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Risk-Based Regulatory Framework for
Third-Party Data and Model Vendors

EXECUTIVE SUMMARY 
This draft outlines a risk-based regulatory framework for third-party data and model vendors engaged with insurers in functions with direct consumer impact such as pricing, underwriting, claims, utilization reviews, marketing, and fraud detection. The framework aims to enhance regulatory oversight, transparency, and accountability while safeguarding intellectual property and promoting proportionality in compliance requirements. 
The purpose of the regulatory framework is to provide regulators with access to third-party data and models used in insurance functions with direct consumer impact and to establish governance standards for model and data integrity, consumer protection, and ongoing monitoring. 
Proposed Structure: 
Third-party data and model vendors must register with the [state insurance departments] before their models or data may be used by insurers. (Sufficient time will be provided for the registration process to be completed) 
Registration status will be: 
· “Applied” at initial filing of registration, contingent on regulatory review of the materials submitted in support of registration including documentation of a governance program. 
· “Applied with governance approval” upon positive assessment of the governance program by the _____ (state, lead regulator, regulator committee, other). 
· “Registered” upon the state’s acceptance of the registration and governance approval. 
Regulators retain authority to disapprove individual models or data that fail to meet standards. An optional filing process is included.
Governance Standards: 
Governance requirements are outlined in the framework. For models, required documentation will consist of the purpose, assumptions, inputs, limitations, performance metrics, and validation processes. For data, required documentation will consist of accuracy, completeness, timeliness, representativeness, auditable data lineage, and quality controls.
Consumer Protection: 
Vendors should disclose data usage, allow consumers to access and correct records, and define any limitations of corrections. 

REGULATORY FRAMEWORK 
I. Purpose and Scope 
This framework establishes regulatory oversight of third-party data and model vendors whose models or data are used by insurers in insurance functions with direct consumer impact. The framework acknowledges that while third-party vendors will be subject to limited regulatory jurisdiction, regulators expect sufficient visibility into their models, data, and governance practices to ensure insurers using these models and data comply with state insurance laws. 
Oversight is achieved through vendor registration, regulatory access requirements, and a state-specific, discretionary model filing process. 
II. Third-Party Data and Model Vendor Definitions 
The following are the current working definitions adopted Sept. 26, 2025:  
· “Third-Party” means any organization, operating independently of any government entity and not otherwise defined as a Licensee, that engages with an insurer to provide data, models, and/or model outputs to the insurer for pricing, underwriting, claims, marketing, and/or fraud detection functions. 
· “Licensee” means any insurer, producer, advisory or rating organization, third-party administrator, or other similar organization engaged in the business of insurance that is required to be licensed or otherwise authorized to perform insurance-related functions under applicable state law and is subject to examination by the [department of insurance]. 
III. Principles 
A. Regulation with Safeguards 
Regulators must determine whether third-party data and models produce outcomes across insurance functions with direct consumer impact such as pricing, underwriting, claims, anti-fraud measures, and utilization review, that comply with regulatory standards, including those pertaining to unfair trade practices as well as those ensuring that rates are not excessive, inadequate, or unfairly discriminatory. 
For regulators to perform necessary analysis to make such determinations, third-party data and model vendors must provide sufficient information on data sources, maintenance, model design, training data, and assumptions, with confidentiality protections equivalent to those provided to insurers. These confidentiality safeguards facilitate transparency, enabling regulators to assess model purpose, logic, and outputs and identify potential consumer harm or compliance concerns. 
B.  Regulatory Proportionality 
Oversight scales with the materiality, complexity, and consumer impact of the third party’s role. Insurance functions with direct consumer impact that use third-party data and models—such as pricing, underwriting, claims, utilization reviews, marketing, and fraud detection—may require more extensive review and documentation. Proportionality directs regulatory focus to areas with the greatest potential for consumer harm or compliance risk. 
C.  Accountability 
Third-party data and model vendors are responsible for data integrity as well as the accuracy and reliability of model outputs. Insurers remain ultimately accountable for all outcomes derived from the use of third-party data and models and for verifying that activities with direct consumer impact or compliance risk meet regulatory requirements. Accountability requires insurers to maintain governance, controls, and monitoring across all functions, supported by third-party data and model vendors providing transparent documentation and cooperation with regulatory oversight. 

IV. Third-Party Model Vendor Registration  
Third-party model vendors must register with the [state insurance department or a national registration database] before their model(s) may be used by licensed insurers in insurance functions with direct consumer impact. Registration creates a standardized framework and ensures vendors maintain robust governance standards and controls. 
A. Information Provided at Registration 
1. Corporate and Contact Information 
a. Legal entity, ownership structure, responsible officers, and states where model(s) are deployed or currently under review for deployment. 
2. Model Governance Program Documentation  
a. Documentation demonstrating a comprehensive governance program that includes: 
1) Model development standards and testing protocols 
2) Data governance and provenance controls 
3) Validation and monitoring 
4) Change-management procedures and processes including version control, updates, and approvals 
5) Roles, responsibilities, and internal oversight  
6) Defect reporting and remediation processes 
3. Agreement to Regulatory Access 
a. Vendors must agree to provide regulators with access, upon request, to information such as that described in the NAIC Model Review Manual and the Catastrophe Modeling Primer, including the following: 
1) Model documentation 
2) Input and output specifications 
3) Validation, performance, and any fairness/bias testing results 
4) Change logs and audit trails 
5) Other information reasonably necessary for regulatory evaluation 
B. Annual Attestation 
A senior officer must attest that the governance program is implemented, effective, and applied to all models with direct consumer impact used by licensed insurers, complies with applicable insurance laws and regulations in [state], and adheres to third-party model vendor governance program requirements (to be developed). The attestation should be provided to each [state insurance department]. 
Failure to provide access may result in the model(s) being disallowed for insurer use in the state. 

V. Discretionary Third-Party Model Vendor Filing Process 
States retain discretion to require direct filing of a third-party model when regulatory evaluation is necessary to ensure compliance and consumer protection. Filing is not automatically assumed and is rather triggered by risk, consumer impact, and specific regulatory needs. States may modify the documentation required to be submitted depending on specific needs and level of risk.
A. Considerations for Filing a Model 
1. A state may request a model to be filed for review based on any of the following: 
a. Level of consumer impact or potential harm 
b. Novel or opaque model methods 
c. Limitations of a vendor’s model governance program 
d. Complaint or market conduct indicators 
e. Emerging risks, external risks, or supervisory priorities 
f. Transparency to assess compliance with rating or unfair trade practices statute(s). 
B. Filing Requirements 
1. Model summary and intended use 
a. Business purpose, functions, and consumer-impact 
2. High-level methodology description 
a. Key factors, relationships, modeling approach, and version 
3. Inputs and outputs 
a. Required data elements, use of sensitive attributes or potential proxies, and outputs provided to insurers 
4. Validation and performance documentation 
a. Accuracy, calibration, and any fairness/bias testing results 
b. Monitoring and performance degradation controls 
5. Explainability documentation 
a. How insurers can interpret model outputs 
b. Primary drivers of predictions or classifications 
6. Change-management summary 
a. Version history, material changes since last version, anticipated updates 
C. Confidentiality Protections 
All third-party model filings are subject to the same protections afforded to insurers for confidential, proprietary, and trade-secret information. 
D. Filing Review
When a model is submitted, the [state insurance department] may perform the following: 
1. Completeness Review 
2. Technical, actuarial, and compliance review assessment 
a. Fitness for intended use 
b. Accuracy and reliability 
c. Fairness 
d. Adequacy of governance, controls, and monitoring 
3. Disposition 
a. Approval for use 
b. Conditional use 
c. Disapproval for use 



VI. Third-Party Data Vendor Registration  
Third-party data vendors must register with the [state insurance department or a national registration database] before their data may be used by a licensed insurer in insurance functions with direct consumer impact. Registration creates a standardized framework and ensures vendors maintain robust governance standards and controls. 
A. Information Provided at Registration 
1. Corporate and Contact Information 
a. Legal entity, ownership structure, responsible officers, and states where data is deployed or currently under review for deployment. 
2. Data Governance Program Documentation 
a. Documentation demonstrating a comprehensive governance program that includes: 
1) Data governance and provenance controls 
2) Roles, responsibilities, and internal oversight  
3) Process for identification and remediation of missing or incomplete data 
3. Agreement to Regulatory Access 
a. Vendors must agree to provide regulators with access, upon request, to the following: 
1) Data documentation 
2) Validation, performance, and any fairness/bias testing results 
3) Change logs and audit trails 
4) Other information reasonably necessary for regulatory evaluation 

B. Annual Attestation 
A senior officer must attest that the governance program is implemented, effective, and applied to all data used by licensed insurers, complies with applicable insurance laws and regulations in [state], and adheres to third-party data vendor governance program requirements (to be developed). The attestation should be provided to each [state insurance department]. 

VII. Discretionary Third-Party Data Vendor Filing Process 
States retain discretion to require a direct filing of third-party data or data documentation when regulatory evaluation is necessary to ensure compliance and consumer protection. Filing is not automatically assumed and is rather triggered by risk, consumer impact, and specific regulatory needs. States may modify the documentation required to be submitted depending on specific needs and level or risk. 
A. Filing Requirements  
1. Data documentation, source, and intended use  
2. Business purpose, functions, and consumer impact  
3. Accuracy, completeness, and any fairness/bias testing results  
4. Explainability documentation  
5. Version history, material changes since last version, anticipated updates  
6. Whether data is derived or created bespoke for insurers 
7. Other information reasonably necessary for regulatory evaluation 
B. Confidentiality Protections  
All third-party data filings are subject to the same protections afforded to insurers for confidential, proprietary, and trade-secret information. 

VIII. Ongoing Oversight of Third-Party Data and Model Vendors 
A. Annual registration renewal 
Vendors must annually update governance documentation, contact information, and any other required documentation. 
B. Material changes notifications 
Vendors must notify regulators of material modifications to a dataset or model, including decommissioning of a model. Regulators may request documentation if the changes indicate a significant alteration of model behavior, risk, or consumer impact. 
C. Targeted Reviews 
Regulators may request additional information or conduct targeted evaluations if concerns arise regarding model performance, fairness, or lack of sufficient governance or internal controls. 
D. Annual Governance Attestation (see above Information Provided at Registration) 

IX. Insurer Responsibilities 
This framework maintains the longstanding principle that insurers are responsible for their own compliance obligations. Insurers must validate model suitability for their book(s) of business, ensure contractual access to necessary information, meet all rating and underwriting requirements, even when using third-party models or data. 
Regulatory oversight of third-party data and model vendors does not reduce insurer accountability. Insurers remain responsible for the following: 
A. Assessing model suitability for their own data and business use cases 
B. Conducting insurer-level model validation, testing, and monitoring 
C. Ensuring that any data provided by a third-party data vendor is sufficiently complete, accurate, and appropriate for its intended use 
D. Ensuring compliance with rating, underwriting, unfair trade practices, and unfair discrimination laws 
E. Maintaining contacts permitting insurer and regulator access to necessary model or data information 
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