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Insurance 
Fraud Defined

The intentional providing of 
false or misleading information, 
or withholding of material 
information, as part of an 
insurance transaction.



ESTIMATED COST IN THE U.S.

$308.6 Billion
Across all lines of insurance, according to the 
Coalition’s 2022 “Cost of Insurance Study”



The Evolving 
Insurance Fraud Landscape 



Insurance fraud 
used to be:

● Opportunis tic
● Ind ividua l
● Loc a l



Then it 
became….

Organized
● Stage d  ac c ide nts
● Me dic a l mills
● Crime  rings



Then came…

Technology 
Advancements
● Inte rne t 
● Public  da ta
● Portable  de vic e s
● Digita l p la tforms
● Re a l- time  payme nt s ys te ms
● Artific ia l inte llige nc e



Insurance 
fraud  is n’t 
me re ly 
e volving…

…it’s  
c ompounding



Which leads us 
to today…

”We’re not in 
Kansas anymore…”   

Dorothy – Wizard of Oz



The Insurance Industry Is 
Up Against Something 
Unlike It’s Ever Seen



What The Industry Is Now Up Against

Technology / 
Artificial Intelligence

Synthetic Identity 
Growth

Global Fraud 
Operations



Cyber Security Incidents

● The insurance industry is being 
targeted by hackers 

● Often use publicly available 
employee information to 
impersonate staff

● Looking to steal data to commit 
fraud, or sell to others to commit 
fraud 



Account Takeover Schemes

● Criminals use stolen credentials to 
access insurance accounts

● Deepfake audio and video is being 
used to impersonate policyholders 
and beneficiaries

● Impersonation of insurance agency 
and company websites to steal 
consumer login and account 
information



Money Laundering

● Organized crime groups are 
exploiting insurance products to move 
illicit funds into the legitimate financial 
system.

● Criminal proceeds may be used to 
purchase policies, annuities, or other 
insurance products, followed by early 
withdrawals, cancellations, or 
fraudulent claims.



Human Trafficking

● Transnational criminal networks are 
using human trafficking to carry out 
insurance fraud schemes

● Victims are lured by fraudulent 
employment opportunities / 
pretenses

● Once recruited, they may be held 
against their will, threatened, and 
forced to participate in insurance 
fraud



Employee Infiltration Schemes

● Fraudsters are attempting to 
infiltrate insurance companies by 
posing as legitimate job applicants 

● Goal is to gain access to sensitive 
internal systems and data

● Human Resources now plays a 
critical role in identifying and 
mitigating employee infiltration risks 



Illicit Licensing Schemes

● Identity theft
● Synthetic identity use 
● Testing fraud
● License use by unlicensed individuals
● Advance commission schemes
● Submission of fraudulent claims



Changing Consumer Attitudes

● 15%  of the  US popula tion (50  million 
Ame ric ans ) don’t vie w ins uranc e  fraud  a s  a  
c rime

● Pe rc e ntage  is  e ve n highe r for thos e  18- 4 4  
ye a rs  of age

● Don’t be lie ve  the y’re  a ffe c te d  by ins uranc e  
fraud

● J e a lous  or e nvious  of othe rs  who c ommit it
● Be lie ve  the re ’s  a  low probab ility of be ing  

c aught

2023 Coalition / Verisk 
Who Me? Who Commits Insurance Fraud & Why 



Licensing Must Now Be Viewed 
With a Fraud -Prevention Lens



Considerations may include…

● Incorporating additional identity verification steps

● Monitoring applications and examinations for shared devices, IP 
addresses, telephone numbers, email addresses, mailing addresses, 
payment methods, unusually rapid completion and repeated 
attempts involving multiple identities

● Comparing information across resident and nonresident applications 
and investigating material inconsistencies in identity, address, 
examination history or disciplinary disclosures

● Sharing confirmed patterns with other departments, examination 
vendors, licensing organizations, law enforcement and affected 
insurers

● Updating the PMLA to ensure states have the authority to promptly 
disable licensing credentials



Coalition Against Insurance Fraud

mail: Website: www.insurancefraud.org

Email: Coalition@insurancefraud.org

1012 14th Street NW, Suite 610
Washington, DC 20005
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