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Proposed State Privacy Laws Comparison Chart (Updated 03/28/2022)

Alaska
Bill HB 159 “Consumer Data Privacy Act”

Status In Senate Judiciary Committee (03/18/2022)

Looks Like CCPA with notable additions

Scope Applies to a business that (a) buys, sells, or shares personal information of 100,000 or more consumers
or households annually; or (b) derives 50% or more of annual revenue from selling or sharing personal
information

Rights Access, deletion, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG; private right of action; no right to cure; AG has mandatory and permissible rulemaking authority

Exemptions GLBA, HIPAA, collection or sales taking place wholly outside the state, de-identified/aggregated and
publicly available personal information; FCRA; employee/job applicant data

Alaska

Bill SB 116 “Consumer Data Privacy Act”

Status In Labor & Commerce Committee (03/31/2021)

Looks Like CCPA

Scope Applies to a business that (a) has annual gross revenues of $25 million or more in the year 2022 or in
any year thereafter; (b) previously bought or disclosed the personal information of 100,000 or more
persons or households; or (¢) sold the personal information of a consumer, household, or device in the
last year

Rights Access, deletion, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG, private right of action

Exemptions HIPAA, GLBA personal information, FCRA activities, information collected as part of a clinical trial,

vehicle purchase and ownership information, employment and job applicant information
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Alaska

Bill HB 222 “Alaska Consumer Information Protection Act”

Status In Labor & Commerce Committee (01/18/2022)

Looks Like CCPA

Scope Applies to a business that (a) has annual gross revenues of $25 million or more in the preceding
calendar year; (b) annually buys, sells, or shares the personal information of 100,000 or more
consumers or households; or (¢) derives 50% or more of its annual revenue from selling or sharing
personal information about consumers

Rights Access, correction, deletion, restriction, portability, non-discrimination

Opt In/Out Opt-out

Enforcement Private right of action

Exemptions HIPAA, GLBA personal information, FCRA activities, information collected as part of a clinical trial,
vehicle purchase and ownership information, employment and job applicant information

Colorado
SB21-190

Status Passed 7/7/21

Looks Like VCDPA, WPA

Scope Controllers that conduct business in Colorado or produce products or services that are intentionally
targeted to residents of Colorado and that (1) control or process the personal data of 100,000 or more
consumers during a calendar year and/or (2) derive revenue or receive a discount on the price of goods
or services from the “sale” of personal data and process or control the personal data of 25,000 or more
consumers.

Rights Delete, correct, portable format

Opt In/Out Opt out of the processing of ALL personal data concerning the consumer. Consent to processing of
sensitive data.

Enforcement AG

Exemptions Data & entity GLBA, HIPAA, other
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Connecticut
Bill SB 6

Status Referred to Office of Legislative Research and Office of Fiscal Analysis (03/25/2022)

Looks Like CPA/VCDPA with touches of CPRA

Scope Applies to persons that conduct business in this state or produce products or services that are targeted
to residents of this state that, during the preceding calendar year (a) controlled or processed the
personal data of not less than 65,000 consumers, excluding data on payment transactions; or (b)
controlled or processed the personal data of not less than 25,000 consumers and derived more than
25% of gross revenue from the sale of personal data

Rights Access, correction, deletion, restriction, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG enforcement; no private right of action; right to cure (sunsets)

Exemptions GLBA personal information, HIPAA PHI, clinical trials, hospitals, higher education institutions,
nonprofits, vehicle ownership and purchase information

District of Columbia
Bill B24-0451

Status In Committee on Judiciary and Public Safety (01/18/2022)

Looks Like Uniform Personal Data Protection Act

Scope Applies to data controllers or processors that “maintain” personal data of more than 50,000 District
residents or that earn more than 50% of their annual income from maintaining this data, and also to
any such business that maintains data for incompatible or prohibited data practices

Rights Access, Correction, Restriction, Non-Discrimination

Opt In/Out Opt-out (except opt-in for “sensitive data’)

Enforcement AG

Exemptions HIPAA, GLBA, COPPA, employment information
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Georgia

Bill SB 394 “Georgia Computer Data Privacy Act”

Status In Senate Science and Technology Committee (01/27/2022)

Looks Like CCPA

Scope Applies to a business that (a) has annual gross revenue that exceeds $50 million; (b) annually buys,
sells, receives, or shares personal information of 100,000 or more consumers, households, or devices;
and (c) derives 50% or more of revenue from selling consumers’ personal information

Rights Access, deletion, portability, non-discrimination

Opt In/Out Opt-in

Enforcement Georgia Technical Authority, AG, private right of action

Exemptions GLBA information, HIPAA, clinical trials, vehicle ownership and purchase information

Kentucky
Bill SB 15

Status In Senate Economic Development, Tourism & Labor Committee (02/15/2022)

Looks Like

Scope Applies to persons that conduct business in this state or produce products or services that are targeted
to residents of this state and that, during a calendar year: (a) control or process personal data of at least
10,000 consumers; or (b) derive more than 40% of gross revenue from sale of personal data

Rights Access, deletion, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG, private cause of action

Exemptions GLBA, HIPAA, FCRA, vehicle purchase and ownership data, FERPA-regulated data, Farm Credit

Act data
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Kentucky
Bill HB 586

Status In House Committee on Committees (02/24/2022)

Looks Like

Scope Applies to persons that conduct business in this state or produce products or services that are targeted
to residents of this state and that, during a calendar year, control or process personal data of at least:
(a) 100,000 consumers; or (b) 25,000 consumers and derive over 50% of gross revenue from the sale
of personal data

Rights Access, deletion, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG

Exemptions GLBA, HIPAA, FCRA, vehicle purchase and ownership data, FERPA-regulated data, Farm Credit
Act

Maryland
Bill SB 11 “Maryland Online Consumer Protection and Child Safety Act”

Status Passed Senate; Hearing in House Economic Matters Committee 03/30/2022 (03/28/2022)

Looks Like

Scope Applies to a business that satisfies one or more of the following thresholds: (a) has annual gross
revenues in excess of $25 million; (b) annually buys, receives for the business’s commercial purposes,
sells, or shares for commercial purposes, alone or in combination, the personal information of 100,000
or more consumers, households, or devices; or (c) derives at least 50% of its annual revenues from
selling consumers’ personal information

Rights Access, deletion, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG, private right of action

Exemptions HIPAA, clinical trials, FCRA, GLBA, Driver’s Privacy Protection Act, FERPA-regulated data

Other Amended 03/11/2022 to establish a one-year work group study
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Massachusetts

Bill S 2687 “Massachusetts Information Privacy and Security Act”

Status In Senate Ways and Means Committee (02/14/2022)

Looks Like CPRA/VCDPA/CPA hybrid with data broker regulations

Scope Applies to data controllers that (a) have annual global gross revenue exceeding $25 million; (b)
control the personal information of at least 100,000 individuals; or (c) act as data brokers, knowingly
collecting and selling to third parties sensitive information of at least 10,000 individuals or personal
information of at least 10,000 individuals with whom the controller does not have a direct relationship

Rights Access, correction, deletion, restriction, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG, private right of action for data breaches

Exemptions GLBA information, HIPPA PHI, personal information of individuals acting within commercial or
employment context, FCRA, FERPA

Massachusetts
Bill H 4514 “Massachusetts Information Privacy and Security Act”

Status In Health Care Financing Committee (03/03/2022)

Looks Like

Scope Applies to data controllers that (a) have annual global gross revenue exceeding $25 million; (b)
control the personal information of at least 100,000 individuals; or (c) act as data brokers, knowingly
collecting and selling to third parties sensitive information of at least 10,000 individuals or personal
information of at least 10,000 individuals with whom the controller does not have a direct relationship

Rights Access, correction, deletion, restriction, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG, private right of action for data breaches

Exemptions GLBA information, HIPPA PHI, personal information of individuals acting within commercial or

employment context, FCRA, FERPA
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Nebraska
Bill LB 1188 “Uniform Personal Data Protection Act”

Status In Banking, Commerce and Insurance Committee (02/28/2022)

Looks Like Uniform Law Commission Model Act

Scope Applies to data processors that (a) maintain personal data of 50,000 or more state residents, excluding
payment transaction data; (b) earn 50% or more of gross annual revenue from maintaining personal
data as a controller or processor; (c) act on behalf of a controller that satisfies (a) or (b); or (d)
maintain personal data unless data is processed only for compatible purposes

Rights Access, correction, non-discrimination

Opt In/Out Opt-out

Enforcement AG

Exemptions GLBA information, HIPAA PHI, FCRA, Driver’s Privacy Protection Act of 1994, FERPA, COPPA

New Jersey
Bill A 505 “New Jersey Disclosure and Accountability Transparency Act”

Status In Assembly Science, Innovation and Technology Committee (01/11/2022)

Looks Like

Scope

Rights Access, correction, deletion, restriction, portability

Opt In/Out Opt-in

Enforcement AG, private cause of action

Exemptions HIPAA, GLBA, insurance institutions, Driver’s Privacy Protection Act of 1994, FCRA information

New Jersey
Bill S 332

Status In Senate Commerce Committee (01/11/2022)

Looks Like

Scope

Rights Access, correction, non-discrimination

Opt In/Out Opt-out

Enforcement AG

Exemptions HIPAA, GLBA, secondary market institutions, insurance institutions, Driver’s Privacy Protection

Act of 1994, FCRA

© 2022 National Association of Insurance Commissioners 7




Attachment 3
Privacy Protections Working Group
4/4/22

Proposed State Privacy Laws Comparison Chart (Updated 03/28/2022)

New Jersey
Bill A 1971
Status In Assembly Science, Innovation and Technology Committee (01/11/2022)
Looks Like
Scope
Rights Access, correction, non-discrimination
Opt In/Out Opt-out
Enforcement AG
Exemptions HIPAA, GLBA, secondary market institutions, insurance institutions, Driver’s Privacy Protection
Act of 1994, FCRA
New York
Bill A 3709
Status In Consumer Affairs and Protection Committee (01/05/2022)
Looks Like
Scope Applies to a business that satisfies one or more of the following thresholds: (a) has annual gross
revenues in excess of $50 million; or (b) annually sells, alone or in combination, the personal
information of 100,000 consumers or devices; or (¢) derives 50% or more of its annual revenues from
selling consumers’ personal information
Rights Access, non-discrimination
Opt In/Out Opt-out
Enforcement AG, private right of action
Exemptions HIPAA, FCRA
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New York Privacy Act
Bill A 680B “New York Privacy Act”

Status In Consumer Affairs and Protection Committee (01/07/2022)

Looks Like Enacts the NY privacy act to require companies to disclose their methods of de-identifying personal
information, to place special safeguards around data sharing and to allow consumers to obtain the
names of all entities with whom their information is shared.

Scope This article applies to legal persons that conduct business in New York or produce products or
services that are targeted to residents of New York and that satisfy one or more of the following
thresholds: (a) have annual gross revenue of $25 million or more; (b) control or process personal data
of 100,000 consumers or more; (c) controls or processes personal data of 500,000 natural persons or
more nationwide and controls or processes personal information of 10,000 or more consumers; or (d)
derives over 50% of gross revenue from sale of personal data and control or process personal
information of 25,000 or more consumers

Rights Access, correction, deletion, restriction, portability, non-discrimination

Opt In/Out Opt-in

Enforcement AG, private right of action

Exemptions FCRA, GLBA information, Driver’s Privacy Protection Act, Family Educational Rights, Farm
Credit, HIPAA PHI

New York
Bill S 567

Status In Consumer Affairs and Protection Committee (01/05/2022)

Looks Like

Scope Applies to any business that satisfies one or more of the following thresholds: (a) has annual gross
revenues in excess of $50 million; (b) annually sells, alone or in combination, the personal
information of 100,000 or more consumers or devices; or (c) derives 50% or more of its annual
revenues from selling consumers’ personal information

Rights Access, non-discrimination

Opt In/Out Opt-out (under 16: opt-in)

Enforcement AG, private right of action

Exemptions HIPAA, FCRA

Other “Do Not Sell Personal Information” link on webpage
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New York
Bill S 6701A “New York Privacy Act”

Status In Internet and Technology Committee (02/08/2022)

Looks Like

Scope This article applies to legal persons that conduct business in New York or produce products or
services that are targeted to residents of New York and that satisfy one or more of the following
thresholds: (a) have annual gross revenue of $25 million or more; (b) control or process personal data
of 100,000 consumers or more; (c) controls or processes personal data of 500,000 natural persons or
more nationwide and controls or processes personal information of 10,000 or more consumers; or (d)
derives over 50% of gross revenue from sale of personal data and control or process personal
information of 25,000 or more consumers

Rights Access, correction, deletion, restriction, portability, non-discrimination

Opt In/Out Opt-in

Enforcement AG, private right of action

Exemptions FCRA, GLBA information, Driver’s Privacy Protection Act, Family Educational Rights, Farm
Credit, HIPAA PHI

New York
Bill A 6042 “Digital Fairness Act”

Status In Consumer Affairs and Protection Committee (01/05/2022)

Looks Like

Scope The term “covered entity” shall mean a legal entity that conducts business in NY state and as a part
of such business, processes and maintains the data of 500 or more individuals.

Rights Access, deletion, portability, non-discrimination

Opt In/Out Opt-in

Enforcement AG, private right of action

Exemptions HIPAA
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North Carolina
Bill S 569 “Consumer Privacy Act”

Status In Committee on Rules and Operations of the Senate (04/07/2021)

Looks Like

Scope This Article applies to persons that conduct business in the State or produce products or services that
are targeted to residents of this State and that either (a) during a calendar year, control or process
personal data of at least 100,000 consumers or (b) control or process personal data of at least 25,000
consumers and derive over fifty percent (50%) of gross revenue from the sale of personal data.

Rights Access, correction, deletion, portability, non-discrimination

Opt In/Out Opt-out of processing for (a) targeted advertising; (b) the sale of personal data; and (c) profiling in
furtherance of decisions that produce legal or similarly significant effects

Enforcement AG, private right of action

Exemptions GLBA, HIPAA, nonprofits, higher education institutions

Ohio

Bill HB 376 “Ohio Personal Privacy Act”

Status In House Rules and Reference Committee (02/22/2022)

Looks Like CCPA/CPRA/VCDPA blend

Scope Businesses that conduct business in this state, or produce products or services targeted to consumers
in this state, that satisfy one or more of the following criteria: (1) The business's annual gross
revenues generated in Ohio exceed $25 million; (2) During a calendar year, the business controls or
processes personal data of 100,000 or more consumers; or (3) During a calendar year, the business
derives over 50% of its gross revenue from the sale of personal data and processes or controls
personal data of 25,000 or more consumers

Rights Access, correction, deletion, restriction, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG

Exemptions GLBA, HIPAA, FERPA-regulated data

Other “Informally Passed” on 02/16/2022
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Oklahoma
Bill HB 2969 “Oklahoma Computer Data Privacy Act of 2022”

Status Passed House; Awaiting Referral to Senate Committee (03/23/2022)

Looks Like CCPA with added consent requirements

Scope Applies to businesses that satisfy one or more of the following thresholds: (a) has annual gross
revenues in excess of $15 million in the preceding calendar year; (b) alone or in combination,
annually buys, receives, shares, or discloses for commercial purposes, alone or in combination, the
personal information of 50,000 or more consumers, households, or devices; or (c) derives 25% or
more of its annual revenues from sharing consumers’ personal information.

Rights Access, deletion, portability, non-discrimination

Opt In/Out Opt-in

Enforcement AG

Exemptions HIPAA, GLBA, nonprofits, FERPA-regulated data, certain FCRA data

Oklahoma
Bill HB 3447 “Uniform Personal Data Protection Act”

Status In Rules Committee (02/08/2022)

Looks Like Uniform Law Commission Model Act

Scope Applies to a data controller or processor that: (a) maintains personal data about more than 50,000
residents, excluding payment transaction data; (b) earns more than 50% of its gross annual revenue
from maintaining personal data as a controller or processor; (c) acts on behalf of a controller known to
satisfy the other requirements of this subsection; or (d) maintains personal data, unless it processes the
personal data solely using compatible data practices

Rights Access, correction, non-discrimination

Opt In/Out Opt-out (except opt-in for “sensitive data’)

Enforcement AG

Exemptions GLBA information, HIPAA PHI, clinical trials, certain employment data
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Pennsylvania
Bill HB 2257 “Consumer Data Privacy Act”

Status In Consumer Affairs Committee (01/20/2022)

Looks Like

Scope Applies to persons that conduct business in the Commonwealth or produce goods, products or services
that are sold or offered for sale to residents of the Commonwealth and that: (a) during a calendar year,
control or process personal data of at least 100,000 consumers; or (b) control or process personal data
of at least 25,000 consumers and derive over 50% of gross revenue from the sale of personal data

Rights Access, correction, deletion, restriction, portability, non-discrimination

Opt In/Out Out

Enforcement AG

Exemptions GLBA, HIPAA, clinical trials, FCRA, certain personal information from State motor vehicle records,
FERPA-regulated data, Farm Credit Act of 1971

Pennsylvania
Bill HB 2202 “Consumer Data Privacy Act”

Status In Consumer Affairs Committee (12/13/2021)

Looks Like

Scope Applies to any business that satisfies one or more of the following thresholds: (a) has annual gross
revenue in excess of $20 million; (b) alone or in combination, annually buys, receives for the
business’s commercial purposes, alone or in combination, the personal information of 100,000 or more
consumers; or (c) derives 50% or more of annual revenues from selling consumers’ personal
information

Rights Access, correction, deletion, restriction, portability, non-discrimination

Opt In/Out Out

Enforcement AG

Exemptions
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Pennsylvania
Bill HB 1126
Status In Consumer Affairs Committee (04/07/2021)
Looks Like
Scope Applies to for-profit business that have (a) annual gross revenues in excess of $10 million; or (b)
annually buy, receive, sell or share for commercial purposes the personal info of 50,000 or more
consumers or derive 50% or more of annual revenue from selling consumers’ personal info
Rights Access, deletion, non-discrimination
Opt In/Out Opt-out
Enforcement AG, private right of action
Exemptions
Rhode Island
Bill H 7917 “Rhode Island Information Privacy Act”
Status In House State Government & Elections Committee; Hearing Scheduled for 03/31/2022 (03/28/2022)
Looks Like
Scope Applies to any entity that conducts business in the State of Rhode Island, processes personal
information by itself or by contracting with a data processer, and (a) has earned or received $10
million of annual revenue through 300 or more transactions; or (b) processes or maintains the personal
information of 10,000 or more unique individuals during the course of a calendar year
Rights Access, correction, deletion, restriction, portability, non-discrimination
Opt In/Out Opt-in
Enforcement AG, private right of action
Exemptions HIPAA, interpersonal communication
Rhode Island
Bill H 7400 “Rhode Island Data Transparency and Privacy Protection Act”
Status In House Innovation, Internet & Technology Committee (03/22/2022)
Looks Like
Scope
Rights
Opt In/Out
Enforcement AG
Exemptions HIPAA, GLBA
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Utah
Bill SB 227 “Utah Consumer Privacy Act”

Status Signed by Governor (03/24/2022)

Looks Like

Scope Applies to any controller or processor who conducts business in the state or produce a product or
service that is targeted to residents of the state and has annual revenue of $25 million or more and
satisfies one or more of the following thresholds: (a) during a calendar year, controls or processes
personal data of 100,000 or more consumers; or (b) derives over 50% of the entity’s gross revenue
from the sale of personal data and controls or processes personal data of 25,000 or more consumers

Rights Access, deletion, restriction, portability, non-discrimination

Opt In/Out Opt-out

Enforcement AG

Exemptions GLBA, HIPAA, clinical trials, FCRA, GLBA, Driver’s Privacy Act of 1994, FERPA-regulated data,
Farm Credit Act of 1971

Vermont
Bill H 160’

Status In House Committee on Commerce and Economic Development (01/29/2021)

Looks Like

Scope

Rights

Opt In/Out

Enforcement

Exemptions

! Only available in short-form as of 03/17/2022.
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Vermont
Bill H 570*

Status In House Committee on Commerce and Economic Development (03/16/2022)
Looks Like
Scope
Rights
Opt In/Out
Enforcement
Exemptions

Virginia Consumer Data Protection Act

Bill SB 1392 (identical to HB 2307)

Status Adopted; Effective date: 1/1/2023
Looks Like GDPR, CCPA, CPRA. More business friendly than CA
Scope Applies to all persons that conduct business in the Commonwealth and either (i) control or process

personal data of at least 100,000 consumers or (ii) derive over 50 percent of gross revenue from the

sale of personal data and control or process personal data of at least 25,000 consumers.
Rights rights to access, correct, delete, obtain a copy of personal data
Opt In/Out opt out of the processing of personal data for the purposes of targeted advertising
Enforcement AG has exclusive authority to enforce
Exemptions GLBA, HIPAA, nonprofits, higher education, government
Other Directs Joint Commission to establish group to review act and issues related to its implementation.

Consent for collection of sensitive personal info.

2 Only available in short-form as of 03/17/2022.
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