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* The data

onslaught is here.
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regulators to

make sure they
are protected.




Used correctly, data
II can help consumers.

* Lower premiums

 Tailored coverage

e Ease of the insurance process:
* Application
* Payment
* Claims




Regulatory
Oversight REGULATIONS

& - STANDARDS l POLICIES
Accountability

are
Crucial




Consumers THE ETHICAL USE OF

DATA TO FIGHT
INSURANCE FRAUD STUDY
are not

data-ignorant

There is support for
appropriate use of
data in the world of
insurance.




You are hearing these
results at the NAIC first!

* The first and only study of its
kind.

* This study was done to help

guide legislators and regulators.

* It contains valuable insight to
guide the proper oversight of
data both in anti-fraud and
beyond.
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THE ETHICAL USE OF
DATA TO FIGHT
INSURANCE FRAUD STUDY

dynata

New Opportunities and Challenges

Z Coalition Against
Insurance Fraud

protiviti_"




Attachment E
Privacy Protections (H) Working Group

12/12/22
2 O O O+ Q1. Which of the following best describes you?
4

State or Federal Lawyer or Legal Data Technology or
Business Service

Government Agency: Law  Services Provider
re S o n e n S Enforcement, Attorney 3% Provider
General's Office or 7%

Prosecutor/District

Attorney
* 67% Consumers %
4 Legislator - State or
Federal
L 17% I nsurance Insurance Regulator 1%

2%
professionals Insurance
Professional

17%

* 6% Legislator

Consumer/Policyholder

regulator 67%

government

* 10% Legal or data
service




Attachment E

e Privacy Protections (H) Workin1g2/(jr2c;;g
Americans care

Q3. When you think about the specific use of data to
d bO Ut d ata dan d fight insurance fraud, which statement now best
@ describes your level of concern?
iInsurance

fraud

® Very Concerned = Somewhat Concerned = Not Concerned
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Who do consumers trust with their data?

Q5. How would you describe your level of trust in the following institutions to handle your personal data?

1,104 1,183

284

Federal (U.S.) government, State government agencies
including federal agencies

No trust at all Little trust

1,314

417

202

Insurance companies

Moderate trust

1,386 1,043

447

187

Financial institution Businesses (non-insurance,
non/financial

B Significant trust B Complete trust
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Who do consumers trust with their data?

Q5. How would you describe your level of trust in the following institutions to handle your personal data?

459

335

Federal (U.S.) government,
including federal agencies

No trust at all

461

371

284

State government agencies

Little trust

515

417

202

Insurance companies

Moderate trust

663 311

534

447

187

Financial institution Businesses (non-insurance,
non/financial

B Significant trust B Complete trust




Consumers
support
Insurers
using

data to
fight

fraud.

Attachment E
Privacy Protections (H) Working Group
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Q6. When you think about insurance companies collecting and analyzing your personal data, which statement best
describes your opinion?

O 0 / (40%
501
(25%)
(20%
310
! I

Insurers should be able to use Insurers should be able to use Insurers should be able to use Insurers shouldn't be able to
my personal data for any my personal data only if they my personal data if they use my personal data for any
legitimate purpose reasonably suspect fraud reasonably suspect fraud but reason without my express
only in ways that are consistent permission
with government regulations
and laws
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12/12/22

Q6. When you think about insurance companies collecting and analyzing your personal data, which statement best
S u p p o r describes your opinion?
()
[
using

(25%)

data to
fight
fraud.

Insurers should be able to use Insurers should be able to use Insurers should be able to use Insurers shouldn't be able to
my personal data for any my personal data only if they my personal data if they use my personal data for any
legitimate purpose reasonably suspect fraud reasonably suspect fraud but reason without my express
only in ways that are consistent permission
with government regulations
and laws




But want
their
Interests
protected
first.

Attachment E
Privacy Protections (H) Working Group
12/12/22

Q13. Whose interests should decision-makers consider first when developing
laws and regulations about personal data privacy and insurance fraud? Rank from
1 (most important) to 4 (least important) (Weighted Average)

o,
31% 30%

Consumers and the Policyholders and Insurance companies Government agencies
public in general persons submitting and law enforcement
insurance claims
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Q4. Which of the following do you think is the best way for your personal data to be
protected?

Consumers
h I ® Businesses arld organizations should free to
overwneiming [t
support a
e Each state should adopt its own standard that
n at I o n a I applies to use of personal data

data
p rOte Ct i O n that applies to use of personal data
standard

The U.S. should adopt its own national standard

There should be a worldwide standard that applies
to use of personal data

800 1000 1200
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While placing high trust in state regulation

Q14. Who would you trust most to create good guidelines about the ethical use of data
to identify and prevent insurance fraud? Rank from 1 (highest level of trust) to 5
(lowest)

23%

I 21% 21%

State insurance State legislators Federal (U.S. Insurance Global oversight
department Government) companies agencies
regulators officials decision-makers




Attachment E

Consumers support data laws and guidelinés

Q16. If your insurance company told you that they were going to run your data through
Al, machine learning and/or algorithms to help identify people who might be committing
insurance fraud, which statement best describes your reaction?

1106

83%

| support this fully to combat insurance fraud | support this, but only if they are required to follow | don't think insurers ever should use these methods to
specific laws and guidelines fight insurance fraud




Disclosure
and
clarity

are key

to
insurer
data
trust

Attachment E
Privacy Protections (H) Working Group
12/12/22

Q10. Please read the following statements and state your opinion about your expectations for insurers: Insurers
should...

H Agree Neutral Disagree

Be required to have a policy about how they use personal data for all
purposes except to investigate potential insurance fraud but with no
disclosure required
Not be required to disclose how they use personal data 15.3% 17.8%

Disclose their policy about how they use personal data available to any
policyholder, claimant, or other person on a website or as part of the 19.4%
insurance policy

Be required to have a straightforward and easy-to-read policy about how
they use personal data

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

3.1%

100%




Attachment E
Privacy Protections (H) Working Group

Premium reductions tied to data usage

12/12/22

Q15. If your insurance company asked you to disclose personal data to help identify insurance
fraud, which of the statements below best describes your response?

“61%

26%
525

If it helps fight fraud, | would be willing to | would give them the data if it reduced my | would give them the data but only if my | would not give them my personal data, no
give them the data even if it didn't reduce ~ premiums, even if the reduction was as  premium savings were at least 10% or more  matter how much it might save on my
my premium small as 10% or less per year per year premiums




Attachment E
Privacy Protections (H) Working Group

Premium reductions tied to data usage

Q15. If your insurance company asked you to disclose personal data to help identify insurance
fraud, which of the statements below best describes your response?

- 46%

20% 19%
395 381

If it helps fight fraud, | would be willing to | would give them the data if it reduced my | would give them the data but only if my | would not give them my personal data, no
give them the data even if it didn't reduce  premiums, even if the reduction wasas premium savings were at least 10% or more  matter how much it might save on my
my premium small as 10% or less per year per year premiums




Are insurers properly overseeing data use?**

Q30. Which of the following statements best describe how you view your organization's
use of data for anti-fraud efforts?

47%
145

53%

There are strong guidelines about how and There are some guidelines in place about It appears we are waiting to adopt or To my knowledge, we currently have no
when data may be used to identify how and when data may be used to fight update our data guidelines until it's more guidelines about how and when data may
potential insurance fraud insurance fraud, but they aren't adequate certain what regulations and laws there  be used to identify potential insurance
and should be updated are going to be fraud and don't plan to create any unless
we're required to
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Regulators must play a strong role

* Use this data to
apply to your work
both nationally and
at the state level.
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* Encourage others to
undertake similar
research.
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 Address data

Regulators must play a usage at all parts
strong role of the insurance
transaction.

/-

* Create clear
policies with
accountability.

e Share
information with
other states.



Attachme tE
(H) Working Gro

Regulators must play a strong Féle

* Use of personal data
for marketing.

 Standards for data use
and retention after X
cancellation or non- b
renewal. Confidential Data
-_——r

* Is data being de- ' E--

identified? If so, by
whom?

%
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[Identify Person]
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\Personaﬂ |

Name

L Home Address

k Business Address

k Identity Card No

/-l\ Passport No

l\ Driving License

(—k Income Tax No :
Car Registration
N

) k Other
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Regulators must play a strong role”™

* Include 3™
parties who
aggregate or
oversee
programs for
insurers.

* Shipping of
data
overseas.
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Regulators must "
play a strong role =
* Address bias and
prejudice. 5
<!
 Whether

intentional or | N v, %
unintendEd. | '::. _.__.—“#' —‘.-q—':ﬂ'_

S LAY
R :
e Consult with data *
scientists.



The challengeis & |

ST

getting it right... |
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We do not
have the time
to continue
to simply
wait.
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