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Other Laws

Consumer 
Health

Washington 
and Nevada

Data Broker

California, 
Oregon, Texas, 

Vermont
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Discrimination

Colorado



Consumer Data 
Privacy



Timeline

California, Colorado, Connecticut, 
Utah, Virginia

In Effect

Montana, Oregon, Texas

2024

Delaware, Iowa, Maryland, 
Nebraska, New Hampshire, New 
Jersey, Tennessee

2025

Indiana, Kentucky

2026



Comparison Charts



Foundational Principles

• What you collect, how you use it, how you share it

Privacy Policy

• Know, access, delete, correct, port

Consumer Requests

• Sales, targeted advertising, profiling

Opt-Out Rights

• Opt-in / consent

Sensitive Data



Foundational Principles

• Protect from data breaches

Information Security

• Contractual requirements when transferring data

Data Processing Agreements

• Validating high-risk processing activities

Data Protection Impact Assessments

• Collect only what you need

Data Minimization



Emerging Issues

• Browser level opt outs

UOOMs

• Private litigation

Private rights of action

• Expanding definitions of consumer health data

Health data

• Extension of laws into employee data

Employee data

• Must use reasonable care in processing data

Duties of Care



Expanding Definitions of Sensitive Data

Financial 
information

New Jersey

Biological / 
Neural data

Colorado

Consumer 
health data

Connecticut 
and Maryland 

Status as 
transgender or 

non-binary

Delaware, 
Maryland, New 
Jersey, Oregon



Sensitive Data Charts



California Rulemaking

• 67 pages of existing regulations

Existing Regulations

• Cybersecurity audits
• Automated decisionmaking technology
• Risk assessments
• Revisions to the CCPA regulations
• Insurance
• Data broker registry fee

Pending Rulemaking



Draft CCPA Insurance Regulation





GLBA Exemptions

Entity & 
Data Level

All others

Data Level

California

Other

Oregon (data 
and state law 

financial 
institution)



Insurance-Specific Exemptions

Maryland
• “Personal data collected by or on behalf of a person regulated under the insurance 

article or an affiliate of such a person, in furtherance of the business of insurance.”

New Jersey
• Law does not apply to an “insurance institution subject to P.L.1985, c.179 (C.17:23A-1 

20 et seq.)”

Oregon
• Law does not apply to “[a]n insurer, as defined in ORS 731.106, other than a person 

that, alone or in combination with another person, establishes and maintains a self-
insurance program and that does not otherwise engage in the business of entering into 
policies of insurance; . . . An insurance producer, as defined in ORS 731.104; . . . An 
insurance consultant, as defined in ORS 744.602”



Insurance-Specific Exemptions

Tennessee
• Law does not apply to “An individual, firm, association, 

corporation, or other entity that is licensed in this state under 
title 56 as an insurance company and transacts insurance 
business”

Texas
• Law does not apply to an organization “that is described in 

section 701.052(a), Insurance Code”



Federal Action



American Privacy Rights Act

• Discussion draft circulate in early April
• Markup scheduled for May 23 with House E&C Committee

Current Status

• Seeks to preempt state privacy laws but contours are 
unclear

Preemption
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