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IDENTIFICATION OF ITEM(S) TO CHANGE

Remove the reference to Identity Theft Insurance from the General Instructions. Remove the interrogatory questions from Part
1 that pertain to Identity Theft Insurance. Remove the column for Identity Theft Insurance from Parts 2 and 3.

Remove claims-made and occurrence breakdown;-as—weH-as—first-party-and-third-party breakdewn-from data collection. A

cybersecurity insurance policy i is generally written on a clarms made ba51s for the liability sections of the pohcy, therefore the
breakdown is unnecessary d e vb es-in : - and . coveras :

Remove the question in the interrogatories regarding tail policies. This has provided no meaningful information, due to the way
cybersecurity insurance policies are written.

Create state level transparency.

REASON, JUSTIFICATION FOR AND/OR BENEFIT OF CHANGE

Changes to th1s blank are belng proposed to a1d in the collectlon of better data Gy%emsuf&nee—as—rt—ls—e&ﬁenﬂ-th&tten—

Currently we collect claims information for standalone and package policies. Package policies are meant to be where policies
with endorsements are reported, so there is business reported as packaged that should be reported as stand-alone. There has

been some confusion regarding which category the information should be reported. Currently cyber insurance policies are
written as primary, excess, or an endorsement. Changing the supplement to reflect this information will provide more accurate
information.

State regulators have a need to identify how entities are selling cybersecurity insurance coverage.

Currently we collect data for Identity Theft Insurance. Many entities in the Identity Theft market are not insurers. This portion
of the supplement does not provide meaningful data, so it is recommended that we eliminate this reporting requirement.
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ANNUAL STATEMENT INSTRUCTIONS - PROPERTY

CYBERSECURITY ANDIDENTITY THEFF INSURANCE COVERAGE SUPPLEMENT
GENERAL INSTRUCTIONS

This supplement should be completed by those reporting entities including surplus line insurers and Risk Retention Groups
that prov1de cybersecurlty insurance in a staﬂd—aleﬂeprlmarv policy, an excess pohcv, or an endorsement on a policy. aﬁd

er—aﬂ—aeeess—pehey—lf the reportlng entlty s answer to Questlons 1, 2—4 and 5—3 of Part 1 would be ‘no,” the reportmg entlty
should not complete the supplement. If the reporting entity answers “yes” to any of those questions, the supplement should be
completed. The supplement should be reported on a direct basis (before assumed and ceded reinsurance).

This supplement should be completed on a calendar year basis.

Cybersecurity Insurance

For the purposes of this reporting form, cybersecurity insurance applies to commercial insurance through a single
policy or multi-peril coverage part solely intended to assist in helping manage risks associated with exposures arising
out of network intrusions and improper handling of electronic data, including data such as personally identifiable
information and other sensitive information in electronic form. The risks covered may include one or more of the
following:

e Business interruption and extra expense from an unauthorized person preventing access to the Internet, the
policyholder’s website or other parts of the policyholder’s network.

e  Costs associated with restoring data from electronic or paper records that have been damaged by an unauthorized
person.

e Costs related to a data breach such as data restoration, forensic investigations, legal adwvieeexpenses, public
relations, breach notification and regulatory expenses.

e  Exposure arising out of theft or loss of client’s or customer’s digital assets.
e Introduction of malwares~werms and other malicious computer code to third parties.

e  Cyber extortion against the policyholder.

Liability and damages resulting from network failures.

The following descriptions are to be used to complete the Cybersecurity Insurance Coverage Supplement:

Stand-AlenePrimary Policy/Coverage Form:

Cybersecurity insurance with its own premium and limits that responds first to an insured loss, either on a first-dollar
basis, or after allowing for a deductible. This can be sold on either a stand-aloremonoline policy or as part of a package
policy with other types of coverages (e.g., E&O, D&O, EPL, etc.). These Cyber coverage forms typically contain a
combination of first and third-party insuring agreements.

If a rider, endorsement, or floater acts like a separate policy with separate premium, deductible, and limit, then it is to
be recorded as if it were a stand-aleneprimary or excess policy regardless of whether it is referred to as a rider,
endorsement, or floater.
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Excess Policy/Coverage Form:

Cybersecurity insurance that provides additional financial limits above those covered by an underlying insurance

policy(ies). This can be sold on either an stand-alone-exeesspeliey-oraspartof an-exeesspaeckage-excess policy with
other types of coverages (e.g., E&O, D&O, EPL, etc.). These Cyber coverage forms typically contain a combination

of first and third-party insuring agreements.

Endorsement:

Cybersecurity insurance sold as an endorsement to or embedded in a broader coverage policy (e.g., Property/GL or
Professional E&O policy). If there is no additional premium and separate deductible or limit, the rider, endorsement,
or floater should be reported in this endorsement section.

© 2024 National Association of Insurance Commissioners 4 2023-05BWG_Modified.docx



CYBERSECURITY ANDIDENTIFY-FHEFTF INSURANCE COVERAGE SUPPLEMENT
PART 2 - SFAND-ALEONEPRIMARY CYBERSECURITY POEICHESPOLICY/COVERAGE FORM

POLICY AND CLAIMS DATA

If the reporting entity answers “yes” to ettherQuestion 1 erQuestion4-of Part 1, then Part 2 should be completed. Part 2 should
be reported on a direct basis (before assumed and ceded reinsurance).

Column 1 - Cybersecurity Insurance

This column only applies to commercial lines.

Column 22— Identity Theft Insurance
This col | i | Jines.
Line 7 - Number of Policies in Force—Claims-Made

Eor-Column1-Cyberseeuritylnsuraneeprovide-Provide the number of elatms-madeall policies in force

as of December 31.

Line 8 - Number of PoliciesinForce—OeeurrenceClaims Reported — First-Party

ForColumnt-Cybersecurity Insuranee, provide Provide the number of ecenrrenee-polictes-inforeefirst-

party claims reported by incident.

Line 9 — Number of Claims Reported — Third-Party
Provide the number of third-party claims reported by incident.

Line 10 — Number of Claims Reported — Total

Line 10 should equal Line 8 plus Line 9.

Line 911 - Number of Policies-inForee—TFotalClaims Open — First-Party

0.9 chould-eaual Li lus Line.8 for Col e . .

Provide the tetal-nmumber-of policies-inforee—for Column 2 1tdentity Theft Insuranee-number of first-
party claims open by incident. Fhese-claimsshould-havereserves-orpayoutsgreaterthanzero:

Line 12 — Number of Claims Open — Third-Party

Provide the number of third-party claims open by incident.

Line 13 — Number of Claims Open — Total

Line 13 should equal Line 11 plus Line 12.

Line 140 - Number of Claims Reperted—FEirst-PartyClosed With Payment — First-Party

metdent—Prowde the number of ﬁrst-party clalms closed w1th paymen gfeater—shan—zer&by 1n01dent

Line 15 — Number of Claims Closed With Payment — Third-Party

Provide the number of third-party claims closed with payment by incident.
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Line 16 — Number of Claims Closed With Payment — Total

Line 16 should equal Line 14 plus Line 15.

Line 17+ - Number of Claims Reperted—Third-PartyClosed Without Payment — First-Party

ForColumn1-Cyberseeurity Insurance, provide-Provide the number of third-party-elaimsreperted-by

ineidentfirst-party claims closed without payment by incident.

Line 18 — Number of Claims Closed Without Payment — Third-Party

Provide the number of third-party claims closed without payment by incident.

Line 19 — Number of Claims Closed Without Payment — Total

Line 19 should equal Line 17 plus Line 18.
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CYBERSECURITY ANDIDENTIFY-FHEEFTF INSURANCE COVERAGE SUPPLEMENT
PART 3 - EXCESS CYBERSECURITY POLICY/COVERAGE FORMPART-OFAPACKAGE

POLICY AND CLAIMS DATA

If the reporting entity answers “yes” to etther-Question 2 erQuestion-5-of Part 1, then Part 3 should be completed. Part 3 should
be reported ona dlrect ba51s (before assumed and ceded relnsurance) 1nclud1ng quantlﬁed and estlmated premlums Hlpremrum

Column 1 - Cybersecurity Insurance

This column only applies to commercial lines.

Column 22— Identity Theft Insurance
Thiscol | 5 | Jines.

Line 97 — Number of Policies in Force—Claims-Made
Eor-Column1-CyberseeurityInsuranee; provide-Provide the number of elaims-made-policies in force as
of December 31.

Line 108 - Number of PoliciesinForce—OeeurrenceClaims Reported — First-Party

ForColumnt-Cybersecurity Insuranece; provide Provide the number ecenrreneepolietesinforee-of first-
party claims reported by incident.

Line 9 — Number of Claims Reported — Third-Party

Provide the number of third-party claims reported by incident.

Line 10 — Number of Claims Reported — Total

Line 10 should equal Line 8 plus Line 9.

Line 11 - Number of PoliciesinForee—TotalClaims Open — First-Party

Li hould | Line.9-nhus Linet0forCol _cyh o T '
Provide the tetal-nmumber-of policiesinforeefor Column2,1dentity Theftdnsuranee-number of first-

party claims open by incident.

Line 12 — Number of Claims Open — Third-Party

Provide the number of third-party claims open by incident.

Line 13 — Number of Claims Open — Total

Line 13 should equal Line 11 plus Line 12.

Line 214 - Number of Claims Reperted—FEirst-PartyClosed With Payment — First-Party

For-Column1-Cybersecurity Insuranee;provide-Provide the number of first-party-elaimsreported-by
inetdentfirst-party claims closed with payment by incident.
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Line 15 — Number of Claims Closed With Payment — Third-Party

Provide the number of third-party claims closed with payment by incident.

Line 16 — Number of Claims Closed With Payment — Total

Line 16 should equal Line 14 plus Line 15.

Line 317 - Number of Claims Reperted—Third-PartyClosed Without Payment — First-Party

ForColumnt-Cyberseenrity tasuraneeprovide-Provide the number of third-party-elatms—reported-by
inetdentfirst-party claims closed without payment by incident.

Line 18 — Number of Claims Closed Without Payment — Third-Party

Provide the number of third-party claims closed without payment by incident.

Line 19 — Number of Claims Closed Without Payment — Total

Line 19 should equal 17 plus line 18.
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CYBERSECURITY INSURANCE COVERAGE SUPPLEMENT
PART 4 - CYBERSECURITY COVERAGE AS AN ENDORSEMENTEXCESS-CYBERSECURITY POHICIES

POLICY AND CLAIMS DATA

If the reporting entity answers “yes” to Question 43 of Part 1, then Part 4 should be completed. Part 4 should be reported on a
direct basis (before assumed and ceded reinsurance), including estimated premiums. If premium is part of the policy and a
separate premium is not charged for cybersecurity, estimate the premium for cyber security coverage and report in the estimated
lines.

Column 1 - Cybersecurity Insurance

This column only applies to commercial lines.

Line 7 — Number of Policies in Force

Provide the number of all policies in force as of December 31.

Line 8 - Number of Claims Reported — First-Party
Provide the number of first-party claims reported per incident.

Line 9 — Number of Claims Reported — Third-Party

Provide the number of third-party claims reported per incident.

Line 10 — Number of Claims Reported — Total

Line 10 should equal Line 8 plus Line 9.

Line 911 - Number of Claims Open — First-Party
Provide the number of first-party claims open by incident. Fhese-elaimsshould-have reserves-orpayouts
erenterthanrero:

Line 12 — Number of Claims Open — Third-Party

Provide the number of third-party claims open by incident.

Line 13 — Number of Claims Open — Total

Line 13 should equal Line 11 plus Line 12.

Line 1014 — Number of Claims Closed With Payment — First-Party

Provide the number of first-party claims closed with payment greaterthan-zere-by incident.

Line 15 — Number of Claims Closed With Payment — Third-Party

Provide the number of third-party claims closed with payment by incident.

Line 16 — Number of Claims Closed With Payment — Total

Line 16 should equal Line 14 plus Line 15.

Line 1317 — Number of Claims Closed Without Payment — First-Party

Provide the number of first-party claims closed without payment by incident.
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Line 18 — Number of Claims Closed Without Payment — Third-Party

Provide the number of third-party claims closed without payment by incident.

Line 19 — Number of Claims Closed Without Payment — Total

Line 19 should equal Line 17 plus Line 18.
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CYBERSECURITY INSURANCE COVERAGE SUPPLEMENT
PART 5 — CYBERSECURITY COVERAGE BY STATE

If the reporting entity answers “yes” to Question 4, then Part 5 should be completed. Part 5 should report which state(s)

cybersecurity coverage have direct written premium as reported in Parts 2, 3, and 4. No field should be left blank in the table.

(Note: Column 1 — Stand-alone and Column 2 — Packaged are considered Primary but on Part 5 they are listed separately to

see what type of policies are being written.)

If Part 2 is completed, indicate ““Yes” in each state’s row that has direct written premium reported in Part
2 from cybersecurity coverage issued as a stand-alone policy without additional coverage types (e.g.,
monoline, non-packed). Otherwise, indicate “No” for each state. Or, if all Part 2 direct written premiums
are Packaged (column 2 below), indicate “NA” for each state.

If Part 2 is completed, indicate “Yes” in each state’s row that has direct written premium reported in
Part 2 from cybersecurity coverage issued as a packaged policy issued with additional coverage (e.g.,

multi-peril or modular packaging). Otherwise, indicate “No” for each state. Or, if all Part 2 direct

written premiums are Stand-alone (column 1 above), indicate “NA” for each state.

If Part 3 is completed, indicate “Yes” in each state’s row that has direct written premium reported in
Part 3. Otherwise, indicate “No” for each state.

If Part 3 is not completed, indicate “NA” for each state.

Column 1 Stand-alone
Column 2 Packaged
Column 3 Excess
Column 4 Endorsement

If Part 4 is completed, indicate “Yes” in each state’s row that has direct written premium reported in
Part 4. Otherwise, indicate “No” for each state.

If Part 4 is not completed, indicate “NA” for each state.
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ANNUAL STATEMENT BLANK - PROPERTY

CYBERSECURITY ANDIDENTHTTFY-FHEEFF INSURANCE COVERAGE SUPPLEMENT
For The Year Ended December 31,20
(To Be Filed by April 1)

NAIC Group Code .......cceoeveireniriieiinieennens NAIC Company Code ........ceevvereereneenennne
COMPANY NAME ..ottt ettt sttt ettt et e et e st et et e aeste b eetesbeebeeseeseeatestestensens e sesb et e esesaeebeeseesteetes e ententes b e se b et e esesbeeh e es e ea e estestentenben b e b e be bt ebesbeebeeneentestentensentens
PART 1 - INTERROGATORIES

Cybersecurity Insurance Coverage:

1. Does the reporting entity write any stand-aleneprimary cybersecurity insurance coverage? Yes [ ] No [ ]

If yes, complete ColamntforPart 2.

2. Does the reporting entity write any cybersecurity insurance coverage provided as part-efa-packagepolieyanexcess Yes [ ] No [ ]
policyendersement?
If yes, complete ColumntforPart 3.

3. he liabili ion itv-insurance-poliev-is-a-claims—ma iey;-is-an-extendedre porting
endorsement-(tail-coverage)-offeredDoes the reporting entity write any cybersecurity insurance coverage provided Yes [ ] No [ ] NA{
as an endorsementexeess-peliey?

If yes, complete Part 4.
4. Does the reporting entity answer “yes” to questions 1, 2, or 3? Yes No

If yes, complete Part 5.

.
I
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CYBERSECURITY ANDIDENTFY-FHEFFINSURANCE COVERAGE SUPPLEMENT

PART 2 - SFAND-AEONEPRIMARY CYBERSECURITY POEICHESPOLICY/COVERAGE FORM

POLICY AND CLAIMS DATA

Direct Premiums

1.
2.

3.

5.
6.

Number of Policies in Force
7. Claims-MadeNumber of Policies in FOICe.........ccooveirieirieinieieiiieicieeeeseee
Number of Claims ReportedClaims

108.  First-PartyNumber-of Claims Reported ...........c.cccoovciiiininiiciicccceeae
H9. Third-PartyNumber of Clais-OPeR.........cccoeviirinirieieiiireecereeee e
1210. Total (8 + 9)Numberof ClaimsClosed-with-Payment .. .

Number of Claims Open

B31T. FIISE PAtY .ottt
4412. Third Party.................
14513, Total (43-11 +1412)
Number of Claims Closed with Payment

FE14.  FIrSt PATLY .o.ooveiieiieiieceeee ettt ettt ettt et n e benes
4715. Third Party
1816.  Total (F6-14 + FZL5) ettt ean

Number of Claims Closed without Payment

14917. First Party ...
2018, TRITd Party .....ccoouiiiiiieiiiciiete ettt st st
2+19. Total (39-17 +2018)

1
Cybersecurity Insurance
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CYBERSECURITY ANDIDENTFY-FHEFFINSURANCE COVERAGE SUPPLEMENT

PART 3 - EXCESS CYBERSECURITY POLICY/COVERAGE FORMPART OFAPACKAGE

2 A N

POLICY AND CLAIMS DATA

1 2
Cybersecurity Insurance Identity TheftInsuranee
Direct Premiums-Quantified
Lo WIIEERIL cot ettt eesaenenenenes | eebesttssssetesenenentstebeseseesestesesenenes | TR
2. BAIME. ..ttt sneenes | ebeeeebent ettt sttt | TR

53, PAIA ittt b et enens
64. CaseReservesIncurred ...

Direct Defense and Cost Containment

IS5, PAIA ettt b e se s s s esessesannesnns | eeseseeseseeseseeressesessesessesenseseesesenss | TR
86. CaseReservesINCUITEd .........cc.ooviiiiiiiiccccecceeee e | e | T
Number of Policies in Force

97. Claims-MadeNumber of Policies in Force..

10 raY
T+

CHFeRCe e

11 Total {0 -+ 10)
1 TOta 1Y)

Number of Claims Reported

128. First-PartyNumberof Claims Reported ..o
139. Third-PartyNumberof Claims-Open..............co.........
1410. Total (8 + 9)Number-of Claims-Closed-with Payment .

Number of Claims Open

F51L. FIISE PATLY c.evuiiiiiictcicieee ettt proad

4612. Third Party e | . po e d

3713, Total (F5-11 +F612) ..o ssensnsninies | ereeesiesn s enens | T
Number of Claims Closed with Payment

F814.  FIISt PATtY ..ottt st XX

4915. Third Party....... XX

2016, TOtal (F8-14 1 FO15) ittt ettt ete st esesaesessesessessesensenessesasnesesse | aesessesessesessesesesessesesseneeseneeseneeses | TR
Number of Claims Closed without Payment

ZELT. FIISE PATLY o.oeotiiiiieiciiccet ettt sttt ettt s be e sneeenesaesensesessenes | entesesessensesensesensesensesensesensenesseneas pe e d

2218, ThIrd Party .....c.ccuiiiiiiiiiiiiiicicceee ettt esesenstste | etetetetaesesetes et et ettt seae bt enaean A

2319, Total (2417 +2218)
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CYBERSECURITY INSURANCE COVERAGE SUPPLEMENT

PART 4 — CYBERSECURITY COVERAGE AS AN ENDORSEMENTEXCESS-CYBERSECURITYPOHICIES
POLICY AND CLAIMS DATA

1
Cybersecurity Insurance

Direct Premiums Estimated Using Reasonable Assumptions

T WIIHEN ettt esae | seeieeeiteei e

2. BAMed.....ccoooiiiiiiiiiiiiiiiiiee e | seeeeeee e
Direct Losses

3. Pt senee | seeeiese e

4. INCUITEA ..oviiiiiiiiiiiiiiieeee ettt eeeenes | eeeeieee e

S Pttt senee | seeeeiet e
6. INCUITEd Loviiiieieiiiiiieii et esen | seeetes e

Number of Policies in Force

7. Number of Policies in FOICE ....coceovireiiiiiiiiiiiiiiiiiiiiieiiiieieieieseiieiiie | aeieeiiitii e
Number of Claims Reported
8. First-PartyNumberof Claims Reported. ... | et
9. _Third-PartyNumber-of Claims-Open N
10. Total (8 + 9)Number-of Claims-Closed-with Payment ...........ocoovevcinniiiiciiiins | v
Number of Claims Open
11, FirSt-Party.....cccoociioiiiiiiiiiiiiiiiieeeieetee e

12.  Third-Party .
13.  Total (11 +12)
Number of Claims Closed with Payment
14, FirSt-Party......cccoccoiiiniiiiiiiiiiiiiiiiiiisciceeee e
15. Third-Party .....
16. Total (14 + 15)
Number of Claims Closed without Payment
17, FArSt-Party...cccoceoieisieeiiiiieieieteieeee ettt eeie | eeieeeee ettt
18, THird-Party .....occovevioieuiiiiieiieietiieiiiseiee ettt eieieies | resesesiieeseetet et et et et
19.  Total (17 + 18) cooeeesiiiiiiiiiiieiieises it ees e st s st sstaecsensenesnaiens | eeressesensesncsenssisnsesnsesnnasananeaes
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CYBERSECURITY INSURANCE COVERAGE SUPPLEMENT

PART 5 — CYBERSECURITY COVERAGE BY STATE

1 2 3 4
STATE STAND-ALONE PACKAGED EXCESS ENDORSEMENT

Alabama
Alaska
Arizona
Arkansas
California
Colorado
Connecticut
Delaware
District of Columbia
Florida
Georgia
Hawaii
Idaho
Illinois
Indiana
lowa
Kansas
Kentucky
Louisiana
Maine
Maryland
Massachusetts
Michigan
Minnesota
Mississippi
Missouri
Montana
Nebraska
Nevada
New Hampshire
New Jersey
New Mexico
New York
North Carolina
North Dakota
Ohio
Oklahoma
Oregon
Pennsylvania
Rhode Island
South Carolina
South Dakota
Tennessee
Texas
Utah
Vermont
Virginia
Washington
West Virginia
Wisconsin
Wyoming
American Samoa
Guam
Puerto Rico
U.S. Virgin Islands
Northern Mariana Islands
Canada
Aggregate Other Alien
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